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Disclaimer:

This report includes figures and pictures obtained from Synopsys VC Formal and
Cadence JasperGold tools, which are proprietary software products. The usage of these
figures and pictures in this report is solely for the purpose of demonstrating the
capabilities and functionalities of the tools in the context of our capstone project. The
inclusion of these visuals does not imply any endorsement or sponsorship by Synopsys
Inc. or Cadence Design Systems Inc. Furthermore, all intellectual property rights
associated with the figures and pictures remain with their respective owners.



Executive Summary

The capstone project, Formal Verification Using Synopsys VC Formal, focuses on
providing comprehensive tutorials for undergraduate and graduate students at Portland
State University. Our objective is to equip students with practical knowledge and
proficiency in formal verification techniques using Synopsys VC Formal, a powerful tool
for silicon design and verification.

Synopsys is a renowned electronic design automation (EDA) company and developed
VC Formal as a leading tool for formal verification. By leveraging logical and
mathematical principles, formal verification ensures the correctness of complex RTL
designs, particularly in critical applications such as airplane controller chips. VC Formal
currently consists of 12 distinct applications, each serving specific verification purposes;
in this project, we will focus on 11 of their applications.

Our team focuses on various essential components, including introducing VC Formal to
users, simplifying the installation process, and creating comprehensive tutorials and
videos. The tutorials cater to users with varying levels of familiarity with VC Formal,
providing step-by-step guidance and practical examples for each of the apps.

In collaboration with our sponsor, Dr. Song, we are working to develop user-friendly
tutorial documentation for the installation, utilization, and creation of examples using VC
Formal. This project addresses the need for accessible resources in formal verification
within academic settings.

Through this project, we aim to bridge the gap between academia and industry by
empowering undergraduate and graduate students at Portland State University to apply
formal verification techniques effectively. The tutorials and examples we provide will
enhance students' understanding and proficiency in formal verification using Synopsys
VC Formal, preparing them for future challenges in the field of silicon design and
verification.



Background

Digital logic designs, especially RTL (Register Transfer Level), have become
increasingly complex, posing challenges for effective verification methods. Traditional
techniques like simulation are impractical for verifying large and intricate designs due to
time constraints. Fuzz testing, a non-exhaustive simulation method, provides some
confidence but falls short in critical aspects of design verification.

To address these limitations, formal verification has emerged as a crucial approach. By
leveraging logic and mathematical principles, formal methods can establish the
correctness or incorrectness of designs. While formal verification was once a niche tool
reserved for complex designs, it has gained mainstream popularity since 2015.
However, the industry faces a shortage of skilled engineers in this field, and academic
instruction in formal verification is limited.

Our project aims to bridge this gap by acquiring, applying, and documenting the use of
Synopsys VC Formal, one of the industry's most powerful commercial formal verification
tools. Our goal is to teach formal verification within the engineering department at
Portland State University.

Currently, VC Formal training is primarily available in the industry, with limited
accessibility in academia. Existing resources, such as Synopsys' extensive user manual
of over 1000 pages and introductory videos, cater to industry professionals and lack
academic focus. Expecting students to read such lengthy manuals for a class project is
unrealistic. Therefore, we intend to develop concise yet comprehensive tutorials,
incorporating written and visual components specifically tailored for academic settings.

By providing accessible and easy-to-understand tutorials, we aim to empower students
at Portland State University to grasp the concepts and practical implementation of
formal verification using Synopsys VC Formal. Our focus is on delivering practical
knowledge that enhances their understanding of this verification technique, enabling
them to tackle complex digital designs with confidence.



Product Design Specification (Requirements and Stakeholders)

Concept of Operation / User stories:

The primary objective of our project is to provide PSU students, specifically those
enrolled in Dr. Song's ECE 582 and other M.S./Ph.D. classes, with comprehensive
tutorial documentation on using VC Formal. The tutorials will guide students in
understanding and completing coursework related to formal verification. Dr. Song will
grant his students access to these tutorials, ensuring their availability for educational
purposes. The tutorial documentation should have a long lifecycle, with updates made
only if major changes occur in the VC Formal program. The success of our project will
be measured by the ability of individuals with little to no knowledge of VC Formal to
navigate and utilize our tutorial documentation effectively.

Stakeholders:
The stakeholders involved in our project include:

e PSU student body: They will benefit from gaining practical knowledge and
experience in using VC Formal, enhancing their employability.

e Professor Xiaoyu Song: He can integrate VC Formal into PSU classes, providing
students with an opportunity to apply various verification techniques using a
state-of-the-art tool.

e PSU Electrical and Computer Engineering Department: By teaching this
specialized tool, the department can improve its ranking and enhance students'
career prospects. Faculty members will also have access to VC Formal tutorials
for research and publications.

e Synopsys: As a key supporter, Synopsys will have its VC Formal tool taught to a
significant number of graduate students each year. This will increase the pool of
potential employees who are already familiar with Synopsys tools, making it more
convenient for employers to deploy these tools in the industry. The increased
popularity and usage of VC Formal in academia may lead to wider adoption in
the industry, further expanding Synopsys's customer base.



Requirements:

Must:

O

Thoroughly understand the basic functions of VC Formal and its "apps” (in
priority order).

Install and configure an operational environment for VC Formal on a local
PC at PSU.

Document how to connect to PSU labs remotely using a VPN and a Linux
client such as MobaXterm.

Explore the functionalities and usages of VC Formal.

Document sequential equivalence checking in the VC Formal (SEQ) app.
Create a thorough tutorial documenting LTL model-checking in VC Formal
using SystemVerilog Assertions (SVA).

Should:

o

o

May:
O

o

Develop at least one example per app to work with VC Formal.
Create a step-by-step video demonstrating the installation and
configuration of VC Formal on a local PC at PSU.

Develop multiple examples per app.

Create videos demonstrating the configuration and usage of some or all of
the apps.

Conduct a case study involving one or more RTL designs, running formal
verification using more than two VC apps.

Provide TCL templates for apps utilizing TCL.



Objectives and Deliverables

The specific objective of this project is to provide comprehensive tutorial documentation
on using Synopsys VC Formal, focusing on the various apps within the tool. The aim is
to enable undergraduate and graduate students at Portland State University to gain
practical knowledge and proficiency in formal verification techniques using VC Formal.

At the end of our project, Dr. Song wanted to have a set of clear and accessible tutorials
that guide students through the installation, configuration, and utilization of VC Formal.
The tutorials would cover the prioritized apps, such as Formal Property Verification
(FPV), Formal Coverage Analyzer (FCA), Formal Connectivity Checking (CC), and
others, as well as specific topics like sequential equivalence checking and LTL model-
checking.

While the project's main focus remained on Synopsys VC Formal, there was a change
in the deliverables. Our sponsor requested additional tutorials using Cadence's formal
verification tool/solution, JasperGold. Initially challenging, we took on the task and
successfully learned and worked with JasperGold, delivering a tutorial on its usage as
an added deliverable.

Overall, the project objectives remained consistent with a primary emphasis on
providing tutorials for VC Formal. However, the expanded scope to include JasperGold
tutorials allowed us to offer a more comprehensive learning experience for students,
covering multiple formal verification tools.



Approach

Given the unfamiliarity of the team with formal verification and VC Formal, the project
initially appeared to be a significant challenge. The specialized nature of the topic and
the expertise required to operate these tools and create tutorials made the project seem
daunting. However, the team embraced the challenge and approached it methodically,
along with using their prior experience in following introductory tutorials to formulate
better ones.

The first phase involved building a foundation of knowledge by researching formal
verification, both at a non-technical level and a deeper technical level. Additionally, the
team refreshed their understanding of the Linux environment, focusing on the
installation and utilization of complex software tools. Valuable resources provided by
Synopsys, including tutorials and documentation, were leveraged to gain a better
understanding of VC Formal.

Throughout the project, the team maintained regular communication with their sponsor
and academic advisor, Dr. Song. They sought clarification and guidance whenever
guestions arose or confusion arose during the process. Dr. Song's expertise and
support were instrumental in overcoming challenges and addressing concerns.

In our attempt to maximize productivity, the team decided to divide into smaller groups
with two groups of two, and the remaining student coordinating the work and providing
help when needed. This approach allowed for parallel work on different tutorials while
facilitating collaboration, mutual assistance in debugging, and issue resolution.
Fortunately, splitting up into subgroups proved to speed up the production process.

Despite the initial apprehensions and the complexity of the subject matter, the team's
systematic approach, thorough research, and effective communication with their
sponsor and advisor allowed them to tackle the project successfully. The division into
smaller groups further enhanced productivity and collaboration, resulting in significant
progress and achievement in creating tutorials for formal verification using VC Formal.



Design
The big picture:

The design process involved extensive learning, experimentation, and iterative
refinement. Our primary focus was to gain proficiency in utilizing the various VC Formal
apps and create tutorials that effectively explain their usage and offer practical
examples.

To achieve this, we dedicated significant time to studying each app individually,
understanding its functionalities, and exploring different techniques. We conducted
thorough testing to ensure that our understanding of the apps was solid and accurate.
Through this process, we built a strong foundation of knowledge and hands-on
experience with VC Formal.

The creation of tutorials was a crucial aspect of our design. We wanted each tutorial to
be independent and self-contained, allowing for easy sharing with students in relevant
classes. This approach ensures that students can access tutorials specific to the app
they are working with, without being overwhelmed by unnecessary information from
other tutorials.

Throughout the project, we constantly revisited and refined our tutorials. As we gained
more experience and knowledge, we identified areas where improvements and
clarifications were necessary. For instance, we discovered techniques like tracing the
driving signal in the waveform view, which prompted us to revisit earlier tutorials and
incorporate these valuable insights.

By investing significant effort into learning, experimentation, and tutorial creation, our
design provides a solid foundation for students to understand and utilize VC Formal.
The tutorials are designed to be informative, user-friendly, and independent, offering
practical examples that enhance the learning experience and promote effective
utilization of VC Formal's apps.



Starting with the fundamentals

As we embarked on our project, we followed a structured approach by creating three
fundamental tutorials before diving deep into VC Formal:

Tutorial 1: Installing Mobaxterm

In this tutorial, we focused on installing Mobaxterm, a software necessary to
access the remote PSU labs where VC Formal is installed.

We provided a step-by-step guide, ensuring users could successfully install
Mobaxterm and familiarize themselves with its functionalities.

The tutorial aimed to establish a solid foundation for users to access the remote
lab environment seamlessly.

Tutorial 2: Installing and Running Cisco VPN Client

This tutorial addressed the installation and configuration of the VPN Client "Cisco
VPN" to enable users to access the remote PSU lab securely.

We provided detailed instructions, guiding users through the installation process
and necessary configurations to establish a secure connection.

The tutorial aimed to ensure users could connect to the remote lab environment
without any complications.

Tutorial 3: Installing Synopsys VC Formal on Linux System

In this tutorial, our focus was on installing Synopsys VC Formal on the Linux
system used within Mobaxterm.

We provided a comprehensive guide, walking users through the installation
process and the setup of the environment for their first project.

The tutorial aimed to equip users with the necessary tools and configurations to
effectively work with VC Formal.

The tutorials laid the groundwork, ensuring users could access the remote lab
environment, establish a secure connection, and have VC Formal installed and
configured correctly. This step-by-step approach aimed to build users' confidence and
prepare them for further exploration of VC Formal's functionalities and applications.
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To provide users with a comprehensive understanding of VC Formal and its various
applications, we developed tutorials for the VC Formal apps. Here is an overview of the
VC Formal apps and a brief description of the corresponding tutorials:

1. Formal Property Verification (FPV) App:

e Tutorial: In this tutorial, we dive into the FPV App and guide users on how to
verify properties in their designs. We cover both user-defined and Assertion IP
(AIP) properties, providing detailed examples and explanations.

e The FPV application is utilized for verifying a DUT by proving properties. These
properties can be created by users or provided by commercial AlPs for interface
protocol or function blocks. The app uses a range of powerful VC Formal engines
to thoroughly prove or disprove a property. If an assertion fails, the FPV app will
generate a counter-example to demonstrate a violating trace. However, there
may be cases where it is impossible to definitively prove or disprove a property.
In these cases, the app will provide a bounded proof result indicating that no
falsification can be found up to a specific depth from the initial state. Proof results
for a set of assertions mean that given the given constraints, it is impossible to
falsify the properties.

Inputs Outputs

Assertion Status:
Proven v
Falsified (Trace available) X%
Non Vacuous/Witness Covered (Trace available) &
Vacuous/Witness Uncoverable @
» Assumption Status:
Non Vacuous/Witness Covered (Trace available) «
Vacuous/Witness Uncoverable ¢
» Cover property Status:
Covered (Trace available) v
Uncoverable

RTL
v

7 > Property Verification
Verify User Defined Properties

SVA A

> - )
Script ) AN
*  Assertions PN
L7 «  Assumptions ~ e
VS
.

Cover properties

4

Tel

Analyze & Elaborate (read_file) Inconclusivg
7 * Clock & Reset (create_clock, create_reset) *  Assertion/Cover #
Run (check_fv) *  Vacuous/Witness

This figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022 (Page 471)

2. Formal Coverage Analyzer (FCA) App:
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e Tutorial: Our tutorial focuses on the FCA App and its role in simulation-based
verification coverage signoff. We demonstrate
how to use FCA to qualify formal property Formal Coverage Analyzer
verification with coverage signoff, ensuring Achieve Faster Coverage Closure
comprehensive verification of the design.

e Code coverage closure is when a design
reaches all of its target goals, and often is very
difficult to achieve and time consuming, So
coverage metrics are commonly used in
simulation to measure progress and
reachability analysis, such as providing
information on what checks have passed and
what has not. This provides proof on uncovered points in coverage goals that are
indeed unreachable, allowing them to be removed from further analysis to save
manual labor.

This FCA figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022

FCA

3. Formal Connectivity Checking (CC) App:

e Tutorial: Here, we explore the CC App and provide step-by-step instructions on
checking the structural and functional connectivity between source and
destination. Users will learn how to ensure
prpper connectivity within their designs using Connectivity Checking
this powerful app. Verify IP/SoC Connections

e The CC app in VC Formal is used as a
connectivity verification tool to prove
conditional wiring. CC app is a powerful
debugging tool that includes automatic root-
cause analysis of unconnected connectivity
checks which saves significant debug time. It
expedites SoC connectivity verification at the
top level along with the connection between
IP blocks.

e The CC application takes the design (RTL) and the connection specifications as
inputs and verifies if the connection specifications are good or not. CC app is
used to verify the correctness of a design's connectivity by analyzing the circuit's
logic and ensuring that signals are properly connected between modules.

This FCA figure was taken from the CC Formal User Guide Version T-2022.06-SP2,
December 2022
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4. Automatically Extracted Properties (AEP) App:
e Tutorial: In this tutorial, we explain the AEP App

and its functionality in automatically extracting Auto Checks
properties from the design. Users will learn how Functional Checks for RTL Structures
to verify these properties efficiently using the

AEP App.

e The “AEP” app in VC Formal is used as an

analysis tool for auto-checking a design for out- :

of-bound arrays, arithmetic overflow, X- '\ 4

assignments, simultaneous set/reset, full case, J

parallel case, multi-driver/conflicting bus, and

floating bus checks. Without the AEP app, these checks would each require their

own dedicated simulation tests, consuming lots of time and energy.
This AEP figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022

5. Sequential Equivalence Checking (SEQ) App:

e Tutorial: Our tutorial on the SEQ App focuses on comparing two RTL designs to
verify their functional equivalence. We provide detailed examples and discuss the
significance of SEQ App in validating design modifications.

e The Sequential Equivalence Checking
“SEQ” app is used to verify the equivalence

between two sequential designs. It's Sequential Equivalence
. ) . Verify Clock gating and
specifically used for sequential equivalence RTL optimizations

checking tasks. With this app users can
verify the functional equivalence of
sequential designs by comparing the

behavior of two designs. It will perform EN I

DATA — OUT

deep analysis of the designs to ensure that
their outputs are equivalent for all possible
inputs. By using this app, you can m
effectively ensure that your design behaves
the same and meets your verification goals.
This SEQ figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022
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6. Formal Testbench Analyzer (FTA) App:

e Tutorial: Here, we guide users through the FTA App, which helps in assessing
the quality of formal testbenches. The tutorial includes step-by-step instructions
on using FTA and emphasizes the importance of fault detection analysis.

e The Synopsys VC Formal FTA (Formal

Testbench Apps) is an innovative tool @ Formal Testbench

i ici Analyzer
deS|gr1ed to enhance .the eff|C|.e.ncy. and _ fo— Forma)l’ Signoff with
effectiveness of functional verification using Faults Analysis
formal methods. VC Formal FTA offers a B evies

Bug
comprehensive set of features and :
capabilities for creating advanced 6 I ‘ .
testbenches based on formal techniques. R eV Resu
By leveraging its powerful automation
capabilities and intelligent analysis, VC
Formal FTA enables engineers to rapidly
generate high-quality testbenches that thoroughly exercise their designs,
ensuring robustness and identifying hard-to-find bugs. This application
revolutionizes the traditional testbench creation process, significantly reducing
the time and effort required for functional verification.

This FTA figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022

7. Formal Register Verification (FRV) App:
e Tutorial: Our tutorial for the FRV App
showcases the creation and formal ' . .
verification of checks for registers in the @ Register Verification
. . . . Verify Registers against
design. Users will gain insights into how IP-XACT/RALF
FRV App can ensure the correctness of

. . . AP
register |mplementat|ons.

. . . . Check Regist DUT
e Formal register verification is used to :> ResdMWirte S
o H [ roa I “——\] Register block
perform formal verification checks for o <@F)

registers in a design. It cuts down the time
of performing directed simulation tests by
formally verifying register behavior of a
design configuration. Intended register
behavior is provided by the user via IP-XACT (.xml file) or RALF (.ralf file) format.
This register specification file will be a separate file that compliments your main
design file(s) (SV or V file). It will be where you define all registers and/or reg-
fields.

FRV
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This FRV figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022

8. Formal Security Verification (FSV) App:
e Tutorial: This tutorial focuses on the FSV
App, which is essential for preventing

unintended data propagation between @ Security Verification
secure and non-secure areas. We explain e s
how to use the FSV App effectively to Soawe
enhance the security of the design.

e The “FSV” app in VC Formal is used as a Unseoury -‘\OK Secure
verification application to ensure no illegal - e . o
data propagations are in your design. VC

Formal FSV app streamlines the verification Destinaton FSV
process, ensuring the completeness and
correctness of designs. By leveraging
formal verification techniques, this application empowers designers to identify
and resolve complex functional issues efficiently, minimizing the risk of bugs and
improving overall design quality.
This FSV figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022

9. X-Propagation Verification (FXP) App:
e Tutorial: Here, we delve into the FXP App and

guide users on checking for the propagation of X-Propagation Verification

unknown signal values (X's) to dangerous points in Detects Effects of "X
the design. The tutorial includes practical examples r
and highlights the importance of X-propagation = =

verification. b=0
e The Formal X-propagation (FXP) app in VC Formal

is used to check for and trace back an unknown

signal value (X). The app detects X propagation

through a design and guides you to the failed

property that is the source of this signal by using

the Verdi schematic and waveform within VC Formal.
This FXP figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022

a=1

FXP
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10. Data Path Validation (DPV) App:
e Tutorial: In this tutorial, we explore the DPV App, leveraging HECTOR

technology to validate data transformation blocks
RTL models. Users will learn how to

between untimed C/C++ and

effectively use DPV for data path verification.
Datapath Validation (DPV) verifies data
transformation blocks through data
manipulation and transformation (ALU, FPU,
DSP, etc.), where these path blocks are
floating point/integer adder, multiplier, divider,
and more.

DPV also uses transactional equivalence to
compare two versions of a design - one
representing the design functionality at

Datapath Validation
Verify Datapath Designs against
the Specification

= -
X =

Integrated HECTOR™ technology

architecture level (mostly untimed C or C++

model), and the other representing the pipeline implementation (mostly RTL).
Transactional equivalence requires you to define a transaction for each design,
which is a unit of computation that produces a specific set of output values from a

specific set of input values.

RTL Model A

" Compare
Sequent'al Assume Outputs, Every
Equivalence RTINS e i Cyce,
(SEQ) & Start State Unbounded

RTL Model B

Untimed Transaction Model A

Transaction . -

i Assume ompare Outputs at

Equivalence Sond Inbuts End of Transaction(s)
(DPV)

Cycle Accurate Mode! B

This DPV figure was taken from the VC Formal User Guide Version T-2022.06-SP2,

December 2022

11. Functional Safety (FuSa) App:
e Tutorial: Our tutorial on the FuSa App provides insights into analyzing the

controllability and observability of Z01X faults, enabling users to calculate

FMEDA metrics for functional safety assessment.

The Functional Safety Verification (FuSa) application is used as a safety tool to

minimize risk caused by a malfunctioning system.

A separate in-house tool that

Synopsys uses, called Z01X, is a Verilog software fault injection simulator that
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provides coverage results. VC Formal takes these results and determines
whether the type of faults simulated and identified are “safe” or “dangerous”, via
the FuSa application. Since the Z01X tool produces many types of faults, VC
Formal serves as an extra step to help sift through and reduce the need for
manual reviewing.

e The FuSa application performs the

following types of analysis:

% Structural Analysis Functional Saf_ety Verification
Detectable and Diagnosable Faults

« Controllability Analysis

+« Observability Analysis

< Detection Analysis - i V4

e Structural Analysis is used to identify \ ‘
whether faults are in or not in the COI of Fauns ‘

observation/detection points. They are
marked if they are not and those that

are not are put through further analysis.

e Controllability Analysis is used to
determine if a signal can transition from one established state to another at the
location of the fault. Cover properties are set at fault locations and are marked
non-controllable if unreachable or sent for further analysis if properties are
covered/inconclusive.

e Observability and Detection Analysis is used to observe whether or not a fault is
blocking a signal from propagating through to an observation/detection point.
Faults that do not propagate are considered safe. Faults that propagate to
observation/detection points are marked accessed further.

Fault Metrics
= Fsafe VC Functional Safety

= Coverage Manager FMEDA Campaign

* Designpart

= Testlist

* Failure Mode (FM) observation points

= Safety Mechanisms (SM) detection points

Common ™
Fault DB

Unified Fault Manager

- i = 'T

201X ISO 26262 A &

— Formal Metrics ﬁ (‘ \E/
S sy

Pruning & Collapsing

Fault Pruning
= Uncontrollable safe
= Unobservable safe

Fault Annotation
= Observed, Detected
= Observed, Undetected

= Unobserved Fault Engines

This FuSa figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022
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Through these tutorials, we aimed to cover each VC Formal app comprehensively,
providing users with practical guidance and examples to understand their functionalities
and leverage them effectively for formal verification.

12. Cadence JasperGold Superlint - Ensuring Design Integrity through Static
Linting
e In this tutorial, we provide a comprehensive guide on using Cadence JasperGold

Superlint, a powerful static linting tool for digital design verification. Learn how to
identify potential coding errors, design rule violations, and improve design
integrity. Our step-by-step instructions cover setting up the tool, configuring
linting rules, running the process, and interpreting reports. Enhance the quality,
reliability, and maintainability of your digital designs with Cadence JasperGold
Superlint.

18



Test plan

The effectiveness of the tutorials was tested in a real-world academic setting,
specifically in the ECE682/582 Verification of Hardware and Software Systems course
at PSU for Winter 2023. Since this course was taught by Dr. Song, our faculty advisor
and industry sponsor, tutorials could be introduced to students with ease, as with
monitoring the validity of each tutorial.

Approximately 80 graduate students worked on five of the tutorials across two projects.
The first project involved using the VC Formal SEQ app to design and verify the
equivalence of two digital circuits. The second project involved using four VC Formal
apps (AEP, FXP, FPV, and FCA) to design a specific circuit, with errors intentionally
introduced, analyzed, and corrected using the formal apps. These testing scenarios
provided the opportunity to receive valuable feedback and insights from the students,
which were used to further enhance the quality and effectiveness of the tutorials. This
iterative process of creation, testing, and refinement ensured that the tutorials were not
only informative but also aligned with the needs of the students.

Not every document was created by the same individuals on the team - for the
remainder of the applications, team members who were not involved in the process of
certain apps had to act as a test subject and go through the tutorials to see if there are
any room for improvement or if there were any setbacks.

19



Results

e Student Feedback and Familiarization:
The feedback received from students provided valuable insights into the
effectiveness of the tutorials. Initially, students found VC Formal to be complex
and intimidating. However, as they gradually worked through the tutorials, they
became more familiar with the VC Formal workflow and graphical user interface
(GUI). This familiarity enabled them to successfully run formal analyses on their
designs.

e Benefits of Automatic Apps:
The automatic apps, such as AEP and FXP, proved to be particularly beneficial
for students. These apps did not require students to write assertions, which
lowered the entry barrier and allowed them to gain hands-on experience with VC
Formal quickly. Students who started with the automated apps reported an easier
transition to using the FPV app, which involved writing assertions. The sequential
progression from automated to more involved analysis helped students become
comfortable with the tool and build confidence in utilizing an industry-grade
formal verification tool like VC Formal.

e Successful Guidance in Running Formal Analyses:
Overall, the tutorials effectively guided all students in running formal analyses of
their SystemVerilog designs. The step-by-step approach and hands-on exercises
equipped students with the necessary skills to utilize VC Formal for verifying their
designs. The positive outcome underscores the effectiveness of the tutorials and
highlights the potential benefits of incorporating industry-grade formal verification
tools like VC Formal into academic curricula.

20



Challenges

Throughout the course of our project, we encountered several challenges that impacted
our progress. Here is a list of challenges we faced:

e Connection Issues:
We encountered various challenges related to the connection setup using
Mobaxterm. The issues primarily arose from incorrect login credentials and
misconfigured VPN settings. These connectivity hurdles impeded our ability to
establish a seamless connection with the remote PSU labs where VC Formal
was installed. We had to invest time in troubleshooting and rectifying these
issues to ensure uninterrupted access.

e Platform Compatibility:
Another obstacle we faced was the disparity between using Mac and Windows
operating systems. These variations introduced compatibility issues and
discrepancies in the tools and software we were utilizing. We had to navigate
through platform-specific challenges, adapt our workflows, and find workarounds
to ensure smooth collaboration and compatibility across different platforms.

e Access and License Renewal:
Our project was dependent on accessing VC Formal through the PSU CAT team.
However, we encountered delays in obtaining the necessary access to install VC
Formal. Additionally, there were instances where the VC Formal license expired,
leading to a temporary halt in our progress. We had to coordinate with the PSU
CAT team to resolve these issues and ensure timely access and license renewal
to continue our work.

e Lack of Formal Verification Examples:
One of the significant challenges we encountered was the scarcity of readily
available formal verification examples suitable for our project. We struggled to
find meaningful SystemVerilog examples that aligned with the specific formal
analysis tasks we aimed to demonstrate. As a result, we had to dedicate
significant effort and time to create our own examples that effectively showcased
the functionalities of VC Formal, adding an additional layer of complexity to the
project.

e DPV App Limitations:
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The DPV app presented unique challenges due to the simplicity of our design.
Since the app is primarily designed to verify complex datapaths, our relatively
straightforward design did not cover a wide range of test cases provided by the
DPV app. The VC Formal user guide emphasized server-based verification
analysis, which introduced a level of complexity that surpassed the scope of our
tutorials. We had to carefully adapt the DPV app to suit our project's objectives
and provide meaningful insights to users without overwhelming them with
unnecessary complexities.

Complex User Guide:

Navigating the VC Formal user guide proved to be a time-consuming and
intricate task. The extensive documentation often lacked clarity and required
significant effort to locate the necessary information. We had to invest additional
time in thoroughly understanding the user guide and leveraging its insights to
effectively utilize VC Formal in our tutorials. The complexity of the user guide
added an extra layer of challenge in comprehending and implementing the tool's
functionalities.

Varied GUI Experience:

Each VC Formal app came with its own graphical user interface (GUI), which
meant we had to adapt to different interface designs and functionalities.
Transitioning between the different GUIs required us to familiarize ourselves with
their unigue features and workflows, which required additional effort and time
investment. We had to ensure that our tutorials provided clear instructions and
guidance to users for navigating and utilizing the specific GUI associated with
each app.

TCL File Structure:

The structure of the TCL (Tool Command Language) file varied across the VC
Formal apps, adding complexity to our project. Since most of us were new to
TCL, we had to invest time in learning the language and understanding its syntax
and conventions. This allowed us to effectively utilize TCL for scripting and
automation in our tutorials. The diverse TCL file structures across the apps
demanded a comprehensive understanding of TCL to ensure smooth execution
of the tutorials.
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e Learning SystemVerilog Assertions (SVA):
Understanding and employing SystemVerilog Assertions (SVA) for the FPV app
posed significant challenges due to the lack of accessible examples and
educational materials. We had to navigate through unfamiliar territory, investing
considerable time and effort to learn SVA and its application in formal analysis.
Overcoming these hurdles required extensive research, problem-solving skills,
and collaboration to incorporate SVA teachings into our tutorial as an appendix.

By acknowledging and addressing these challenges, we were able to navigate through
them, finding solutions and adapting our approach to ensure the successful completion

of our project.
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Collaboration Tools

e Discord:
We utilized Discord as our primary communication platform throughout the
capstone project. We organized the server into multiple channels to facilitate
efficient collaboration. Administrative channels were used for scheduling
meetings, discussing tasks, and assigning responsibilities, while technical
channels were dedicated to each VC Formal app, allowing focused discussions
on specific topics.

Discord

ECE412/413 Capstone terminology ;t‘; A #» 2

a IC design (ASIC/SOC) betore the
manufacturing starts. (Verification is completely
by the time we reach this step)

V1

Mo Ghonim ¢

Design Flow
Int C its

resources

Mo Ghonim Yeste 1:59 A

AIP (written on our poster, my must know what
everything on the poster stands for because we
might get asked!)

Assertion IP
As per the name, AIP is having assertions written
at interface level.

Mostly, AIP is written following strict design
coding guidelines so that it can be synthesizable.
| believe that "ML" on some of the apps stands
for machine learning.

like those apps use Machine Learning to do the
analysis

S OEO

This is a screenshot of our Discord server
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e GitHub:
We leveraged GitHub as a version control and file-sharing platform. It served as
a central repository for our finalized tutorials, specifications, and reports. By using
GitHub, we could easily track changes, manage different versions of our files,
and collaborate seamlessly on shared documents.
https://github.com/VCFormal
https://github.com/VCFormal/VC-Formal-Documentation-and-Examples

O Search or jump to... Pull requests Issues Codespaces Marketplace Explore

Issues Pull requests Actions Projects iki Security Insights Settings

Project deliverables
. Ghonimo Add files via upload

0- Setup Tutorials

0_Getting_Started

AEP App

AEP_Tutorial

CC App

DPV App

FCA App Releases
FCA_Tutorial
FPV App
FRY App Packages

FSV App

FTA App

FXP App

FXP Tutorial Contributors 3
FuSa App W weelina
JaserGold Superlint . anordstrom21
SEQ App . Ghonimo
SEQ_Tutorial

LICENSE

README.md

This is a screenshot of our Github repository

e Trello:
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https://github.com/VCFormal
https://github.com/VCFormal/VC-Formal-Documentation-and-Examples

We adopted Trello as our project management tool to keep track of tasks,
deadlines, and progress. It allowed us to create boards, lists, and cards to
visualize our workflow and assign tasks to team members. Trello proved to be an
effective tool for organizing and prioritizing our activities, ensuring that everyone
was aware of their responsibilities and the overall project timeline.

e Google Drive:
We utilized Google Drive as a cloud storage and collaboration platform. It
provided us with a convenient way to upload, store, and organize our project
files. Additionally, we took advantage of the versioning feature in Google Drive to
track document revisions and ensure that the latest versions were readily
accessible. The chat and comments feature in Google Docs enabled real-time
discussions and feedback exchange among team members, promoting effective
collaboration and document refinement.

My Drive > Capstone: VC Formal ~ & = B 0
| Filetype - || People - || Lastmodified ~ |
Folders Name
B3 O-VersionliCa.. B3 0-Version12Ca.. : B3 Canvas Assignm... } I3 Dr Song's Material 3 B8 Final Report & Pr...
I3 Formal Capstone. B st B Work-in-Progres... % I3 7 - Poster Design B Z-Misc

Files

B Dr.Song'sVC For...

This is a screenshot of our Google Drive folder.
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My Drive > Capstone:VC Formal > O -Version 1.2 Capstone... ~ & = B 0

‘ File type = ‘ ‘ People ~ | | Last modified ~ ‘

Folders Name
B 0-SetupTutorials  : BB 1-SEQApp : B3 2-AEPApp : B 3-FCAApp : B 4 FXPApp
B3 5-CCApp : B 6-FPVApp : By 7-DPVApp : By 8-FRVApp : B 9-FSVApp
B 10-FuSa App : B "-FTAApp : B 12-JaserGold Su... % BB Allthe Tutorials P... & B8 Al the Tutorials ..

Files

§ VC Formal Capst...

4

By leveraging these collaboration tools, we established a streamlined workflow,
enhanced communication, and ensured efficient coordination among team members.
These tools played a vital role in facilitating effective project management, version
control, and document sharing, ultimately contributing to the overall success of our
capstone project.

Summary
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Our capstone project aimed to integrate industry-grade formal verification tools,
specifically Synopsys VC Formal, into the academic curriculum at Portland State
University (PSU). Throughout the project, we focused on creating comprehensive
tutorials for various VC Formal apps, with the objective of enhancing students'
understanding and practical experience in formal verification.

We started by developing a structured approach, beginning with tutorials on basic setup
and installation, followed by tutorials on each VC Formal app. These tutorials covered
essential topics such as formal property verification, formal coverage analysis, fault-
tolerant analysis, and datapath validation. Each tutorial provided step-by-step
instructions, relevant examples, and practical insights to guide students through the
formal verification process.

Testing the effectiveness of our tutorials, we incorporated them into the ECE682/582
Verification of Hardware and Software Systems course at PSU. Approximately 80
students participated in projects that involved designing and verifying digital circuits
using VC Formal. The feedback received from students proved valuable in assessing
the tutorials' impact and making necessary refinements.

Throughout the project, we encountered several challenges, including connectivity
issues, availability of formal verification examples, and the learning curve associated
with the tools. However, we tackled these challenges by leveraging our collaborative
efforts, research, and problem-solving skills. We refined the tutorials, addressing the
complexities and ensuring they were accessible to students at various skill levels.

The success of our capstone project was evident in the positive student feedback and
the effective use of the tutorials in coursework. Students initially found VC Formal to be
complex and intimidating, but as they progressed through the tutorials, they gained
confidence and familiarity with the tools. Our tutorials provided them with valuable
insights, hands-on experience, and a solid foundation in formal verification.

The project not only enriched the educational experience for students but also paved
the way for future initiatives in integrating industry-grade formal verification tools into
academic curricula. Our lessons learned, best practices, and recommendations will
serve as a valuable resource for future projects in this domain.

Overall, our capstone project showcased the potential of industry-academia
collaboration and the impact of incorporating formal verification tools into the curriculum.
It demonstrated the value of hands-on learning, real-world applications, and the bridging
of academia and industry. Our collective efforts, dedication, and collaboration have
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contributed to advancing the field of formal verification education and preparing

students for the challenges and opportunities in the industry.

secemtlCamence o hecks Kerapoguicn Veckicston
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Formal Verification:

The ultimate assurance of flawless digital systems,
leaving no room for errors. Revolutionizing
validation in critical domains like avionics and
biology, it unlocks unparalleled reliability and
safety. It unleashes the power of rigorous analysis,
guaranteeing perfection and accuracy.

Synopsys VC Formal:

A powerful tool for rigorous verification of digital

deslgns It offers a suite of apphcanons that provide
ive verification capabi With VC

Formal. engineers can ensure the reliability and
integrity of critical systems in various domains.

Due to how specialized, and possibly complex
Formal Verification is, industry verification tools are
rarely used in academia.

(s g

=

« Research, install, and learn Synopsys VC Formal.

« Develop step-by-step tutorials for using VC Formal.

« Create and test simple examples to demonstrate
formal verification with VC Formal.

« Integrate VC Formal into PSU classes to provide
students with hands-on experience.

« Introduce students to industry-grade formal
verification tools for real-world applications.

SYNOPSYS VC FORMAL

TUTORIALS

Property Veitcation
Vet U e gt

Comactivty Crucking Foemai Testbench
ety /i Croacaons

The tutorials we made:

Installation and Getting Started:

« Installing Mobaxterm

« Installing and Running Cisco VPN Client

« Installing Synopsys VC Formal on Linux System

Sequential Equivalence Checking (SEQ):
Comparing two RTL designs and verifying
functional equivalence.

Automatically Extracted Properties (AEP):
Automating property extraction from designs
for efficient verification.

X-Propagation Verification (FXP):
Checking for propagation of unknown signals
(X's) to dangerous points in the design.
Formal Property Verification (FPV):
Writing System Verilog Assertion (SVA)
properties to Verify RTL Designs.

Formal Connectivity Checking (CC):
Verifying structural and functional
interconnection in a design.

Formal Testbench Analyzer (FTA):
Checking the formal testbench quality and
measuring fault detection capability.

Formal Register Verification (FRV):

Create and formally verify checks on IP-XACT S

or RALF format for registers in designs.
Formal Coverage Analyzer (FCA):
Qualifying formal property verification with
coverage sign off using FCA.

Formal Security Verification (FSV):

EXPLORING FORMAL VERIFICATION USING VC FORMAL

Team: Mohamed Ghonim, Ahliah Nordstrom, Dmytro Prystupa, Alexander Kim, Celina Wong
Industry Sponsor/Academic Advisor: Dr. Xiaoyu Song

| Supported by Dr. Jin Zhang (Synopsys)
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SSacgroung Approach

* Real-world academic testing conducted in the
ECE682/582 Verification of Hardware and Software
Systems course at PSU.

« Approximately 80 students participated, working on
five tutorials across two projects.

* Projects involved using VC Formal SEQ app for circuit
equivalence verification and four VC Formal apps (AEP,
FXP, FPV, and FCA) for error analysis and correction.

o e

Student feedback provided valuable insights into
tutorial effectiveness.
Initial complexity and intimidation of VC Formal

y overcome as prog! through
(u!onals

.

ic apps (AEP, FXP) highly beneficial for

without assertion writing requirements.

Prevent unexpected data propagation
between secure and non-secure areas.
Data Path Validation (DPV):

Verify data transformation blocks between
untimed C/C++ and RTL models.
Functional Safety (FuSa):

Analyzing the controllability and
observability of faults.

Recommended tutorial order and automated analysis
(AEP) improved navigation and understanding of FPV
app.

Overall success in guiding students to run formal
analysis on SystemVerilog designs.

Demonstrated effectiveness of tutorials and potential
benefits of incorporating industry-grade formal
verification tools into academic curricula.

Conclusion

« The integration of industry-grade formal verification
tools into academic curricula has been successfully
demonstrated in the capstone project.
Positive student feedback and the effective use of the
tutorials in coursework highlight the potential of such
initiatives.
The project contributes valuable insights to the
teaching approach for formal verification tools and

Y S darix it ez

y
The project sets the stage for further advancements
in formal verification education and prepares
students for industry demands.

Department of Electrical and Computer Engineering

[ Maseeh College of Engineering
and Computer Science

This is our final presentation poster.
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Appendices

Appendix 1: Formal Verification Article

Bridging the Gap between Industry and Academia in Formal Verification:
A Capstone Project at Portland State University

Abstract - This paper presents a capstone
project at Portland State University (PSU) aimed
at introducing students to industry-standard
formal verification tools, with a primary focus on
Synopsys VC Formal and a brief exposure to
Cadence's JasperGold. The project involved the
creation of 12 practical tutorials on various formal
verification apps and three additional tutorials on
tool installation, VPN setup for remote lab access,
and Linux interface familiarization. These
tutorials were successfully integrated into the PSU
ECE 582/682 Verification of Hardware and
Software Systems course, benefiting
approximately 80 students. This paper documents
the project’s journey, including the challenges
encountered and their solutions, the design and
testing process, and advice for future similar
initiatives. The project underscores the
importance of bridging the gap between academia
and industry, particularly in the area of formal
verification.

l. Introduction

The rapidly evolving landscape of digital design and
verification necessitates a strong foundation in formal
verification techniques for emerging engineers. [3]
Formal verification, a rigorous method of ensuring
the correctness of digital systems, is a cornerstone of
modern design processes. However, a noticeable
disparity exists between the industry's reliance on
these techniques and their representation in academic
curricula. This gap, particularly evident in the limited
exposure students receive to industry-grade formal
verification tools, presents a challenge for academia
and industry alike.[1]
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In an effort to address this disparity, a unique
capstone project was undertaken at Portland State
University (PSU). Unlike typical capstone projects,
this initiative focused on the exploration and
utilization of industry-standard formal verification
tools, primarily Synopsys VC Formal [1], and to a
lesser extent, Cadence's JasperGold. The project's
primary objective was to create a suite of practical
tutorials that could be integrated into the academic
curriculum, providing students with hands-on
experience with these advanced tools.

Il. Background

Formal verification is a rigorous method used in
hardware and software design to verify the
correctness of systems against a set of specifications.
It employs mathematical techniques to prove or
disprove the correctness of intended algorithms or
protocols, ensuring the reliability of digital systems
and eliminating the need for exhaustive testing.

Several industry-grade formal verification tools are
available, each offering unique capabilities. These
tools, including Synopsys VC Formal and Cadence's
JasperGold, are designed to handle complex designs
and large codebases typical in industrial settings.
Synopsys VC Formal, in particular, is a
comprehensive tool used extensively in the industry,
providing a suite of applications for various formal
verification tasks.

In academia, formal verification is often taught using
academic tools such as SAT solvers and NuSMV, a
symbolic model checker developed at Carnegie
Mellon University. These tools provide students with
a fundamental understanding of formal verification



techniques, including Computation Tree Logic (CTL)
model checking and Linear Temporal Logic (LTL).

However, there is a noticeable gap between industry
practice and academic instruction. Industry-level
formal verification tools have been rarely used in
academic settings, typically reserved for research
purposes rather than educational ones. This disparity
motivated our project at Portland State University,
recognizing the need to incorporate industry-grade
formal verification tools into our curriculum and
provide students with practical training that aligns
more closely with industry expectations.

I11. The Capstone Project

The primary aim of our capstone project was to
develop comprehensive and user-friendly tutorials on
the usage of the VC Formal software application and
its various verification methods. The overarching
objective was to facilitate a deeper understanding and
effective utilization of these industry-grade tools
among students. The creation of these tutorials was a
meticulous process, involving extensive research and
self-study. The team delved into open-source
materials available online and sifted through
hundreds of pages of official documentation. This
process required a keen eye for discerning the most
relevant and useful information to help users build a
foundational understanding of each application.

Each tutorial was designed to be comprehensive and
practical. They included detailed explanations of how
to interact with the tool’s GUI, the specific use cases
of the application, and a worked example. These
examples were carefully crafted to demonstrate the
workflow of formal verification, including the
process of debugging and fixing errors, providing
students with a hands-on experience of using these
tools.

The journey of creating these tutorials was not
without its challenges. Formal verification is a highly
specialized area in digital electronics, and resources,
especially worked out examples, are scarce. The team
had to navigate this landscape, familiarizing
themselves with the tools and their workflows. The
creation of examples that effectively demonstrated
the functionality of each app was a significant
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challenge, particularly for complex apps like the
DPV in VC Formal.

Debugging errors presented another hurdle due to the
lack of readily available information about industry-
grade formal verification tools. To overcome this, the
team reached out to the Synopsys Formal team
multiple times for assistance in resolving issues and
understanding the different uses of each formal tool.
Another challenge was to present the tutorials in a
coherent and easy-to-follow manner, especially when
introducing new terminologies to students who may
not have encountered them before.

IV. Testing

The effectiveness of the tutorials was tested in a real-
world academic setting, specifically in the
ECE682/582 Verification of Hardware and Software
Systems course at PSU. Approximately 80 students
worked on five of the tutorials across two projects.
The first project involved using the VC Formal SEQ
app to design and verify the equivalence of two
digital circuits. The second project involved using
four VC Formal apps (AEP, FXP, FPV, and FCA) to
design a specific circuit, with errors intentionally
introduced, analyzed, and corrected using the formal
apps. These testing scenarios provided valuable
feedback and insights, which were used to further
enhance the quality and effectiveness of the tutorials.
This iterative process of creation, testing, and
refinement ensured that the tutorials were not only
informative but also aligned with the needs of the
students.

V. Results

The feedback received from students provided
valuable insights into the effectiveness of the
tutorials. Initially, many students found VC Formal to
be complex and intimidating. However, as they
gradually worked through the tutorials, they became
familiar with the VC Formal workflow and GUI,
enabling them to successfully run formal analysis on
their designs.

The automatic apps, such as the AEP and FXP, were
particularly beneficial for students as they did not
require writing assertions. Some students reported



difficulties when they initially tried to run the
analysis on the FPV app due to the requirement of
writing assertions. However, those who followed the
recommended order of the tutorials and performed
automated analysis such as AEP first found the FPV
app easier to navigate. Running an automatic analysis
first provided students with valuable insights into
their design and helped them become comfortable
with using an industry-grade tool like VC Formal.

Overall, the tutorials were successful in guiding all
the students to run formal analysis on their
SystemVerilog designs. This positive outcome
underscores the effectiveness of the tutorials and the
potential benefits of incorporating industry-grade
formal verification tools into academic curricula.

VI. Discussion and future work

Looking ahead, there are several directions for
teaching formal verification at PSU. One of the key
lessons from our project is the effectiveness of
starting with the GUI when teaching formal apps.
While most of the formal apps can be run from and
used exclusively in the terminal, starting with the
GUI is often more intuitive for students and easier to
follow.

We also recommend starting with automated apps
like VC Formal's AEP and FXP apps, and
JasperGold's Superlint app. These apps have a lower
overhead to get started, and once students gain some
momentum, introducing more involved apps like
FPV would likely be more successful.

Another important finding from our project is the
effectiveness of using small examples in our tutorials.
These examples were easier for students to follow
and allowed them to grasp the concepts more
effectively.

For future similar projects, our advice is to keep these
lessons in mind. Starting with the GUI, focusing on
automated apps initially, and using small,
manageable examples can significantly enhance the
learning experience for students. Furthermore,
continuous feedback from students can provide
valuable insights for refining and improving the
tutorials.
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VII. Conclusion

In conclusion, the capstone project at Portland State
University has demonstrated a successful model of
integrating industry-grade formal verification tools
into academic curricula. The project has not only
enhanced the learning experience for students but
also provided a blueprint for future initiatives in this
direction.

The project's success, as evidenced by the positive
student feedback and the effective use of the tutorials
in coursework, underscores the potential of such
initiatives in bridging the academia-industry gap. The
insights gained from the project, particularly
regarding the teaching approach for formal
verification tools, are valuable contributions to the
pedagogical strategies in this field.

Looking ahead, the project sets the stage for
continued efforts in this direction, with the aim of
further enriching the educational experience for
students and preparing them for the demands of the
industry. The project also serves as a testament to the
potential of industry-academia collaboration in
advancing formal verification education.
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Appendix 2: VC Formal Tutorials

Through our findings, the order in which these tutorials are recommended to be
followed:

0. Getting Started with VC Formal:
- Part 1: Setting Up Cisco VPN Connection
- Part 2: Setting Up MobaXterm

- Part 3: Installing and Starting VC Formal

. Sequential Equivalance (SEQ)

. Automatic Extracted Properties (AEP)

. Formal Coverage Analyzer (FCA)

. X-Propagation Verification (FXP)
. Connectivity Checking (CC)

. Formal Property Verification (FPV)
. Datapath Validation (DPV)
. Formal Reqister Verification (FRV)

© 00 N O O b~ W DN PP

. Security Verification (FSV)

10. Functional Saftey (FuSa)
11. Formal Testbench Analyzer (FTA)
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To access Synopsys VC Formal via the PSU remote lab, we need to use a VPN connection to the
remote lab, we recommend using the cisco VPN client, which one can get using this link:

https://vpn.pdx.edu/

X
j_"j Login

Please enter your username and password.

GROUP: [ 3-Student Dug-Default v |
USERNAME: | |
PASSWORD: | |

| Login |

Figure 1: Cisco VPN client login.

From the group drop-down list, choose 3-Student Duo-Default, then enter your PSU Odin
username and password and click on Login. You might then receive an automated phone call, or
a text message to confirm that you’re indeed the one accessing the VPN.

Please note: If you click on Login and nothing happens, this probably means that you haven’t
activated the DUO security feature in your PSU Odin account, in this case, you’ll need to do that
first before continuing with downloading and using the cisco VPN client.

The next step would be to download and install the cisco VPN client.


https://vpn.pdx.edu/

Cisco Secure Client!Download

8 Cisco Secure Client - AnyConnect VPN Setup 3%

Welcome to Cisco Secure
Client - AnyConnect VPN
Setup Wizard

The Setup Wizard will install Cisco Secure Client -
AnyConnect VPN on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

Download & Install

Download for Windows

© Instructions < Back Next > Cancel

Figure 2: Cisco Secure Client setup windows.

Once the Cisco Secure Client is installed, you’ll choose or enter “vpn.pdx.edu” and click on
Connect as shown below.

€9 Cisco Secure Client — X

AnyConnect VPN:
Ready to connect.

vpn.pdx.edu

%180, )

Figure 3: Cisco Secure Client connection window.

You will then be asked to enter your PSU Odin Username and password. Please do so and click
“Ok”. You might again receive an automated phone call or text message to confirm that you are
the one making the connection.




@ Cisco Secure Client | vpn.pdx.edu X

@ Cisco Secure Client - X
Please enter your username and password.
AnyConnect VPN:
Group: 3-Student Duo-Default = Please enter your username and password.
Username: | Vph.pdxedu
Password: |

= Cancel * © -

Figure 4: Cisco Secure Client login and connection windows.

You should now be connected to the vpn.pdx.edu server and ready to use MobaXterm to
access Synopsys VC Formal.

€ Cisco Secure Client — >

AnyConnect VPN:
D Connected to vpn.pdx.edu.

o vpn.pdx.edu

00:05:43

2 @ il

Figure 5: Cisco Secure Client window with a successful connection.
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We need to use a Linux client to access the Linux environment in which we run VC Formal, in
this tutorial, we will download, install, and set up the MobaXterm client.

You can google “MobaXterm” to download MobaXterm, or follow the link:

https://mobaxterm.mobatek.net/

and click on the “Download” tab.

Home Demo Features | Download | Plugins Help Contact

! MobhaXterm

Figure 1: Download tab on MobaXterm website.

For our uses, the “Free Home Edition” is sufficient. Click “Download Now” to download and
install MobaXterm. We recommend the “Installer” edition, but the “Portable Edition” should

work too.

!Mobaxtem Home Demo Features Download Plugins Help Contact f =

Home Edition

Free

Full X server and SSH support
Remote desktop (RDP, VNC, Xdmcp)
Remote terminal (SSH, telnet, riogin, Mosh)
X11-Forwarding
Automatic SFTP browser
Master password protection
Plugins support
Portable and installer versions
Full documentation
Max. 12 sessions
Max. 2 SSH tunnels
Max. 4 macros
Max. 360 seconds for Tftp, Nfs and Cron

& Download now

Professional Edition

$69 / 49€ per user*

* Excluding tax. Volume discounts

Every feature from Home Edition +
Customize your startup message and logo
Modify your profile script
Remove unwanted games, screensaver or tools
Unlimited number of sessions
Unlimited number of tunnels and macros
Unlimited run time for network daemons
Enhanced security settings
12-months updates included
Deployment inside company
Lifetime right to use

P EBE3  Subscribe oniine / Get a quote

Figure 2: MobaXterm versions offered.

‘ Customer area H Buy


https://mobaxterm.mobatek.net/

!Mobaxterm Home Demo Features Download Plugins Help Contact f = Customer area H Buy}

MobaXterm Home Edition

Download MobaXterm Home Edition (current version):

& MobaXterm Home Edition v22.3 MaobaXterm Home Edition v22.3
(Portable edition) (Installer edition)

Figure 3: Current version of MobaXterm Home Edition.

Follow the prompts to install MobaXterm on your computer.

3 MobaXterm Setup - x 73 MobaXterm Setup - X

Welcome to the MobaXterm Setup Completed the MobaXterm Setup Wizard
Wizard

Click the Finish button to exit the Setup Wizard.
The Setup Wizard will install MebaXterm on your computer.
Click Next to continue or Cancel to exit the Setup Wizard.

MobaXterm Mobaxterm

Copyright Mobatek https://mobaxterm.mobatek.net Copyright Mobatek https://mobaxterm.mobatek net

Figure 4: MobaXterm installation window prompts.

Once installed, open MobaXterm. It should look something like Figure 5.



Click on “Start local terminal”. Make sure the VPN is running in the background before
proceeding further.

B MobaXterm — O X
Terminal Sessions View Xserver Tools Games Settings Macros Help
LI A . & B v h ¥ 0 X o
Session  Servers Tools Games  Sessions View Split MultiExec Tunneling Packages Settings Help X server Exit
Quick connect... - &
‘,’: User sessions ¢

E MobaXterm

€ Start local terminal

Select your favorite theme

B nobaxe
Light Dark
UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm.mobatek.net =

Figure 5: MobaXterm opening screen.

In this terminal, the first command should be:

ssh [yourPSUusername]@mo.ece.pdx.edu

For example, my Odin and PSU username is ghonim, so my command is (see Figure 6)

ssh ghonim@mo.ece.pdx.edu

If needed, you can also use
@auto.ece.pdx.edu rather than @mo.ece.pdx.edu

You must keep note of which you use, as it will be used again later in this Setup tutorial.




B MobaXterm - O X

Terminal Sessions View Xserver Tools Games Settings Macros Help

o - =5
LI T . ® =2 ¥ h 2 @ X o
Session  Servers Tools Games  Sessions View Split MultiExec Tunneling Packages Settings Help X server Exit

Quick connect... it E]2. /home/mobaxterm ) 12

. User sessions
)

Your computer drives are
Your DISPLAY 1s set to 1
wWhen using SSH, your remote DISPLAY 1s automatically forwarded
Each command status is specified by a special symbol (« or x)

ENL s talP ssh ghonim@mo.ece.pdx.edufl

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm.mobatek.net =]

Figure 6: First command example in MobaXterm terminal.

You will then be promoted to enter your CAT PSU password.

After successfully connecting to the remote lab, you should get something like the screen
below.

B ghonim@mo.ece.pdx.edu - O X

Terminal Sessions View Xserver Tools Games Settings Macros Help
@ ok % s ok ® =y 8 & O X ©

Session  Servers Tools Games  Sessions View Split MultiExec Tunneling Packages Settings Help X server Exit

Quick connect...

t TO® A
ssh ghonim@mo. ece.pdx.edu
{u/ghonim/ 18 20 f 0 1. 155
- Name - .0-1160.81.1.e17.x86_64)
..
.artist_states
.cache This machine is for the exclusive use of those associated with
.cadence the Maseeh College of Engineering and Computer Science.
.certitudeGUI
.config ALL ACTIVITY MAY BE RECORDED
.dbus =
.local
.mozilla * CAT Support: D cat.pdx.edu
.pescll * Ematl t@cat.pdx.edu
.pki * Phone: 5
.55 * Chat: D
.ssh * Location: FAB 82
.5yn
ne On Redhat/centos machines like this one, you have a different home directory
Desktop than perhaps you are used to on ubuntu and solaris systems at MC You can
Documents cd /home/$USER to see the top level structure of this system.

More info 1is avatllable at the CAT website.
ghon im@mo : ~$ I

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm.mobatek.net [

] Follow terminal folder

Figure 7: Successfully accessing remote lab.



Now to access a desktop-like graphical user interface (GUI) we will set up a VNC server. To do
so, we type the command (also highlighted red in Figure 8)

vncserver

If promoted, please enter a password for the VNC Server connection. This is a new password
you’re setting up, you can use your PSU CAT password, but it’s recommended that you use a
different one for security reasons.

More info 1s availlable at the CAT website.
ghon um@mo :~$% vncserver

Please create a new password

This password will _only_ be used

for the vncserver.

This should be a unique password
seperate from your MCECS password
Password:[]

Figure 8: Password prompt after vncserver command.

Now you should get a screen like the one shown in Figure 9. All we care about here is the port
number, the one highlighted red in Figure 9 (5902), and the localhost in purple. Please note that
your port number could be different, but the localhost will most likely be the same “localhost”.

[E.]3. ghonim@mo ece pdx_edu

Would you like to enter a view-only password (y/n)? n
A view-only password is not used

You will need to create an SSH tunnel between your local machine and the host

On MacoS and Linux, run this command in Terminal:
ssh ghonim@mo.ece.pdx.edu -L 5902 st:5902

You will then connect your VNC viewer with the vncserver process
running on the host

On Linux, connect the VNC viewer with the host using
st:5902

On Mac0S, use Finder and connect with the host using
vnc: //1 ost:5902

If you are using MobaXterm on Windows, this will all be handled by
the built-in VNC functienality and the SSH Gateway/jumphost sub-menu.

g guide for more detatls:
D platforms/1linux/remote-access/vnc-in-mcecs

ghon im@mo: ~$
New 'mo.ece.pdx.edu:2 (ghonim)' desktop 1s mo.ece.pdx.edu:2

Starting applications specified in /u/ghonim/.vnc/xstartup
Log file is /u/ghonim/.vnc/mo.ece.pdx.edu:2.log

ghonim@mo:~3$ i

Figure 9: Successful access to VNC server.



Once you have done that and know your part number, please don’t close the terminal, keep it
open, go to the top left side of the MobaXterm window and click on “Session”:

m ghonim@mo.ece.pdx.edu

Terminal Sessions View Xserver Tools Games Settings Macros Help

| % s A ® OE Y B & 2 @

Session | Servers Tools Games  Sessions View Split MultiExec Tunneling Packages Settings Help
Quick connect... : £, |3. ghonim@mo.ece pdx.edu
t TO® AF Would you like to enter a view-only password (y/n)? n
. A view-only password 1s not used
Juighonim/ v|
~  Hame @l You will need to create an SSH tunnel between your local machine and the host
..
-artist_states On MacoS and Linux, run this command in Terminal:
-cache ssh ghonim@no.ece.pdx.edu -L 5902:localhost:5902

Figure 10: MobaXterm Session tab highlighted blue.

Now click on “VNC”, and for the “Remote hostname or IP address *” Please enter
localhost

which was the hostname in purple text we got from the terminal.

Change the port to the one you got in the terminal as well. In my case, it was port “5902”.

Once you have done that, click on “SSH gateway (jump host)”.

N @ B ¥ EH W @ > E H @ x 2]

SSH Telnet Rsh Xdmcp RDP VNC FTP  SFTP  Serial File Shell Browser Mosh AwsS3 WSL

[f] Basic Vnc settings

Remote hostname or IP address * |localhost | | Port [F902 =+
LI Advanced Vnc settings B8l Terminal settings % Network settings Bookmark settings

f - 8 - I SSH gateway (jump host)

Figure 11: MobaXterm Session window.

In the new window that pops up, please enter



mo.ece.pdx.edu or auto.ece.pdx.edu

in the “Gateway host” field. Whichever you choose in previous steps, enter the corresponding
one here to maintain consistency.

Enter your PSU CAT username in the “Username” field, and leave the “Port” field unchanged.
Leave the “Use SSH key” field blank.

You should have something like:

Gateway host Username Port [JUse SSH key
mo.ece.pdx.edu | ‘ghonim| | |22 : | (-]

€ Add another jump host

@ O0K

Figure 12: SSH Gateway Host window.

After you click on “OK” you might get a pop-up message like the one shown in Figure 13. In this
case, you must choose “Accept” in order to continue and access the VNC server.

[l Basic Vnc settings

Connexion to mo.ece.pdx.edu (port 22) >
Rei
It seems to be the first time you connect to this server:
the remote server identity is not yet known by MobaXterm.
L2 Advanced V o
| | &
4 Press "Accept” if you trust this identity and want to carry on connecting.
Press "Cancel"” if you want to abandon this connection.
Cancel More info... '8 ®
o°
Proxy [[1Do not show this message again Qo O
Proxy type: Host Login Port: (1080 <

Figure 13: Possible pop-up connection window.

The, you may get a message like the one shown in Figure 14. | recommend choosing “Yes” for
faster access in the future, but feel free to choose “No”.



MobaXterm X
|
— Do you want to update password for vncuser@localhost? =
@ Yes © No
\ MobaXterm will use your "Master Password" in order to secure
all your stored passwords with strong encryption.
"0 [[] Do not show this message again i

Figure 14: Possible pop-up password window

Now you will be back to the main MobaXterm page, with “localhost” now showing under
“recent sessions” as shown in Figure 15 boxed in red. Please click on it.

E MobaXterm

€ Start local terminal

\ Find existing session or server name...

Recent sessions

% localhost

Figure 15: MobaXterm main page.

If asked to enter a localhost password, this should be the VNC server password you created
above in the terminal. Depending on which password you entered there, this might not be the
same as your PSU CAT password unless you put your same password there.




MobaXterm X

Please enter your password for localhost

\ []Show password

@ OK € Cancel

Figure 16: MobaXterm localhost password prompt window.

Now a Linux GUI screen will open in a new tab, and if you are asked to enter your password you
will need to enter your PSU CAT password there and click “Unlock”.

15:02:10
Monday, January 9

Mohamed Ghonim
‘ghonim on mo.ece.pdx.edu

Password: |

| Leave Message | | Cancel

Figure 17: Linux GUI screen prompting password.

Now you should get the Linux desktop and you are ready to install VC Formal!



4' M3 ghonim@mo.ece pdx.edu 2)9. localhost s Vi

XDetachtab @ Toggle scaling :%Fullscreen w4 Ctri+Alt+Del @Refresh ¢®Options X Disconnect

19) Applications Places System = [l bjcﬂx:)é Mon Jan 9, 17:15

1onims Home

ort by to the p edition here: https://mobaxterm.mobatek.net 2

Figure 18: Linux desktop window.

One last, yet important step we need to do is to create a folder for our project. Once you open
something like VC Formal, you’ll be surprised with how many files get created randomly on your
desktop or wherever you have opened VC Formal. We don’t want that to happen.

Please click on the home folder (as shown in Figure 18 highlighted red), it should have your CAT
username and then the word home. For example, mine is “ghonim’s Home”.

10



i

Music Pictures Public Templates VCF_M
Videos thinclient_drives

i Create Folder
|, Create Document 3 »
Open in Terminal

Arrange Items .

(‘{";1;’1(' e oYy Name
Paste

() Zoom In
=) Zoom Out
|7 Normal Size

|<] Properties

Figure 19: Creating a new folder.

You will then need to right-click on the mouse and choose “Create Folder” and name your
folder anything you want! | created a folder and named it “VCF_M" for example.

Now that we have the environment setup, the next step is to install and open Synopsys VC
Formal as we show next.

11
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Now that we have the VPN running, and MobaXterm connected, we need to install and start VC
Formal. There are multiple ways to do this, you can do it from the MobaXterm terminal, or from



within the Linux GUI by doing a right click anywhere, choosing “Open in Terminal” and
continuing with the following steps.

If you have immediately finished the Getting Started: Part 2 tutorial: Click on the “Terminal”
tab that was used to set-up and access the Linux GUI. This tab should be labeled as
“lyourUsername]@mo.ece.pdx.edu”.

If not: On the MobaXterm home page, click on “Start local terminal”.

Tools Games Settings Macros Help

N R Y EH & &£ @

Sessions View Split MultiExec Tunneling Packages Settings Help b X
= | B 3. ghonim@mo.ece.pdx.edu | [:219. localhost I IO a te rI I I

3CDetachtab [@|Toggle scaling {Fullscreen = Ctri+Ait+Del @ Refresh ¥ Options > Disconnect

_@ Applications Places System = [El(@ © Start local terminal

\ Find existing session or server hame...

Figure 1: Highlighting the corresponding tabs suggested in bold above.

If you are not already connected, you will need to enter the

ssh [yourUsername]@mo.ece.pdx.edu

command, click enter, and if promoted, enter your password.

L e s ssh ghonim@mno.ece.pdx.edul]

Figure 2: SSH command in MobaXterm terminal.

Once you are connected, you will now enter the

addpkg


mailto:yourUsername@mo.ece.pdx.edu

command, and press “Enter” on your keyboard.

* CAT Support: https://cat.pdx.edu

* Email: support@cat.pdx.edu
¢ Phone: p3-725-5420

¢ Chat: D support.cat.p
« Location:

On Redhat/centos machines like this one, you have a different home directory
than perhaps you are used to on ubuntu and solaris systems at MCECS. You can
cd /home R to see the top level structure of this system.

More info 1s available at the CAT website.
ghon im@mo : ~% | addpkgll

Figure 3: Command after successful access to ssh server.

Your screen should then look like what is shown in Figure 4, with the CAT Package Selector
prompt. Scroll down until you get to “synopsys-vc_static”. This is Synopsys’s Verification
Continuum (VC) package and VC Formal is included within it.

Package Selector

primetime-2018-0 SYNOPSYS Primetime (0-2018.06)

6

quest-cdc-formal Questa CDC Formal (10.7b)

-10-7b

synapticad SynaptiCAD software including Verilogger (16.04d)
synopsys-2019_06 SYNOPSYS Tools 2019-06

synopsys-coretoo SYNOPSYS Core Tools (2017)

152017

synopsys-designc SYNOPSYS Design Compiler (0Q-2019.12-SP3)
ompiler-2019

synopsys-dftcomp SYNOPSYS DFT Compiler, with Tetramax Overlay (2016)
iler

synopsys-formalil SYNOPSYS Formality (2017)

ty

synopsys-formali SYNOPSYS Formality ESP (2817)

ty esp

synopsys-icc2-28 SYNOPSYS IC Compiler 2 (0-2019.12-SP4)

19

synopsys-icc2017 SYNOPSYS IC Compiler (2017)
synopsys-icv2017 SYNOPSYS IC Validator (2017)
synopsys-icv2019 SYNOPSYS IC Validator (2019.12-SP2-4)
synopsys- icwbev_  SYNOPSYS ICWBEV_PLUS (Q-20819.12)

plus2019

synopsys-1lc SYNOPSYS Library Compiler (T-2022.83-SP4)
synopsys-sentaur SYNOPSYS Sentaurus (R_2020.09-SP1)

us

synopsys-tetrama SYNOPSYS Tetramax (2016)

X

synopsys-vc_stat SYNOPSYS VC_static Tools (R-2020.12-SP2-7)
1C

SYNOpsSys-vcs SYNOPSYS VCS (R-2020.12)

synopsys-vcs-mx  SYNOPSYS VCS-MX (2016)

synopsys-verdi SYNOPSYS Verdi (5-2021.09-5P1)

< 0K > < Cancel >

Figure 4: CAT package selector window.

Press “Enter” or “Space” on your keyboard to select the box, then click “OK”



u>
[ ] synopsys-tetrama SYNOPSYS Tetramax (2016)
X
I[b] synopsys-vc_stat SYNOPSYS VC static Tools (R-2020.12-SP2-7)
1C
[ ] synopsys-vcs SYNOPSYS VCS (R-2020.12)
[ ] synopsys-vcs-mx  SYNOPSYS VCS-MX (2016)
[ 1 synopsys-verdi SYNOPSYS Verdi (S-2021.09-SP1)

= 0K > < Cancel =

Figure 5: Box selected for correct package.

You must how completely exit and close MobaXterm and open it again for VC Formal to get
installed.

Your package selections have been installed
in your setup and will be in effect upon the
next time you log 1in.

Figure 6: Pop-up window after successfully selecting package.

Once you open MobaXterm again, you will need to

(1) Start a new local terminal
(2) Repeat the steps mentioned before to open Linux GUI

Once you have opened the Linux GUi, access the empty folder for random VC Formal files. If
you followed the last tutorial, this is what you created last time inside your home folder. If you
have any issues with this step, please follow the previous steps again from the Getting Started
Part 2 tutorial.



P [££12. localhost

<Detachtab [@Toggle scaling Z:iFullscreen «*Ctri+Ait+Del @ Refresh 2*Options > Disconnect

12) Applications Places System = [El(@

ghonim

File Edit View Go Bookmarks Help

Forward v > 5 (& ™M - 100% o |lcon View
Places v X [[Z] |« IE:gghonim] VCF_M1

Computer — [ — [ —
(& Desktop Desktop Documents Downloads
. File System i = —
[&) Documents ’ id [ @) 5
& Downloads Music Pictures Public
& Music [ =
& Pictures . = [
@Vndeos Videos thinclient_drives
@ Trash

Network

{= Browse Ne...

Figure 7: Home folder window highlighting empty folder for VC Formal.

Right click and choose open in terminal:

@ Applications Places System = @Q

VCF_M1
File Edit View Go Bookmarks Help
<o Back v : 5 & B |- 100% (o) |Icon View A Q
Places v %X |[Z| |«||@& ghonim ‘\ch_Ml
Computer
= Create Folder
(& ghonim o
= _/ Create Document .
(5] Desktop
] File System
[& Documents Arrange Items >
[ Downloads
(&) Music
& Pictures S| Zoom In
& Videos =) Zoom Out
@ Tash 7) Normal Size
Network

|2l Properties

= Browse Ne...

Figure 8: Right click within the empty VC Formal folder.

>



Once the terminal pops up, please enter the command
vcf -gui

as shown highlighted red in Figure 9.

Mate Terminal w)i(a) (x

File Edit View Search Terminal

Help

Figure 9: Command in terminal.

It might take a minute or two for VC Formal to load and open. Upon completion, you’ll notice
some files automatically created in the folder, please do not delete them. (It gets quite messy,
that is why we created a new folder, to begin with).

2 Downloads
(&) Music

(& Pictures
{5 videos

@ Trash

Network

& Browse Ne...

Places v X |[Z| | «|/E& ghonim ‘ch_Ml
Computer = (9001 Gvert
Verd [Libs
(& ghonim ‘ ‘ Verd pack
(&) Desktop verdiLog novas.conf novas.rc
-] File System - —
[&] Documents Mate Terminal >l (A) (X

|
| File Edit View Search Terminal Help
bash-4.2$ vcf -gui

Verdi (R)

Version R-2020.12-SP2-7 for linux64 - Mar 30, 2022
Copyright (c) 1999 - 2022 Synopsys, Inc.

This software and the associated documentation are proprietary to Synopsys,
Inc. This software may only be used in accordance with the terms and conditions
of a written license agreement with Synopsys, Inc. All other use, reproduction,

or distribution of this software is strictly prohibited.

rcfile = /u/ghonim/VCF_M1/novas.rc
guiConfFile (read)= /u/ghonim/VCF M1/novas.conf (working directory)
guiConfFile (write)= /u/ghonim/VCF M1/novas.conf (working directory)

3 items, Free space: 10.9 TB

@ Mate Terminal pi [<Verdi:nTraceMain:1> ]

Figure 10: Random files created upon opening VC Formal.

At this point, VC Formal should be up and running.



1) Applications Places System = BEe EN o) E® Mon Jan 9, 17:56

<Verdi:nTraceMain:1> v {a) (X
File View Onelrace Tools Window Help p- M
@ D] S (2 BRIeE9 0 (LO0 % 5:E el @ B [ s @ Appmode: Fov ~
VCFBsklist & §J _ O | VCFGoallist
Task List ‘; Time Max Cycle ‘(T.T All v b 4 7 iaJ \EJ }, =
Name Progress Resull — = =S =
Targets
Constraints: ALL
13| [Y] =]
lnsta..!Declara(. /CF:TaskL. | | *Srcl VCF:GoaILlstl
VC Formal Console £ ._0
Search: L“:B |'8| Aja Q[ Line: |1 |§J @ b 4
1 ve static =
2 version R-2020.12-5P2-7 for linux64 - Apr 03, 2022
3 copyright (c) 2010 - 2022 synopsys, Inc.
4 This software and the associated documentation are proprietary to Synopsys,
5 Inc. This software may only be used in accordance with the terms and conditions
6| of a written license agreement with Synopsys, Inc. All other use, reproduction,
7 or distribution of this software is strictly prohibited.
3
—— O
& Message |VC Formal Console
iy EJ' £k ofs ::
£5 VeF_M1 Mate Terminal B <Verdi:nTraceMain:1> S| | | |

Figure 11: VVC Formal starting window. (This screenshot was taken from the VC Formal GUI)

Please note: you can use VC Formal using commands, but some functionalities might be
confusing, and might not work at all in the command terminal. So, we use the GUI version of VC
Formal (hence the use of “vcf -gui” command).

VC Formal has many apps within it, and changing between those apps will change what the
interface looks like.

To change between the apps you click on the active app next to “Appmode:” and choose the
app you would like to work with. For example, | will select “SEQ” for Sequential Equivalence

Checking.




<Verdi:nTraceMain:1>

v ~ x
File View Onelrace Tools Window Help £ e
D -L:E:8:7 Be¢»20Z0C0O0%L5% A y (2 f-’i:fuswe
VCEBsklist & & _ O | VCFGoallist ' g::,
Name nl::‘o;zs Resuli [E‘ Time Max Cydle “E;e]“ E All v X T @ @‘ IJ ‘él ‘@ Eggv
T EB:F
FTA
FRV
IFSV
Figure 12: Changing of appmodes in VC Formal. (This screenshot was taken from the VC Formal

GUI)

We will work with TCL files a lot when it comes to using VC Formal and utilizing its powerful
abilities. Thus, it’s worth noting where the“Load TCL Project File” button is:

@ Applications Places System ELQ EN aﬂ:)gﬁ Mon Jan 9, 18:01

v) [a) (x

<Verdi:nTraceMain:1>
File View Onelrace Tools Window Help
Mo LN 07
VCFBsklist & &1 _ O | VCFGoallist

Task List
Name Progress

8 v

Be»0200%L% @ NP MRIZ () = @ apemode: seq -

‘[E Time |12H | MaxCycle -1 <Enter name Match V LHE,‘ a4 v v % 7 o] = @‘:‘@‘z:

Targets: ALL

Figure 13: Loading TCL file button highlighted red. (This screenshot was taken from the VC
Formal GUI)

Now that we have Synopsys VC Formal running, we are ready to start working with its apps and
starting our first project!
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Disclaimer:

The contents of this document are confidential, privileged and only for the information
of the intended recipient and may not be published or redistributed.

Equivalence Checking in Synopsys VC Formal SEQ App Youtube Tutorial

Link: https://youtu.be/Dlci5naLkaY

The video is unlisted, and is not to be shared outside of this class.

The design example in this tutorial is not supplied. You need to use your own files to follow the
tutorial steps and instructions.


https://youtu.be/DIci5naLkaY
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1. Introduction

The “SEQ” app in VC Formal is used to verify the equivalence of two designs using formal
methods. One is called the specification, and the other is the implementation. So, we need
designs, or files (usually written in an HDL language like Verilog, SystemVerilog, VHDL, etc.).

VC Formal uses TCL (Tool Command Language) scripts to tell it what to do. The script can define
the app within VCFormal that we want to use, the files we are working on, how we are mapping
them, the clock cycles, and more. Instead of diving into the details of TCL scripts, we will use
templates. One would then simply need to modify those templates to interact with VC Formal
as needed in their project.

To begin, you need to set up the VNCserver as shown in the previous tutorials and open the
Linux GUI. For better practices and to keep everything organized, we create a main folder for
the design we want to analyze, and in this case, | called mine “SEQ_Example”. Don’t use spaces
when naming the files and folders.

Inside that folder, we create two folders: one is Design, where you put the actual Verilog or
SystemVerilog designs we want to analyze, and the other is Run, where we put the TCL that will
run the VCFormal SEQ analysis for us.

< » |4 fxHome
© Recent % Applications  Places  Files
o . 5 o | |l

[ Documents © Recent

Desktop Documents Downloads FormalMo |, |
<, Downloads & Home
¢ Lt New Eolder Shift+Ctrl+N D Documents

| - Design Run
@ Pictures ¥ Downloads
@ Trash Select All dd Music

Templates vcfmo Properties
© CentOs7 &= Open in Terminal

Figure 1.1. Creating folders to organize design and TCL files.



1.1 About and Usage of SEQ

The Sequential Equivalence Checking “SEQ” app is used to verify the equivalence between two
sequential designs. It’s specifically used for sequential equivalence checking tasks. With this app
users can verify the functional equivalence of sequential designs by comparing the behavior of
two designs. It will perform deep analysis of the

designs to ensure that their outputs are Sequential Equivalence
equivalent for all possible inputs. By using this @ Verify Clock gating and

app, you can effectively ensure that your design RTL optimizations
behaves the same and meets your verification
goals.

SEQ

This SEQ figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022



1.2 Design Files

In the Design folder, you’ll put the two SystemVerilog design files. We are going to tell VC
Formal to automatically map the two designs by name, so it’s crucial to have the same input
and output names in both the designs (don’t use indices for example). The module names can

be different, however.

[Specification]

[Implementation]

S1Designl.sv

‘Openv J I | ‘ ~/SEQ_Example/Design

{ Save ‘g

// Portland State University - VCFormal SEQ App Example
// Design Problem 1

module]Seq design J(input clk, input reset, output logic [3:0] out);

enum logic [3:0] {S@, S1, S2, S3, S4, S5, S6, S7, SB,
§9, S1e, S11, S12, S13, S14, S15) State, Next;

// State register

always_ff @(posedge clk, posedge reset) begin
if (reset) State <=50; else
State <= Next;

end

// Next state logic

always_comb
case (State)

SystemVerilog v Tab Width: 8 =

®

Ln1, Col 1

—

S1Design2.sv

- 7 =
|open | ( | ~/SEQ_Example/Design | Save | ‘:
// Portland State University - VCFormal SEQ App Example
// Design Problem 1

moduleISeq nes‘iqnl(input cik, input reset, output logic [3:0] out);

enum logic [3:0] {S@, S1, S2, S3, S4, S5, S6, S7, S8,
S9, sS1e, S11, S12, S13, S14, S15} State, Next;

// State register

always_ff @(posedge clk, negedge reset) begin
if (reset) State <=50; else
State <= Next;

end

// Next state logic

always_comb
case (State)

SystemVerilog v Tab Width: 8 =

©

Ln1, Col 1l

Figure 1.2.1. Showing the two example designs with same input and output module names.

(1) S1Design1.sv (Specification file)
(2) S1Design2.sv (Implementation file)

The two designs in Figure 1.2.1 above are identical, besides the “negative edge triggered reset”
in the always_ff block in the “implementation design” (2). Later, you will see the effects this will

have in our simulation.




1.3 TCL File

Next, we will set up the TCL file. Below is the TCL file (Figure 1.3.1), which you can use as a
template for your equivalence checking on VC Formal.

run.tcl
v | — A x
Dues i ‘ | ~/SEQ_Example/Run [ SaVE g <

# Portland State University VC Formal Team SEQ App Tutorial -

set fml appmode SEQ @

# First, we compile theftwo designs (specification and
implementation)

analyze -format sverilog -library spec ../Design/SlDesignl.sv
analyze -format sverilog -library impl ../Design/S1Design2.sv
elaborate seq -spectop Seq design -impltop Seq design

# Mapping the two designs by names (inputs, outputs and blackboxs)
mapf%yfnamel

## Creating clock and reset signals
create clock -period 100 spec.clk
create reset spec.rst -sense low

## Runing a reset simulation
sim run -stable
sim save reset

#mapping uninitialized registers using SEQ config
seq_config -map_uninit -map x zero

# Runing check command
#check fv

Tcl v Tab Width: 8 » Ln 1, Col 1 \ INS
Figure 1.3.1. Annotated TCL file.

The “spec” command indicates the specification file; represented by (1).
The “impl” command indicates the implementation file; represented by (2).

The “sverilog” command means that the designs are written in SystemVerilog;
represented by (3).

The “set_fml_appmode SEQ” line is an instruction that sets the appmode to SEQ in VC
Formal.

The two dots, “../” before the file location tells VC Formal to go to the main folder, then
open the folder “Design” and look for the files “S1Designl.sv”’ and “S1Design2.sv”.
When you are running your own designs, you would need to change “S1Designl.sv” and
“S1Design2.sv” to your file names.

The “elaborate_seq -spectop Seq_design -impltop Seq_design” highlighted line shows
that the module name in both the specification and implementation designs are both
named “Seq_design”. You will need to change this when running your own designs to
its appropriate module names.




You can explore the other options in the TCL script if you like, but most importantly, when
running your own designs, you need to change the file names in lines (1) and (2) from Figure
1.3.1 and the module names in the elaborate_seq -spectop line.



2. Application Setup

There are multiple ways to invoke the VC Formal GUI and load the TCL script.

In this tutorial, we will show two methods for doing so. When using either method, it is
important that you open the terminal within the appropriate “Run” folder associated with the

SEQ app.

e |nvoke VC Formal GUI, then manually load the TCL script in the application:

Svcf -gui
OR

e Invoke VC Formal GUI and TCL script in one command:

Svcf -f run.tcl -gui or Svcf -f run.tcl -verdi
“run.tc” is the name of the TCL file we are using. If your file name differs from this, you

will need to change it accordingly in this command.

The “-gui” switch opens VC Formal in the GUI, and it’s equivalent to the switch “-verdi”.

We will go through both of these methods in the following sections.



2.1 Invoking VC Formal GUI

Now, we can proceed with invoking VC Formal:

1) Inside the “Run” folder, right-click the whitespace and choose “Open in Terminal”
2) Inthe terminal, type in the command:

vcf -gui
File Edit View Go Bookmarks Help Mate Terminal wl L) [
¢ Back v b/ File Edit View Search Terminal Help
2| | 4|| SEQ_Example Hﬂ;\ bash-4.2% vcf -guil 5
# Pal . Create Folder
[ | Create Document »
run.tcl
Arrange Items >

Figure 2.1.1. Invoking VC Formal in the terminal.

Note: You may have to wait a few seconds for the program to start up.

You should then see the VC Formal GUI as shown in Figure 2.1.2 below. You can toggle between
showing “Targets”, “Constraints”, or both “Targets” and “Constraints” window by clicking the
blue box icon in the upper right-hand of the application (1).

(=] =] R =]

It may look like any of these three icons:



<Verdi:nTraceMain:1> v (A (x

File View Onelrace Tools Window Help L me

ME-L:E:B-ZE-Be20R00 % %0 [0 B @ F () s @ spemoe:rv |
VCEBskiist @ &) - O || VCRGoalList 48 _0
e | max Cycie \ B RO EEEEES

Targets ?

Constraints: ALL

— S

lnsta..A[Declara(.. ICF:TBSKL.I *Srcl VCF:GoaILIsl[

VC Formal Console & -0
socr | N D E@ et Ble x
1 VvC static =
2 Version R-2020.12-sP2-7 for linux64 - Apr 03, 2022
3 Copyright (c¢) 2010 - 2022 synopsys, Inc.
4 This software and the associated ion are proprietary to Synop

s,
5| Inc. This software may only be used in accordance with the terms and conditions

6| of a written license agreement with Synopsys, Inc. All other use, reproduction,

7 or distribution of this software is strictly prohibited.

8| +(€SHML_WARNING-3): Wed Jan 25 12:53:17 2023: High network latency to these hosts: ldap (3000 ms)

[w e
@ Message |VC Formal Console

2 By & &L
Figure 2.1.2. VVC Formal GUI introductory screen. (This screenshot was taken from the VC Formal
GUI)

Then load a TCL script by clicking on the oo icon (2) as shown in Figure 2.1.2.

Next, select the “run.tcl” file we have in the “run” folder:

Open TCL Project File X

Look in: | 'u/wcelina/SEQ_Example/Run:] O o 0[@
EELT— certudecul

= . .. :‘E vest_rtdb
+ [ .certitudeGUI |9 verdiLog
+ £ vest_rtab B |
+ 9 verdilog |
File Name: | run.tci | Filter: '.prj:‘.tcl:l

Open %H Cancel ]

Figure 2.1.3. Selecting TCL file.
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2.2 Invoking VC Formal Along with TCL File

To proceed with invoking VC Formal:

1) Inside the “Run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -f run.tcl -gui

File Edit View Go Bookmarks Help

©oBack v ircl : v
2| | «|| SEQ_Example |(Run

# Pai { J Create Folder

i | Create Document >

run.tcl

Arrange Items »

Figure 2.2.1. Opening terminal in the ‘run’ folder.

Mate Terminal

File Edit View Search Terminal Help
S 1 ash-4.25 vef -f run.tcl -guill

Figure 2.2.2. Invoking VC Formal and TCL script in the terminal.

And that’s it!
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3. Application Usage

After successfully invoking VC Formal GUI and loading the TCL script in the above methods, your
screen should have contents in the “VCF:GoalList” tab and look something like this:

<Verdi:nTraceMain:1> seq_top.impl Seq_design (../Design/S1Design2.sv)
File View Source Onelrace Tools Window Help

L. ve
—— — - — - Py (T - 3 = 1
MD-L B0 7L BbesloOL % a - B @ F ([ @ Aeemoe:sco |
VCEBskist o &1 _ O  VCFGoallist & _ 0
Task List ~ | = [ ) kvl Bl B %) (] [ea] B2
e ez | (B Jrime [124 | maxcycle [-1 || [ <eorer name wotenv... | [l] | B An B v B X B 4 | [@]]L4) B ][] @) [£]
Targets: ALL
E SEQ mmmm | status | depth | name | engine | expression | elapsed_time
|y _map_output out ...ut == implLout
Ll
Constraints: ALL
[ name | vacuity | witmess | expression | type | class
| f'rnap‘input‘cik ..k == impLck | envconstraint script
i...ap_mpu(_rese{ .. == implLreset envconstraint script
] ] @ Total Properties: 1 - passedf0] - failed[0] - disabled{0] ; Constraints Enabled: 2 @
insta...|Declarat.. | /CFTaskL. | | VEF:GoalList Src4:[SEO)51Desiqn24sv|
| VC Formal Console — : S ————— r_.p -0
Search: ll@ @j @ i@ Line: | 55

Be x

55 [Info] SIM I_CREATE: Create Simulation Model.
56 sim_save_reset

57 tmapping uninitialized registers using SEQ config

58 seq config -map uninit -map x zero

[Info] SEQ CONFIG SUMMARY: Specprefix: spec, Implprefix: impl.
60 Mappings: (Uninit:
61 # Runing check command

62 #fcheck fv

- N
vef> '| rﬁv

(] Message VCFurma(Consolei
KA
w B &M 23

Figure 3.1. Screen after loading TCL script. (This screenshot was taken from the VC Formal GUI)

1, X: zero, Counters: 0), Recipe: default.

Now, go ahead and run the verification analysis by clicking on the play [;| icon in the upper left
corner of the “VCF:GoallList" tab.
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3.1 Detecting Errors

In the “Task List” on the left, hover over the results to see that VC Formal was given 1 task (one
target, an output) to verify its equivalence, and it was shown that the two designs were not
equivalent: “Failed/Falsified”. The other two outcomes would have been “Passed/Proved” and
“Inconclusive” along with the additional options shown below.

YCF: GoalList

Task List |E| Time |12

MName Progress Result

O - -

Runtime({HH:MM:55)
Total:12H; Bun Time:0:00:10
Goals
Found:1
Passed:0 (0.0%) I
Proven:0 ||
Failed:1 {100.0%)
Falsified:1
Checking:0
Inconclusive: 0 El
Mot Run:0
Disabled:0
Constraints
Found:3
H Disabled:0

Instance| Decla mtionl vCF;TaskList|_ "| VCF;GoaILi5t| Src9:[5

Figure 3.1.1. A closer look into the details of the analysis. (This screenshot was taken from the
VC Formal GUI)

Now, we check the “Status” icon. Here, we see the E' icon under “status”, which means that
the two designs are not equivalent.

Fle View Source Onefrace Tools Window Help R String/Signal '&
ML @O dA::E ey Uo0O: % @ B 7B e @ apemode: se0 -
VCFTaskList 450
Task List lE‘ Time |12H | Max Cycle -1 < Enter name Mat.. j @ All ] b 4 % \E‘ \E‘
Name Progress Result Targets: ALL
EH SEQ | status | depth | name | engine | expression | elapsed_time
E x 4] _map_output_out s7 ..Ut ==impl.out 00:00:01

Targets (Usually outputs)

Constraints: ALL

[ name vacuity | witness | expression | type | class
1. _map_input_clk i wolk == impl.clk envconstraint script
2 7n'|ap7mpu|:7reset . ==Iimpl.reset envconstraint script
3 _map_uninit State . == impl.State resetconstraint script

Constraints (Usually on inputs and states)

N= .Total Properties: 1 - passed[0] - failed[1] - disabled[0] ; Constraints Enabled: 3 ; Min depth: 0 ; Max depth: 0 ; Run Time: 0:00: 10

Instance Declamtmnl VCF:TaskList | WCF: GoaIL|i| Src9:[SEQ]S1Design2 sv|

Figure 3.1.2. After running the script. Status given = X. (This screenshot was taken from the VC
Formal GUI)
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To check for the inequivalent part of the design, click on the E' icon. We should then get the
screen below:

Fle View Source Onelrace Tools Window Help ,D' string/Signal @
no-L-@6:«l BRe»0P00 L@ B
B 3 ® o Appmode: [sEq ~|= L% LA By: [F]~ [«] [»][0 x1ns
Instance # £ _ O || 5re9:[SEQ]seq top.spec{/home/ghonim/SEQ_Example/Design/51Designl.sv) Q4 _ 0
Hierarchy || Module [spec] [imp]
= @ seq_top seq_top 4|module Seq_design (input clk, input reset, output logic [3:0] [ 4| module Seq_design (input clk, input resst, output logic [3: [
@ impl Seq_design 1 b3 1 %
- | o1 3 |

g g

Blenun logic [3:0] {30, 81, 52, 93, 54, 50, 96, 57, 58, 6l enun logic [3:0] {50, 51, 52, 53, 54, 55, S6. 57, 58,

7 59, 510, 511, 512, 513, 514, 515} SKtate, N}{ext 7 59, 510, 511, 512, 513, 514, 515} %{tate,

Mewt.s
b
8| 8|
k| /¢ State register k| /¢ State register
ET 7l ET
Instance| Declaration | VCF:TaskList VCF:GoallList | Src9 [SEQ]SlDes\ganv‘
R itdb/.intemalfformal/fpld0/trace mi.replayfsdb

Fle Signal View Waveform Tools Window
Bt x B3 o & o v x1ns = (Q) (@) W] : By: [F]~ (@] ] € = Goto: [sea-prop - |= (&)~ = [T MR~ - (R

.| 1 [ 4 T |- | |
@ Message ‘ VC Formal Cunsulel * <nWave:3= trace_0.xml.replayfsdb.vi X |

Selected:seq_top.spec.out{3:0] Taceisloaded ‘5" [~ £ 4 ::

Figure 3.1.3. Examining the inequivalent parts of the design. (This screenshot was taken from
the VC Formal GUI)

In Figure 3.1.3, in the black box on the lower left corner, we see “Support Signals” in green text,
showing the output signals of the specification design (S) and the implementation design (l).
The red color indicates the mismatch between the designs. We can also see that the outputs
are not equivalent. To see where this is coming from, we can trace it back to its source by going
back to the driving signal to that output:
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As shown in Figure 3.1.4 below, under “Support Signals”:

Right-click the implementation design (I) = Show OnceTrace Signals = Driver

Instance 4 ,‘—L_-‘ — 0O | Src9:[SEQlseq_top.spec(/home/ghonim,
Hierarch! Unified find Ctri+F
= @ seq top Show Flter Ctrl+Shift+F

4| module Seq_design Cinput clk, inp
@ impl Rename 1

Move m:

Set Signal Cursor

5
Group Operations »
GoTo p B|enum logic [3:0] {50, 51, 52, 53,
Drag Ctri+C 7 59, §10, 511, §
Drop Ctri+V
Copy Full Path Ctri+H
| Value Change Alt+Shift+V
Set Radix »(L0)
Set Notation (3 Load Alt+Shift+L | |
- SEQ Debug p|aa Connectivity Alt+Shift+C H
instance| Declaration | VC Chain Driver  Alt+Shift+H
2% Cut Del =
Figure 3.1.4. Tracing the source to find the discrepancy. (This screenshot was taken from the VC
Formal GUI)

After selecting “Driver”, the Wave window should look like this:

file Signal View Waveform Tols Window
- . —
B X B3 0 & o LY 0 xins Q| @] | 8y: | f]~[«] [» Goto: 'sEQ-Prop ~| (&~ [T (]~ feml

i

@ Message [ VC Formal Consolel * <nWave:3> trace O.xmi.ceplayfsdb vt X |

Figure 3.1.5. After tracing once, this is the waveform we get. (This screenshot was taken from
the VC Formal GUI)
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Figure 3.1.6. The states can also be seen as inequivalent. (This screenshot was taken from the
VC Formal GUI)

We still need to trace this back more. Keep repeating the procedure above multiple times, or
use the shortcut

Alt+Shift+D

until we see a more specific source of the inequivalence.

Here are the manual instructions again:
Right-click the implementation design (I) = Show OnceTrace Signals = Driver

Eventually, we will see that the mismatch is in the reset signal. There is also an “x” sign under it
on the elaborated spec and impl codes as shown below.

16



Tie View Source Oneirace Wools Window Help P strng/sic [y

MB-L-@ @3 Bdes»DR20OL % @

B = @ Avomode: sc0 ~ |- [H [ by [F]>[«] [»][0 x1ns | &

Instance L£H - O Qlseq_top.spec( ) | /S1Designl.sv) Q40
Hierarchy | Module Ispec] [imp]

= ) seq top seq_top

2|// Problem 1 - Design Problem 2|/# Problem 1 - Design Problem

4| nodule Seq_desion (input clc

output logic [3:0] nxut): 4[module Seq_design (input 1:11k

output logic [3:0] n><ut):

6lenun logic [3:0] {50, 51, 52, 53, 54, S5, 56, 57, 98, 6lenun logic [3:0] {50, 51, 52, 53, 54, S5, 56, 57, 98,

7 59, S10, S SL2, S5, Gld, SI5) Snate, Hests 7 59, S10, SIL, 512, 53, Gl4, S15) Suate, Hewts
8 8
9 4 State register 9 44 State register
10 alwas f Blposedas clk, posedae reset) beain 10 aluays FF Qpasedge clk, negedos rest) besin
]
Instanc

T ET
VCFTaskList VCF:GoalL ist | Src9:[SEQIS1Designl.sv

Fle signal Miew Waveform Jools Window

"N X BB 0 &[0 P

x1ns - (@) [@] %]

> I D
] ] A ]

1 | |
@ Message |VC Formal Conso\el *<nWave:3> trace_0.xml.replayfsdb.vf X ‘

Selected: /seq topfimpl/reset

Trace isioaded | [~k i E2

Figure 3.1.7. After multiple repeats of tracing. We can also see exactly where the errors are in
the design files in VC Formal. (This screenshot was taken from the VC Formal GUI)
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3.2 Resolving Errors

To fix this issue, we check the two design files

and look at the reset signal in the Finite State

Machine (FSM) implementation. Remember in the beginning of this tutorial, we noted that the

implementation design has a negative edge-tr
positive edge-triggered reset.

iggered reset, while the specification design has a

Alter the implementation design and switch the negedge reset to a posedge reset. Now both

the specification and implementation files sho

Save the file, and go back to VC Formal.

uld have the same reset.

=

= v A

}Openvi @ \ S1Designl.sv

~/SEQ_Example/Design ‘i‘

J

// Portland State University -
// Design Problem 1

VCFormal SEQ App Example

module Seq design (input clk, input reset, output logic [3:8] out
enum logic [3:0] {Se, S1, S2, S3, S4, S5, S6, S7, S8,

$9, S10, S11, S12, S13, S14, S15} State, Next;
// State register

always_ff @(posedge clk, begin
if (reset) State <=50; else
State <= Next;

end

// Next state logic

always_comb
case (State)

Tab Width: 8 »

SystemVerilog v Ln1, Col 1

v

*S1Design2.sv
~/SEQ_Example/Design

Open~ " | save ||| @0

i
|// Portland State University -
// Design Problem 1

VCFormal SEQ App Example

) ;|module Seq design (input clk, input reset, output logic [3:0] out);
enum logic [3:0] {Se, S1, S2, S3, S4, S5, S6, S7, S8,

S9, S1e, S11, S12, S13, S14, S15} State, Next;
// State register

always_ff @(posedge clk, begin I
if (reset) State <=50; else
State <= Next;

end

// Next state logic

always_comb
case (State)

INl|  SystemVerilog v Tab Width: 8 ~ Ln 10, Col 37 IN

Figure 3.2.1. Altering the S1Design2.sv implementation file to have a posedge reset.

<Verdi-Apex:nTraceMain:1> train_Conti

File View Source Onelrace Tools Window Help

Mmoo ® & (20 o

(‘_= . @ L") SFQ 6 AFjEdlt Source F:Ie[E]E ’

VCrmsdist £ & - 0O
— Task List 18
Name Progress I‘;'I
—— 19 SL=

Figure 3.2.2. To make changes to the design file in VC Formal, click on “Edit Source File”. Don’t
forget to save your changes. (This screenshot was taken from the VC Formal GUI)

Next, to complete our changes, follow the steps below to restart VC Formal.
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3.3 Restarting VC Formal

We can restart VC Formal by clicking on |51 If you invoked VC Formal along with the TCL script
in the one-line command, then VC Formal will automatically load the same TCL file again. If you
invoked VC Formal without the TCL script, then you will have to manually load the script again.

File View Source Onelrace Tools Window Help
mMo-L & &6 23 TR ENQ
@ Apomode: |sEQ j (3 [A ey [f
Restart VCST [Cerl+Alt+V]| 25 _ 0O
Figure 3.3.1. Restarting VVC Formal. (This screenshot was taken from the VC Formal GUI)

Instance

Now load the TCL script and run the simulation as we did before. This time, we can see that the
specification and implementation designs are equivalent through the ¥ icon.

fle WView Source Onelrace Tools Window Help R String/Signa '@
mE-L 8623 DRe»0C0O%: -0
B Z® L_Jo Appmode: [seq |

VCFTaskList 45 _ o
Task List B Time |12H | MaxCycle -1 < Enter name Match . j @ All v b 4 A @ @
Name Progress Result Targets: ALL
[ sEq s 1:1:0:0 | staws | depth | name | engine | expression | elapsed time
» —map_output_out [53 spec.out == impl.out 00:00:01

Constraints: ALL

[ name vacuity | witness expression type class
_map_input_clk vk == impl.clk | envconstraint script
“map_input_reset == impl.reset| envconstraint script
_map_uninit_State == implState| resetcanstraint script
| =] [P+ Total Properties: 1 - passed[1] - failed[0] - disabled[0] ; Constraints Enabled: 3 ; Run Time: 0:00 11
Instance| Declaration VCFTasJ<I.|5t| ‘VCF.GOa\L\i‘Sr&:lS [SEQ]51Designz.sv|
Figure 3.3.2. Equivalence checking is successful. (This screenshot was taken from the VC Formal
GUI)

19



Synopsys® VC Formal Tutorial
Automatically Extracted Property (AEP)

Version 1.2 | 02-June-2023

% Portland State University
©2023



Disclaimer:

The contents of this document are confidential, privileged, and only for the information
of the intended recipient and may not be published or redistributed.

The design example in this tutorial is not supplied. You need to use your own files to follow the
tutorial steps and instructions.
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1. Introduction

VC Formal uses TCL (Tool Command Language) scripts to tell it what to do. The script can define
the app within VCFormal that we want to use, the files we are working on, how we are mapping
them, the clock cycles, and more. Instead of diving into the details of TCL scripts, we will use
templates. One would then simply need to modify those templates to interact with VC Formal
as needed in their project.

To begin, you need to set up the VNCserver as shown in the previous tutorials and open the
Linux GUI. For better practices and to keep everything organized, we create a main folder for
the design we want to analyze, and in this case, | called mine “AEP_Example”. Don’t use spaces
when naming the files and folders.

Inside that folder, we create two folders: one is Design, where you put the actual Verilog or
SystemVerilog designs we want to analyze, and the other is Run, where we put the TCL that will
run the VCFormal AEP analysis for us.

< > | 4 fHome }
O Recent 4% Applications Places  Files
m < | > | 4 fxHome AEP_Example @ run |

[ Documents © Recent

Desktop Documents Downloads FormalMo
~, Downloads & [
el e New Folder Shift+-Ctri+N DO Documents
3 Pictures o < Downloads

design un

{® Trash Select All dd Music

Templates vcfmo Properties tr
© CentOs7 - Open in Terminal

Figure 1.1. Creating folders to organize design and TCL files.



1.1 About and Usage of AEP
Auto Checks

The “AEP” app in VC Formal is used as an analysis tool for auto- Functional Checks for RTL Structures
checking a design for out-of-bound arrays, arithmetic overflow,

X-assignments, simultaneous set/reset, full case, parallel case,

multi-driver/conflicting bus, and floating bus checks. Without

the AEP app, these checks would each require their own \ t

dedicated simulation tests, consuming lots of time and energy. \)

This AEP figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022

The possible checks offered through the AEP app along with their descriptions are listed in
Appendix Table 1. This is a resource for you to know all the AEP checks that can be ran on your
design. Labeled under Switch in the table are the commands you will use in your TCL file to
reflect such analysis. To assign multiple switches, we can also use the + operator in such syntax:

-aep x_assign+set_reset

In this tutorial, we will simply be applying all the verifications on our design (recommended)
with the switch command.

Property (Analysis) Type Switch Description
All AEP Checks -aep all All possible AEP checks
Table 1.1.1. Example of “All AEP Checks” property type derived from Table 1 in the Appendix.




1.2 Design Files

In the Design folder, you’ll put in the SystemVerilog design file. The TCL file will be put in the
Run folder. We suggest you name your folders with lowercase letters, as VC Formal is case-

sensitive.

#* Applications Places  Files

4% Applications  Places  Files

< | > 4 | fir Home = AEP_Example = design

b

<> ¢ | @ Home | AEP_Example | run »

© Recent
1r Home
[ Documents

train_Controller.sv
~» Downloads

® Recent
r Home
[ Documents

run.tcl
~» Downloads

Figure 1.2.1. Showing the SystemVerilog and TCL files in the correct folder locations.

Home | AEP_Example | design

train_Controller.sv

Open ~ || &) AEP_Example/design

// Synopsys VCFormal AEP App Example

- // Portland State University - Train Controller Example
train_Controller.sv

module (input logic clk, reset, sl, s2, s3, s4, s5,
output logic swl, sw2, sw3,
output logic [2:0] indicator,
output logic [1:0] DA, DB);

logic [2:0] counter;

// Enumerate the states. Here I am using on hotkey for state encoding
enum logic [4:0] {AB_out=5'b0eoel, A on2=5'b08018, B on2=5'b0O10O,
A_stopped=5'bo1000, B stopped=5'bloooe} State, Mext;

//State Register
always_ff @(posedge clk) begin //The reset signal is not here since it's a synchronous reset
if (reset) begin State <= AB_out;
counter <=3'bh011;
end
else begin // in case of a reset, go to the initial state with A and B outside the
shared track
State <= Next; // Go to the next state with each positive clock edge
counter <=counter+3'bl1e;
end
end

//Next State Logic
always_comb begin

SystemVerilog v Tab Width: 8 « Ln 15, Col 1 - INS

Figure 1.2.2. Example of the design we are using in this tutorial.

In order for VC Formal to map your design, you need to acknowledge and keep note of your
exact module name, as highlighted in Figure 1.2.2 above. This will come in handy when you
create your TCL file. To make things simple, we suggest naming your design file after its
corresponding module name (more on this in the TCL File section below).



1.3 TCL File

Next, we will set up the TCL file. Below is the TCL file (Figure 1.3.1), which you can use as a
template for your functional checks on VC Formal.

Open ~ || & Frl;ntcl Save = = =] X

# Portland State University VC Formal Team AEP App Tutorial

set fml _appmode AEP @

# Run -aep all analysis on module "train Controller" in the file /design/train Controller.sv
set_fml_var fml_aep_unique name true
read file -top[train_Controller|-format sverilogl—aep alll—vcs F../design/train_C0ntroller.sv}

@ ® a
# Creating clock and reset signals
create_clock clk -period 100
create_reset rst -sense high

# Runing a reset simulation
sim_run -stable
sim save reset

Tcl = Tab Width: 8 - Ln 3, Col 20 - INS

Figure 1.3.1. Annotated TCL template file.

(1) Instruction that sets the appmode to AEP in VC Formal.

(2) Name of the main module as established in the Design file.

(3) The property type identifier switch name for desired AEP analysis (see Table 1 in Appendix).
(4) Design file location so VC Formal knows where to find the file.

As mentioned before, VC Formal is case sensitive, and in order for it to map your designs, you
will need to use the same module name in the TCL script (2) and the module name in the design
file. For example, we can see that our module name in the TCL script is the same as the module
name in the design file in Figure 2.2.2.

The file name (train_Controller.sv) can be named however you want.



2. Application Setup

There are multiple ways to invoke the VC Formal GUI and load the TCL script.

In this tutorial, we will show two methods for doing so. When using either method, it is
important that you open the terminal within the appropriate “Run” folder associated with the
AEP app.

e |nvoke VC Formal GUI, then manually load the TCL script in the application:

Svcf -gui

OR

o |nvoke VC Formal GUI and TCL script in one command:

Svcf -f run.tcl -gui or Svcf -f run.tcl -verdi
“run.tcl” is the name of the TCL file we are using. If your file name differs from this, you

will need to change it accordingly in this command.

The “-gui” switch opens VC Formal in the GUI, and it’s equivalent to the switch “-verdi”.

We will go through both of these methods in the following sections.



2.1 Invoking VC Formal GUI

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”

2) Inthe terminal, type in the command:

vcf -gui
File Edit View Go Bookmarks Help . Mate Terminal DL
& Backy X File Edit View Search Terminal Help
|| SEQ_Example \|.l'!un bash-4.2% vcf -guif
#bai [E Create Folder

|52 _/ Create Document

run.tcl

Arrange Items

Figure 2.1.1. Invoking VC Formal in the terminal.

Note: You may have to wait a few seconds for the program to start up.

You should then see the VC Formal GUI as shown in Figure 2.1.2 below. You can toggle between
showing “Targets”, “Constraints”, or both “Targets” and “Constraints” window by clicking the

blue box icon in the upper right-hand of the application (1).

=l =]§=]

It may look like any of these three icons:




<Verdi:nTraceMain:1> ORI
File View OneTrace Tools Window Help ) me
= - o 1 o r 2 Yo = AR - 1B > =
MEL:E:B:Z2:E-Be20C00C L8 -1E9 (o) B [ 1) 50 @ Appmote: Frv -
vcEBskist & #J - O | VCRGoalList 48 _ 0
Task List Sl [ = [ fq 1l Blel & e X
B e m e | P A poeee =] EEERE RN EEEGOE
e | Targets,
Constraints: ALL
! =
— 9
nsta...[Dectarat.. | /cFaskL.| *src1] verGoatist
VC Formal Console 8.0
e | NP EE w1 FOX
1 ve static =
2 version R-2020.12-5P2-7 for linux64 - Apr 03, 2022
3 Copyright (c) 2010 - 2022 Synopsys, Inc.
4| This and the iated ion are 1 to v
5| Inc. This software may only be used in accordance with the terms and conditions
6| of a written license agreement with Synopsys, Inc. All other use, reproduction,
7 or distribution of this software is strictly prohibited.
8| +(8SML_WARNING-3): Wed Jan 25 12:53:17 2023: High network latency to these hosts: ldap (3000 ms) =
e -
@ Message |VvC Fomal Console
Al I Wi

Figure 2.1.2. VV/C Formal GUI introductory screen. (This screenshot was taken from the VC Formal
GUI)

Then load a TCL script by clicking on the e icon (2) as shown in Figure 2.1.2.

Next, select the “run.tcl” file we have in the “run” folder:

Open TCL Project File X

Look In: |8 /u/wcelina/AEP_Examplefrun :J 1> 0@

P _cettitudeGuI
B9 vcst_rtdb

|

[ .certitudeGUI 3 verdiLog
+ 5 vest tab
% [ verdilog
File Name: | run.tcl Filter: |*.prj;*.tcl j
| gpen% ]] Cancel [

Figure 2.1.3. Selecting TCL file.



2.2 Invoking VC Formal Along with TCL File:

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -f run.tcl -gui

4% Applications  Places  Files

{ » || 4 @rHome AEP_Example run | P

© Recent New Folder
r Home Paste
[ Documents Select All
run.tcl Properties
«» Downloads . .
Open in Terminal

dd Music

Figure 2.2.1. Opening terminal in the ‘run’ folder.

Home AEP_Exa [ run

ghonim@localhost:~/AEP _Example/run - o x

File Edit View Search Terminal Help
[ghonim@localhost run]$ wcf -f run.tcl -gui

run.tcl

Figure 2.2.2. Invoking VC Formal and TCL script in the terminal.

And that’s it!
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3. Application Usage

After successfully invoking VC Formal GUI and loading the TCL script in the above methods, your
screen should have contents in the “VCF:GoallList” tab and look something like this:

<Verdi-Apex:nTraceMain:1> train_Controller train_Controller (../design/train_Controller.sv) w) Led (%
File View Source Onelrace Tools Window Help R String/Signal -&
e CE =Nl E BEREt | 1 E X JCIONTEVE SN | @ 7 G s @ spemaie: aee -]
vCERskist & & - O || VCFGoallist 2& -0
Tkt (][] rime (12w | waxcpee |2 e [FER R ERC TR |
Name Progress Targets: ALL
| status ] depth l name [ engine [ expression ! elapsed_time [ location I type ! state_re
...w_0_counter<_counter+3 b110_ ...ter + 3'b110); ..ontrollersv:23 | arith_oflow
0 | train_controllerfull_case_0_State State | ..ontrollersv:43 |  full_case
#' [trai n_tantm!ler.l’ull_case_l'_state I | State | " ..ontroller.sv:57 | iull_case
':I | ..._Controller. parallel_‘case_G_State State | | ..ontroller.svid3 | paraliel_case [
5 |...llerx_assign_0_indicator_3 bxxx ...ator = 3bxxx; | ..ontrollersv:63 | x_assign
B I P
| — = Total Properties: 5 - passed[0] - failed[0] - disabled(0] ; Constraints Enabled: 0

Insta...|DecIarat..|JCF:Tag<|__| @ *Srclitrain_Centrollersy | VCF:Goallist

VC Formal Console o+ E - 0

Bule View Tools Window
|ﬁ Line: [67 i

67 create clock clk -peried 100 =

68 create reset rst -sense high

69 /u/wcelina/AEP Example/run/run.tcl:12: [Error] TCL OBJECT NOT FOUND: No matching design cbject found for {rst} in
{socurce_objects} option of (create_reset} command.

70| # Runing a reset simulation

71 sim run -stable

72 [Info] SIM I CREATE: Create Simulation Model.

73 =im_save reset

74|1

-
vcf> = D Ry
@ Message |VC ForrnaICDnsDIe|

Selected: byl b I o

Figure 3.1. Screen after loading TCL script. (This screenshot was taken from the VC Formal GUI)

Now, go ahead and run the verification analysis by clicking on the play f‘l icon in the upper left
corner of the “VCF:GoallList” tab.
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3.1 Detecting Errors

<Verdi-Apex:nTraceMain:1> train_Controller train_Controller (../design/train_Controller.sv) >) (a) (X
File View Source Onelrace Tools Window Help P string/signal &
= ] = A2 = == . iy fa B = i { .
MD-L & A G-B0e*20S00%L 5% @ @ T ® s @ spme: aer ~|
VCEmsktist £ - 0O
Tusk List ][] Time [12H | Maxcyce [-1 acnv.. ~ |0 BanEy X @4 | (@)L [] [ [el[L£]
Name Progress ‘ Targets: ALL
‘ [ status | depth | name | engine | expression | elapsed_time | location | type | state_re]
4 X 1 ...w_0_counter<_counter+3 b110_ b6 ..ter + 3'0110); 00:00:01 ..ontroller.sv:23 | arith_oflow
|
| 4 v train_Controllerfull_case_0_State t1 State 00:00:00 ..ontrollersv:43 full_case
_a" v train_Controllerfull_case_1 State | t1 | State 00:00:00  ..ontroller.sv:57 | full_case
7} v 5 "Contmller payallel_case_O_Slate t1 State 00:00:00 ...ontroller.sv:43 | parallel_case
?I x ] ...llerx_assign 0 Indicator_3_bxxx b6 ...ator = 3'bxxx; 00:00:01 ...ontroller.sv:63 x_assign
| 0 = P
=l ] - Total Properties: 5 - passed] 3] - failed[2] - disabled[0] ; Constraints Enabled: 0 ; Min depth: 0 ; Max depth: 1 ; Run Time: 0:00:10
msta...|Declarat..|ICF:‘l’askL. @ *Srcl:train_Controllersv VCF:GoalList |
VC Formal Console 28 _ 0o
Rule View Tools Window
® Line: |77 | EIQ X
77 [Info] FORMAL I RUN: Starting formal verification for check fv =
78 Id: 0 Goals: 5 cConstraints: 0 Block Mode: false
79 [Info) LIC UNUSED WORKERS: 8 unused worker(s) based on 1 license(s) checked out, and 4 workers requested.
80 Use 'set_grid_usage' to maximize worker usage and improve performance, if there are sufficient compute resources to
Support more wWorkers.
81 Each runtime license supports 12 workers.
82 [Info] LIC RT CHECKOUT: VC rormal run time license checkout. Base:1 AEP:1.
83 [Info] BITLEVEL MODEL STATS: Generated model with 123 gates, 5 inputs, 10 registers, 0 initial constraints, 0 constraints. |
84 [Info] BITLEVEL_MODEL_STATS: Generated model with 73 gates, 5 inputs, 8 registers, 0 initial constraints, 0 constraints. E
v
| vef> ' ‘j -
f
@ Message Ivc Formal Console|
LR
w By £ & L

Figure 3.1.1. Screen after running TCL script and the status given = X. (This screenshot was
taken from the VC Formal GUI)

In Figure 3.1.1 above, we see three icons, one for parallel case and two for full case.

The signs here mean that the priority case on line 57 of our design has a full case and that
the unique case on line 43 has a full case, and only one unique case, so it can be checked in a
parallel fashion.

We also see two EI icons; one for arithmetic overflow and one for x_assignments.

The EI signs here mean that we have an arithmetic overflow on line 23 with our counter
signal. There is also an active x assignment in the design on line 63.
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On the left under “Task List”, we can see that VC Formal was given one task by the AEP app.
You can hover over the numbers under Result to see the results in detail. You may need to alter
the tab size by dragging the side panels or scrolling to the left:

Task List

Name Progress Result
B AEP 0

12l<'l' Max Cycl|

Runtime(HH:MM:SS)
Total:12H: Run Time:0:00:10
Goals
Found:5
Passed:3 (60.0%)
Proven:3
Failed:2 (40.0%)
Falsified:2
Checking:0
Inconclusive:0
Not Run:0
Disabled:0
- Constraints
b Found:0

W Disabled:0
nstancelDeclaratlonl | *5

Figure 3.1.2. Results of the analyzed script. (This screenshot was taken from the VC Formal GUI)
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3.2 Source Tracing
Source tracing is a great way to determine where exactly our errors lie and to get a deeper look

into what the issue is. To start, go ahead and double-click on an E' icon.

We are going to double-click on the first EI (line 1) from Figure 3.1.1.. You should then see a
generated waveform as shown below:

S0

i -
Message | VC FormalConsolc! *<nWave:3> trace 0.xml.replayfsdb.vf X

Traceisloaded ‘o [~ £ i ::

Figure 3.2.1. Examining the failed AEP check in our design. (This screenshot was taken from the
VC Formal GUI)

On the left in Figure 3.2.1 above, we see Support-Signals in green text. Go down three lines to
the text that says “counter[2:0]” and right-click on it.

= -
rﬂ Value Change Alt+Shit+V

——

1 Set Radix )@ %

3 Set Notation ¥[LJ Load Alt+Shift+L
i Cut Del &% Connectivity  Alt+Shift+C
{® copy Ctri+P Chain Driver  Alt+Shit+H |
1= c

1‘

Paste ns ( /LYo x 1ns
Bus Operations »

Highlight...
Add/Remove

Logical Operation...

3.2.2. Pop-up from right-clicking on a signal. (This screenshot was taken from the VC Formal
GUI)

As shown in Figure 14 above, this is the general method of source tracing:

14



Right-click the signal = Show OnceTrace Signals -» Driver

You can also use the short-cut keys:
ALT + SHIFT +D

By tracing the source, we are essentially backtracking it to the driving signal of the output in
order to find the discrepancy. We then get these additional waveforms, showing the driving
signal of this “counter” signal, which is the previous counter value.

Figure 3.2.3. Tracing the source to find the discrepancy. After one trace. (This screenshot was
taken from the VC Formal GUI)
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3.3 Resolving Errors

To see the code/design where this fault is resulting, we go to the “type” column in the
“VCF:GoallList” tab and double-click on “arith_oflow”.

<Verdi-Apex:nTraceMain:1> train_Controller train_Controller (../design/train_Controller.sv) - fhome/.../trace_0.xmL replay.fsdb.vf - o x
Fle View Source Onefrace Tools Window Help P | stinassiana &
mo-L @®-d3 BRe*20200L A
| “HES @ ] sk0 @ Appmode: [AEP j [5 [ By |z|'E]E] 0 x1ns |
VCF.Goallist 48 _ 0
A L E Time [12H| Maxcycle [ I <Enter name Match Value= | @ I AMEy XM 4 I @ @
Name Progress Result Targets: ALL
¥ Aep e 5:3:2:0 | status | depth | name a | engine | expression | elapsed time | location | type | statereg [ staten
1 x 1 ..w_0_counter<_counter+3_b110_ el _.ter + 3b110); 00:00:01 ~ontroller.sv:23 [arith oflow |
2 v train_Controllerfull_case_0_State a1 State 00:00:01 _ontrollersv:43 | full case
E v train_Controllerfull case 1 State fal State 00:00:01 .ontrollersv:57 | full case
[4 v .._Controller. parallel_case 0_State fal State 00:00:01 _.ontroller.sv:43 | parallel_case
_5 x o .llerx_assign 0 indicator 3 bxxx b6 .ator = 3'bxxx; 00:00:01 ..ontroller.sv:63 x_assign
i =

Constraints: ALL

=] I Total Properties: 5 - passed| 3] - failed[2] - disabled[0] ; Constraints Enabled: 0 ; Min depth: 0 ; Max depth: 1 ; Run Time: 0:00:06

Instance | Declaration VCF:Tasld.ist| *Srcl trainicuntru\ler.svl V\:F:Goa\List|

Figure 3.3.1. Under “type”, double-click on “arith_oflow”. (This screenshot was taken from the
VC Formal GUI)

We are then taken to the part of the code that is causing this fault (arithmetic overflow), with
the operation highlighted in blue, and the signal highlighted in red.

File View Source OneJrace Tools Window Help p

== 7y

)| String/s
! 3 =(7) : T ¢ o L NS (R
NE-L @6 28 G- e 200%L % @
B & & [ s @ acpmode:[aep | [3 [A 8y [F]v[«] [»][0 x1ns J
*Srcl:train C ler(/u/ lina/AEP_E le/design/train_Controller.sv) Line: | 23 lf.‘ ‘5‘— o
Task List 1 18 if (reset) begin State <= AB out;
Name Progress | L b
a 19 counter <=3'b011;
E AEP X
20 end
21 else begin // in case of a reset, go to the initial state with A and B outside the shared track
22 State <= Next; // Bo to the next state with each positive clock edge
AR AR
a 23 counter+3'h110
24
| 25 end
| — = || P |
insta.. I)eclaratiul./CF:EskL‘l I 'Sn:l:train-Cm(rollensv| VCF:GoalLlst|

Figure 3.3.2. Identified errors within the Design file. (This screenshot was taken from the VC
Formal GUI)

To fix this issue, we need to go alter our design file and make the following changes:
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10[ logic counter; |

11

12| // Erumerate the states, Here I am using on hotkey for state encoding

13| erum logic [4:0] {AB_out=5'b00001, A_on2=5'b00010, B_on2=5'b00100,

14 A_stopped=5'b01000, B_stopped=5'b10000} State, Next;

15

16 //State Register

17 alwvays_ff @(posedge clk) begin //The reset signal is not here since it's a synchronous reset

18 if (reset) begin State <= AB_out;

19 counter <=3'b000;

20 end

21 else begin // in case of a reset, go to the initial state with A and B outside the shared track

22 State <= Next; // Go to the next state with each positive clock edge

23 counter <=counter+3'h001;
« w3
*Srcl:train_Cont roller.s/l VCEGoaILIstl

Figure 3.3.3. Altered design file to fix the error on lines 10, 19, and 23 (compare with Figure
1.2.1). (This screenshot was taken from the VC Formal GUI)

<Verdi-Apex:nTraceMain:1> train_Contj
File View Source Onelrace Tools Window Help

DOLE O ZE - A0

B 7 @ s @ Adedr source File [E)

VCRRsdist & _ 0O
Task List 18

_ Name  Progress | o 9

Figure 3.3.4. To make changes to the design file in VC Formal, click on “Edit Source File”. Don’t
forget to save your changes. (This screenshot was taken from the VC Formal GUI)

Now let’s go look at the other incomplete task on line 5:

| [<] Time [12H | Maxcyce [ F <Enter name Match v... ~| [ (O3] APy X @4 | (@ Ll8 5] (e lL

Targets: ALL
| status | depth | name | engine | expression | elapsed ime|  location | type | state red
| 1] X 1 «..w_0_counter<_counter+3 bl110_ b6 ..ter +3'b110);|  00:00:01 ..ontroller.sv:23 | arith_oflow
[2 v train_Controllerfull_case 0 State | &1 | State | 00:00:00 | ..ontrollersv:43| full_case
{
v train_Controllerfull_case 1 State 1 State 00:00:00 ...ontroller.sv:57 full_case
|4 v ..._Controller.paralle! case 0 State 4 State | 00:00:00 ...ontroller.sv:43 | parallel_case ‘

...Alerx assign 0 _indicator 3 bxxx | .-ator = 3bxxx; ..ontroller.sv:63

il i =
Total Properties: 5 - passed] 3] - failed[ 2] - disabled[0] ; Constraints Enabled: O ; Min depth: 0 ; Max depth: 1 ; Run Time: 0:00:10 @

[

*Srcl:traln_Cmtroller.wl VCF.GoalI:I <nEditor:4> train_Controller.sv X |

Figure 3.3.5. Targeting the next error to resolve. (This is a screenshot from VC Formal)

We are going to follow the same steps above to locate this error. As before, we will trace the
source back to the driving signal in order to find the discrepancy.
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File Signal View Waveform Tools Window

i\iﬁ ¥ [E 3 % Ql & y: .V[E]D@ Goto:

6‘"~rl 0]
_ l,

bd
i [+ B
@ Message | VC Formal Consolel *<nWave:3> trace_4.xml.replay fsdb.vf X |

Figure 3.3.6. Looking into x_assign waveform. (This screenshot was taken from the VC Formal
GUI)

File Signal View Waveform Tools Window

BFE-"XB5E

— .
0 [ B

& Message | vC FormalConsoIc‘ *<nWave:3> trace_4.xml.replayfsdb.vf X ‘

Figure 3.3.7. The waveform after tracing “indicator[2:0]” once. (This screenshot was taken from
the VC Formal GUI)

|4 Time [12H | Maxcycle |1 enter name Marcn v | M8l | AN v B X M 4 | (@) .l [8] 5] ()&
8 y Targets: ALL . " ’
[ status | depth | name | engine | expression | elapsed time | location | type | state_re
[ 1‘ b 4 1 ...w_0 counter< counter+3 b110_ b6 ...ter + 3'b110); 00:00:01 ..ontroller.sv:23 | arith_oflow
[ v train_Controllerfull_case 0 State tl State 00:00:00 ...ontroller.sv:43 full_case
v train_Controllerfull_case 1 State tl State 00:00:00 ...ontroller.sv:57 full_case
.._Controller.parallel case 0 State 21 State 00:00:00 ...ontroller.sv:43 | parailel_case

-“ _Alerx_assign O indicator 3 bxxx “ 00:00:01 | ..ontrollersv:63 X assign

| Jd.

|Y ’ Total Properties: 5 - passed] 3] - failed[ 2] - disabled{0] ;: Constraints Enabled: 0 ; Min depth: 0 ; Max depth: 1 ; Run Time: 0:00:10 ‘O!

'Srcl:train_CmtroIler.va VCFGoallist | <nEditor4> train_Controllersv X l

Figure 3.3.8. Double-clicking on the error type. (This screenshot was taken from the VC Formal
GUI)
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File View Source Onelrace Tools Window Help p String/Signal Q

No- 8 5 28 [ DDe*0CO0%L% M M

B & & (Y sie @ appmode:[aep ~| [ [ 8y []v[<] [»][0 x1ns )
VCRBsikist o & - 0/ *sra:train (fu/ JAEP_ /train_Contr ) Line: | 63 '0 £5_0
__ Tasklibst a 58 AB_out: indicator= 3'b001; // Indicator = decimal (1) when we're in AB out state
Name Progress X
I a 59 A_on2: i).(ndicator= 3'b010; // Indicator = decimal (2) when we're in A _on2 state
a 60 B_on2: indicator= 3'b011; // Indicator = decimal (3) when we're in B on2 state
X
a 61 A_stopped: indicator= 3'b100; /# Indicator = decimal (4) when we're in A_stopped state
x
qa 62 B_stopped: indicator= 3'b101; // Indicator = decimal (5) when we're in B_stopped state
X
q 63| ndicator= 3 x; = wvhen/if we're in an i1llegal state
X
|
64 endcase
= = |
| I= || Py i
Insta...|declarati..| /CFBskL..| | *Src14min_Contrallersv| VCFGoalList| <nEditor:4> train_Controllersv X |

Figure 3.3.9. /dentified errors within the design file. (This screenshot was taken from the VC
Formal GUI)

File Edit Tools Window

- x5

57 priority case (State)

58 AB_out: indicator= 3'b001; /f Indicator = decimal (1) when we're in AB out state
59 A _on2: indicator= 3'b010; // Indicator = decimal (2) vhen we're in A on2 state

60 B_on2: indicator= 3'b011; // Indicator = decimal (3) when we're in B_on2 state

61 A_stopped: indicator= 3'b100; // Indicator = decimal (4) when we're in A stopped state
62, B_stopped: indicator= 3'b101; /# Indicator = decimal (5) when we're in B_stopped state
63 default: indicator= 3'bilHl; // Indicator = decimal (6) when/if we're in an illegal state.
64 endcase

65 end

66

67| endmodule :train Controller I

s — _]
'Srcl:train_Contmller.wl VCF:Goal.Istl <nEditor:4> train_Controllersv * X I

Figure 3.3.10. Saving changes made to the design file. (This screenshot was taken from the VC
Formal GUI)

Next, to complete our changes, follow the steps below to restart VC Formal.
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3.4 Restarting VC Formal

We can restart VC Formal by clicking on |£] If you invoked VC Formal along with the TCL script
in the one-line command, then VC Formal will automatically load the same TCL file again. If you
invoked VC Formal without the TCL script, then you will have to manually load the script again.

Fle View Source Onelrace Tools Window Help
MO L & 23 -5 - Bde90
B 7 @< @ avomodei[se0 | [ [A ey [T
Instance Restart VCST [Ctr+Ait+V]| 25 o
Figure 3.4.1. Location of the restart button in VC Formal window. (This screenshot was taken
from the VC Formal GUI)

After the application and TCL file is loaded, click the green play button and we should see no

errors.

vcrmskist & & _ 0O [NEEGoaItE .
Task List |82} <] Time [12H | Maxcyce [ <Enter name Maten v... v | (B8] [0 APy @%@ | [@llS[E
Name Progress Targets: ALL
I E AEP | status | depth | name | engine | expression | elapsed_time | location | type | state reg | st
| v train_Controller.full_case_0_State t1 State 00:00:01 ..ontroller.sv:43 full_case
v train_Controllerfull_case 1 State t1 State 00:00:01 ...ontroller.sv:57 full_case
v ..._Controller.parallel case 0 State tl State 00:00:01 ...ontroller.sv:43 parallel_case
Bl f P
| tal Properties: 3 - passed| 3] - failed| - disabled{0] ; Constraints Enabled: 0 ; n Time: 0:00:
| i || | Y| Total Pr 3 3] - failed[0] c Enabled: 0; Run Time: 0:00:07 (&
nstan. [Declarat..| /CFiBsKL.| | *Srcltrmin Controliersv| VEFGoalist |

Figure 3.4.1. Results after fixing errors and restarting VC Formal and reloading TCL script. (This
screenshot was taken from the VC Formal GUI)
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Appendix

Property Switch Description

(Analysis) Type

Arithmetic -aep arith_oflow Checks for arithmetic overflow. For example,
overflow when no limit is set on a counter.

Conflict bus -aep conflict_driver Bus contention, conflicting driver, or x-
checks propagating through a bus.

X_assignment
reachability

-aep x_assign

Verifies that x assignments to signals are
never activated.

Simultaneous
set/reset

-aep set_reset

Verifies that set and reset signals are never
asserted at the same time for asynchronous
set and reset sequential circuits.

Array boundaries

-aep bounds_check

Makes sure we are not accessing data in an
array outside the array boundaries.

Pragma Check
Priority Case

-aep full_case/priority_case

Generated from full case synthesis directive.
Case expression must match at least one case

item at every cycle.

Pragma Check

-aep parallel_case/unique_case

Generated from parallel case synthesis

Unique Case directive. Case expression matches only one
case item at every cycle.
Floating bus -aep floating_bus Only for tri-state drivers. Verifies at least one

driver is active at all times.

Multiple driver
bus

-aep multi_driver

Only for tri-state drivers. Verifies only one

driver is active at a time.

Single State
Starvation (SSS)

-aep fsm_sss

Checks for infinite wait in a single state. FSMs
can get stuck forever in a given state.

FSM Deadlock

-aep -fsm_deadlock

Checks for infinite wait in a single state.
Each state has its own deadlock assertion

FSM Livelock

-aep -fsm_livelock

Checks for FSM stuck between multiple
states. Each state has its own livelock
assertion

FSM Unionlock

-aep -fsm_unionlock

Checks for any FSM locks, covering both
deadlock and livelock. Each state has its own
unionlock assertion

All AEP Checks

-aep all

All possible AEP checks

Table 1. AEP App Property Types. Identifiers and descriptions of all analyses offered.
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Disclaimer:

The contents of this document are confidential, privileged, and only for the information
of the intended recipient and may not be published or redistributed.

The design example in this tutorial is not supplied. You need to use your own files to follow the
tutorial steps and instructions.
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1. Introduction

VC Formal uses TCL (Tool Command Language) scripts to tell it what to do. The script can define
the app within VCFormal that we want to use, the files we are working on, how we are mapping
them, the clock cycles, and more. Instead of diving into the details of TCL scripts, we will use
templates. One would then simply need to modify those templates to interact with VC Formal
as needed in their project.

To begin, you need to set up the VNCserver as shown in the previous tutorials and open the
Linux GUI. For better practices and to keep everything organized, we create a main folder for
the design we want to analyze, and in this case, | called mine “FCA_Example”. Don’t use spaces
when naming the files and folders.

Inside that folder, we create two folders: one is Design, where you put the actual Verilog or
SystemVerilog designs we want to analyze, and the other is Run, where we put the TCL that will
run the VCFormal FCA analysis for us.

< > |« GxrHome »
© Recent
RN i . . e
Places v ® |[#] |« @ ahliah |FCA_Example
[ Documents — It
Desktop Documents Downloads FormalMo Computer
< Downloads .
ahliah
ez LuEE | New Folder Shift+Ctrl+N EJ Desktop design un
@ Pictures . | File System
& Trash SelectAll cules (i Documents
Templates vefmo Properties
© CentOs7 (3 Open in Terminal

Figure 1.1. Creating folders to organize design and TCL files.



1.1 About and Usage of FCA

Code coverage closure is when a design reaches all of its
target goals, and often is very difficult to achieve and time
consuming, so coverage metrics are commonly used in
simulation to measure progress and reachability analysis,
such as providing information on what checks have passed
and what has not. This provides proof on uncovered points
in coverage goals that are indeed unreachable, allowing
them to be removed from further analysis to save manual
labor.

Formal Coverage Analyzer
Achieve Faster Coverage Closure

100%

e With FCA
s Without FCA

FCA

This FCA figure was taken from the VC Formal User Guide Version T-2022.06-SP2,

December 2022

VC Formal’s Formal Coverage Analyzer application provides:

> Assisted simulation-based verification coverage signoff

O Leverage the simulation coverage database

o Perform unreachability analysis on goals not covered by simulation
O Provide exclusion list for goals uncoverable for review and waive

> Formal property verification coverage signoff

o Over-constraints - unreachable goals due to constraints

O Property density - structural coverage of the design code in the COI of all

properties

O Bound depth - identify whether the required design code is covered within

specified proof depths

o Formal core - provides minimal design code that is required for the formal

engines to reach the full proof or specific proof depths

o Fault coverages - provides design code covered by the Formal Testbench

Analyzer (FTA) application

The full list of specific coverages and their description provided by the FCA application is listed
in Table 1 in the Appendix and it is recommended you go through it to gain a better

understanding of what this app truly provides.




1.2 Design Files

In the Design folder, you’ll put in the SystemVerilog design file. The TCL file will be put in the
Run folder. We suggest you name your folders with lowercase letters, as VC Formal is case-

sensitive.
Places v X |[#| | «||@ anliah || FCA_Example ] Places v %X |[# | <@ ahliah || FCA_Example J
Computer T Computer
&5 ahliah (e & ahliah
(&) Desktop fca_example.sv [ Desktop run.tcl
] File System (] File System
Documents Documents

Figure 1.2.1. Showing the SystemVerilog and TCL files in the correct folder locations.

2] | <][Eg anlian || Fca_Example |[design]

i~ open~ | [ fca_example.sv
i 1 Ll ~[FCA_Example/design

aado

fca_example.sv

// Synopsys VCFormal FCA App Example
// Portland State University - Sequential FSM

module|S design (input logic a, clk,

enum logic [1:0] {S®, S1, S2, S3} State, Next;

//State Register
triggered asynchronous reset

initial state SO
State <= Next;

positive clock edge
end

//Next State Logic

always_comb begin

case (State) // Check the case
SystemVerilog v Tab Width: 8 ~

1 item, Free space: 1o.ﬂ

always_ff @(posedge clk, negedge reset) begin

12 v (a] (%
| [=

l Save

Design example

reset, output logic [1:0] out);

// Enumerate the states. Here we are using binary encoding

//Negative edge

if (reset) State <= S0; else // in case of a reset, go to the

// Go to the next state with each

Ln3,Col 1 INS

g

Figure 1.2.2. Example of the design we are using in this tutorial.

In order for VC Formal to map your design, you need to acknowledge and keep note of your
exact module name AND your file name, as highlighted in Figure 1.2.2 above. This will come in

handy when you create your TCL file.



1.3 TCL File

Next, we will set up the TCL file. Below is the TCL file (full script in Figure 1.3.2), which you can
use as a template for your functional checks on VC Formal.

Open~ | || fca_example.sv S = | 'R G
[ J | | ~/FCA_Example/design Ll ==

// Synopsys VCForm = run.tcl =G
// Portland State |Open'||___\ ~/FCA_Example/run esave | | 1= X

(ik Portland State University VC_Formal_Team_FCA_ App Tutorial a

module |S design

set_fml_appmode COV

# Set the module name as the design parameter
set design

// Enumerate the §
enum logic [1:0] {

//State RE, Read the module "S design" in the file /design//design/
= always_ff fca example.sv -
trlggereq asynchr read file -top $design - i \
S if (resetw “sva -vcs {../designlfca example.sv' -cov all
initial state SO -
e State <= # Create clock and reset signals
positive clock ed create_clock clk -period 100
end create reset rst -sense high
//Next Stay puning a reset simulation
always coloin ryn -stable
case (Staf_. —__ _ S i

Tcl » Tab Width: 8 » Ln1, Col 1 v NS
Figure 1.3.1. Difference between the design file name and module name.

In Figure 1.3.1, both the Design file and TCL files are shown side by side.

% The blue highlights are to demonstrate the module name.

« The red highlights are to demonstrate the design file name.

These will NOT be the same for every user. You will need to keep track of your own

module and design file names in order for your TCL file to work correctly when you try
to runin VC Formal.




< run.tcl = S

_oPen AR ~/FCA_Examplefrun Save % &
¥ Portland State University VC Formal Team FCA App Tutorial
set fml appmode cov 1
# Set the | e as the design parameter
set design|S design] 2
# Read the module "S design" in the file /design//design/fca example.sv
read file -top $design - !

-sva -vcs {../desigrj/fca example.svil-cov all
# Create clock and reset signals 3 4
create clock clk -period 100
create reset rst -sense high
# Runing a reset simulation
sim run -stable
sim save reset
Tel v+  Tab Width: 8 « Ln1, Col 1 v INS

Figure 1.3.2.. Annotated TCL template file.

(1) Instruction that sets the appmode to FCA in VC Formal.
(2) Name of the main module as established in the Design file.
(3) Design file location so VC Formal knows where to find the file.
(4) Identifier for FCA coverage metrics. Here we will enable all.

As mentioned before, VC Formal is case sensitive, and in order for it to map your designs, you
will need to use the same module name in the TCL script (2) and the module name in the design
file. For example, we can see that our module name in the TCL script is the same as the module
name in the design file in Figure 1.2.2.

The file name (fca_example.sv) can be named however you want.



2. Application Setup
There are multiple ways to invoke the VC Formal GUI and load the TCL script.

In this tutorial, we will show two methods for doing so. When using either method, it is
important that you open the terminal within the appropriate “Run” folder associated with the
FCA app.

e |nvoke VC Formal GUI, then manually load the TCL script in the application:

Svcf -gui

OR

o |nvoke VC Formal GUI and TCL script in one command:

Svcf -f run.tcl -gui or Svcf -f run.tcl -verdi

“run.tcl” is the name of the TCL file we are using. If your file name differs from this, you will
need to change it accordingly in this command. The “-gui” switch opens VC Formal in the GUI,
and it’s equivalent to the switch “-verdi”.

We will go through both of these methods in the following sections.



2.1 Invoking VC Formal GUI

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -gui
< ||Eg ahliah || FCA Example ||run/ Mate Terminal A GHE:
— File Edit View Search Terminal Help
bash-4.2% vef -guif -
run.tcl £ Create Folder
| Create Document -

Figure 2.1.1. Invoking VC Formal in the terminal. (This screenshot was taken from the VC Formal
GUI)

Note: You may have to wait a few seconds for the program to start up.

You should then see the VC Formal GUI as shown in Figure 2.1.2 below. You can toggle between
showing “Targets”, “Constraints”, or both “Targets” and “Constraints” window by clicking the
blue box icon in the upper right-hand of the application (1).

===l

It may look like any of these three icons:



<Verdi:nTraceMain:1> ) ()il

File View OneTrace Tools Window Help ) me

ML ESZE-B0¢20300%L% 8 168 (0 & & 1) s @ Appmose: v |

VeRBsklist @ &) - O | VCFGoallist o 48 _ 0
Tank Lint ] rime waxcyce [ || =] EEERE RN EEEGOE

Name  Progress Resul
e | Targets,

Constraints: ALL

—
nsta...[Dectarat.. | /cFaskL.| *src1] verGoatist

VC Formal Console 8.0

Search: ~|[ (0 [fa (@ e [2 @ b3
ve static 2
version R-2020.12-5P2-7 for linux64 - Apr 03, 2022
Copyright (c) 2010 - 2022 Synopsys, Inc.

This and the tated ion are 1 to 7
Inc. This software may only be used in accordance with the terms and conditions
of a written license agreement with Synopsys, Inc. AlL other use, reproduction,

or distribution of this software is strictly prohibited.
+(ESML_WARNING-3): Wed Jan 25 12:53:17 2023: High network latency to these hosts: 1ldap (3000 ms) =

[ D
@ Message |VvC Fomal Console

(0

Cua U e wN

By L il
Figure 2.1.2. VV/C Formal GUI introductory screen. (This screenshot was taken from the VC Formal
GUI)

Then load a TCL script by clicking on the e icon (2) as shown in Figure 2.1.2.

Next, select the “run.tcl” file we have in the “run” folder:

Open TCL Project File X

Look In: |8 /u/wcelina/AEP_Examplefrun j 1> 0@

™ _certitudeGuUI
& B9 vest_itdb
9 .certitudeGUI [ verdilLog
¢ [ vest o

% [ verdiLog

|

*

f

+

File Name: | run.tcl Filter: ".prj:'.tcl_vJ

’ Qpen%ﬂﬂll Cancel [

Figure 2.1.3. Selecting TCL file.
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2.2 Invoking VC Formal Along with TCL File:

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -f run.tcl -gui

« || ahliah || FCA_Example ||run|

run.tcl £ Create Folder

|_ Create Document -

Figure 2.2.1. Opening terminal in the “run” folder.

< || ahliah || FCA_Example run|

Mate Terminal

File Edit View Search Terminal Help
SR 1 ash-4.28 vef -f run.tcl -guill

Figure 2.2.2. Invoking VC Formal and TCL script in the terminal.

And that’s it!
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3. Application Usage

After successfully invoking VC Formal GUI and loading the TCL script in the above methods, your
screen should have contents in the “VCF:GoalList” tab and look something like this:

<Verdi-Apex:nTraceMain:1> S_design S_design (../design/fca_example.sv) vl (o) (x
File View Source OneTrace Tools Window Help E Str Signal
ML @O0 J8 5 - Bd¢e+0000%L% @ B A @ [ s @ Appmote: cov |
VCElsklist & @& - O | VCFGoallist 45 _-0
Task List [Ev] Time |12H | MaxCycle |-1 !l <Enter na ;JE]I[ZM@,; @x@,‘@@@@@
Name Progress Targets: ALL
E COV mmmm— | status | depth | name | focation | type | engine | reason | expression | line_type | togg[’}
1 S_design.fsm0_state 0 ...example.sv:12 | fsm_state Il
'—2 S_design.fsm0_state 1 ...example.sv:19  fsm_state
| S_design.fsm0_state 2 ..example.sv:19  fsm_state
'—4 S_design.fsm0_state 3 [ ...example.svi20 fsm_state
g S_design.fsm0_trans_0 ...example.sv:19 ..ransition
_6 S_design.fsmQ_trans_1 «.example.svil9 | ...ransition
7 S design.fsmO trans 2 ...example.sv:12 | . ransition — |
r

Constraints: ALL

[— P Total Properties: 46 - passad[0] - failed[0] - disablad]0] - walvad0] ; Constraints Enablad: 0

Insta...|Declarat.. |/CFTaskL. || @ *Srcl:fca_example.sv Ivc&soa:u;:

Rule View Tools Window

@ - Line: |82 @ X
82 | sin_suve_xﬂer_

83|1

84 1

85|1

>

v
‘ vef> bd D -
@ Message |vC Formalconsolel

Selected: Ol R R e

Figure 3.1. Screen after loading TCL script. (This screenshot was taken from the VC Formal GUI)

Now, go ahead and run the verification analysis by clicking on the play B icon in the upper left
corner of the “VCF:GoallList” tab.
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<Verdi-Apex:vdCoverage:1><vdb: COV_UA Auto 022423 21:10.vdb>

File View Plan Exclusion Tools Window Help Pm
-] [ & oo 4 I ==’ ' . s Tl (X (0 &
24 E‘][:I Z td"u - e U ...J""li“" w [ ) L L AY
CovSrc.l | Summary AN k_ L 4 C‘P TS 1
All s
7E7XCL< Z L ] Summary ? ? - a
. Huetarchyl Mudulcsl Gmups[AssensI Statistlcsl Testsl
:]T

® Name Score Line Toggle FSM Condition

®  FAS design BN 53.89% I 100.00% ENENEN 66.67% [N 100.00%
Message L8 _ 1

Figure 3.2. Coverage window pop-up dafter clicking the play button. (This screenshot was taken

from the VC Formal GUI)

When you run your design, a separate window will appear. Here we want to take notice of the
Hierarchy tab within the Summary window. This will tell us our FCA score for our design; in
Figure 3.2 above, we got 88.99% for our “fca_example” design file. Our score is made up of the

following checks: Line, Toggle, and FSM.

For the rest of the tutorial, we will not be using this window so go ahead and minimize it. The

following steps will take place in the main VC Formal window.
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3.1 Detecting Errors

<Verdi-Apex:nTraceMain:1> S_design 5_design (../design/fca_example.sv) x) (a) (x
File View Source OneTace Tools Window Help P_ String/Signa Q
i > - (7 NOO% 5. & 7 " -
WMO-L O 43 5 - BleE20C00%0 @ M @8 F O w @ sewmeecov |
VCF-GoalList 258 _-0
TaskUist [0 [ [ [ <enter =) B a [ ] [eo] [K
D] (5] nme [121 | Maxycte (1| [ [<zierna o|[M][E] [ @ o @y Bx @ 4 | B[R] @)L [B][E] )]
Name Progress Targets: ALL
~status | depth | name | location | type | engine | reason | expression| line type | togg] |
19 v 0 S_design.line_13 ...example.sv22 line sl ELSE
20 X S_design.line_14 ...example.sv:23 line s1 CASEITEM
'Tf v 0 S_design.line_15 ...example.sv29 line sl ALWAYS
~2—2; v 0 S_design.line_16 ..example.sv:30 line sl CASEITEM |
ﬁ v 0 S_design line_17 ...example.sv:31 line sl CASEITEM
7 v 0 S_design.line_18 w.example,svi32 line sl CASEITEM
_2—5 =3 0 S design.line 19 ...example.sv:33 line sl CASEITEM
i [ =
Constraints: ALL
B -~ Y | Cov mode: UA ; Total Properties: 46 - passed[44]- falled[2] - dizablad|0] - walved| 0] ; Constraints Enabled: 0 ; Min depth: 0 ;: Max depth: 1 @1
¢ I L ]
Insta_._ JCFTaskL. || @ =*Srcl:fca_example.sv \ICF:Goales[E
VC Formal Console < ‘.—El -0

Rule View Tools Window

|§\ Line: | 104 Ei@ x

104 [Info] COV_EXCLUSION FILE SAVED: Coverage exclusion file
*/u/ahliah/FCA Example/run/vcst rtdb/cov_debug/COV_UA Auto 022423 18:18.el' saved successfully.
105 1

‘ vef> - | M
@ Message |VC FormalConsole
Vcst session is saved S Dxih b ;I

Figure 3.1.1. Screen after running TCL script and the status given = X. (This screenshot was
taken from the VC Formal GUI)

In Figure 3.1.1 above, we see multiple icons. VC Formal gives this “Passed” status icon for
the part of our design that was “covered” by FCA.

We also see one EI icon; VC Formal gives this “Fail” status icon for the part of our design that
was either “uncoverable” or “inconclusive”.

For example, in the figure above, the EI sign means that there is a “CASEITEM” that did not
pass the “Line” coverage check on line 23 (see location column in “Targets” tab).
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On the left under “Task List”, we can see that VC Formal was given one task by the FCA app.
You can hover over the numbers under “Result” to see the results in detail. You may need to
alter the tab size by dragging the side panels or scrolling to the left:

=

Tar|

VCF:TaskList

Runtime(HH:MM:SS)
Total:12H; Run Time:0:00:08
Goals
Found:46
Passed:44 (95.7%)
Proven:0
Covered: 44
Failed:2 (£.3%)
Falsified: 0
Uncoverable:2
Checking: 0
Inconclusive:0
Nat Run:0
Disabled:0
Waived:0
Constraints
Found:0
Disabled:0

=

P *=Srcl:fca_examplesv | VCF:Goallist

Figure 3.1.2. Results of the analyzed script. (This screenshot was taken from the VC Formal GUI)

This does not align exactly with our FCA score (as shown in Figure 3.2) because these results are
specifically VC Formal tasks.

We can start by looking at the “Summary Report”. Use the command below in the VC Formal
Console window to see the report:

report_fv

Rule View Tools Window

j@ Line: |85 @ X

85 [Info] BITLIEVEL MODEL STATS: Generated model with 345 gates, 2 inputs, 21 registers, 0 initial constraints, 0 constraints. ||

86 #view coverage -auto_save -task COV -status 0 -mode UA -reload -is_rumning true

87 [Info] COV_DATABASE SAVED: Coverage database '/u/ahliah/rCA Example/run/vcst_rtdb/cov_debug/CoV_UA_Auto 022423 21:10.vdb'
saved successfully with new test 'test vc_cov _0°'. t

88 [Info] COV_EXCLUSION FILE SAVED: Coverage exclusion file
‘/u/ahliah/rca_Example/run/vcst rtdb/cov_debug/COV_UA Auto 022423 21:10.el' saved successfully.

89 #view coverage -auto_save -task COV -status 0 -mode UA -reload -is_rumning false

90 [Info] COV_DATABASE SAVED: Coverage database '/u/ahuah/rcn_zxumple/run/vcat_rr.db/cov_debug/cov_un_nur.o_oz242 3 21:10.vdb"
saved successfully with new test 'test vc_cov_0'.

91 [Info] COV_EXCLUSION FILE SAVED: Coverage exclusion file E
‘/u/ahliah/rca Example/run/vcst rtdb/cov_debug/CoOvV_UA Auto 022423 _21:10.el' saved successfully.

‘ vef> 7. I report_fv

@ Message |vC ForrnalConsole’

Figure 3.1.3. VC Formal Console window. (This screenshot was taken from the VC Formal GUI)
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<Verdi-Apex:nTraceMain:1> S_design S_design (../design/fca_example.sv) ¥l (o j

File View Source OneTace Tools Window Help L stringssignal
MB-L 8O0 ZEA 5 B0« JE00%2 @ MBI @MU ® @ remuecow |
veEmskiist @ & - O || vCEGoallist 2& -9
Task List o] o] me (120 | Maxcyae (1 || [<encna. ~|[lB] DA Div Bx @ 4 | B @ (M L [E] 5 @) 4]
Name Progress Targets: Failure And Inconclusive
E cov | status v) | depth | name | location | type | engine | reason | expression | fine type | tof]
E x S_design.line_14 ...example.svi23 line 3 CASEITEM t
| ] I =

| Cov mode: UA ; Total Properties: 46 - passed] 44]- failed[2] - disabled[0] - waly &3[0]; Constraints Enabled: 0 ; Min depth: 0 ; Max depth: 1|&)|
insta...|Declarat..|sCFTaskL..| @ *Srclfca_examplesv | VCEGoaIUst'

—4 L

Rule View Tools Window

(@] - Line: |92 @l X

92| ver>report tv =

93 sSummary Results

94 Coverage sSummary: COV

95| mmmmmemm—memeeeee

96 > Line Coverage

97 - # found s 21

98 - # covered 219

99 - # uncoverable : 2

100 > FSM State Coverage

101 - # found Al

102 - # covered : 4

103 > FSM Transition Coverage

104 - # found 29

105 - # covered : 9

106 > Toggle Coverage

107 - # found : 12 B

108 - # covered 12 ||

1091 -

vef> 'l D‘

Message | VC Formal Consolei
vestConsole 2 be sub-window. A 2By S8
Figure 3.1.4. VC Formal Console showing Summary Results. (This screenshot was taken from the

VC Formal GUI)

The “Summary Results” will show our “Coverage Summary” for the types of checks applicable to
our design: “Line”, “FSM Stage”, “FSM Transition”, and “Toggle”. Ultimately, we want the
number of “found” statuses to match the “covered” statuses.

Observed in Figure 3.1.4, the only time where this does not happen for our design is when FCA
checks for Line Coverage, where it states that we have 2 uncoverable areas.
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3.2 Generating Waveforms

In previous tutorials, we generated waveforms to examine and source trace our errors. In FCA,
or COV mode, we will not be using this method, and waveforms can only be generated for

covered conditions - the items with a green check . The overall purpose of this is for the user
to be able to review how a condition was covered.

To enable this feature, add this line to your tcl file:
set_fml_var fml_cov_gen_trace on

Make sure to save, restart/reload VC Formal after any changes to the script, and when you

double-click on a check , the waveform should be generated for that covered task.

# Portland State University VC Formal Team FCA App Tutorial
set_fml_appmode COV

# Set the module name as the design parameter
set design S design

# Read the module "S_design" in the file /design/fca example.sv
read file -top $design -format sverilog \
-sva -ves {../design/fca_example.sv} -cov all

# Create clock and reset signals
create_clock clk -period 100
create_reset rst -sense high

# Running a reset simulation
sim_run -stable
sim_save reset

# Enable trace for covered goals
set _fml var fml _cov_gen trace on

Figure 3.2.1. Adding command to tcl script to enable trace for covered goals.
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3.3 Resolving Errors

To see the code/design where this fault is resulting, we go to the “type” column in the
“VCF:GoallList” tab and double-click on “CASEITEM”.

v A X

@

<Verdi-Apex:nTraceMain:1> S_design S_design (../design/fca_example.sv)
File View Source Onelrace Tools Window Help p

ML @60 2 G-0de»DEC00O%L % @ B T @ w0 @ Avemae: cov -

vermskiist £ - 0

Task List BB Time |12H | MaxCycle |-1 <Enter na jDE’VEAH(MxE? @@@E'E
Name Progress Targets: ALL
| status | depth | name | location | type | engine | reason | expression | line type | ('}
1% v 0 S_design.line_13 ...example.sv:22 line sl ELSE
i S_design.line_14 | ...example.sv23 | CASEITEM
21{ v 0 S_design.line_15 ...example.sv:29 line sl ALWAYS
22‘ . 0 S_design.line_16 ..example.sv:30 line sl CASEITEM
h E w 0 S_design.line_17 ...example.sv:31 line sl CASEITEM
| >
Bl [ P @ Cov mode: UA ; Total Properties: 46 - passed{44]- falled[2]- disabled|0] - walved[0]; Constraints Enabled: O ; Min depth: O ; Max depth: 1@

nstan.. Declarat..llCE’EskL. *Srcl.fea examgesleCF.GoalLlst[
Figure 3.3.1. Under line_type, double-click on CASEITEM. (This screenshot was taken from the

VC Formal GUI)

We are then taken to the part of the code that is causing this fault “CASEITEM”, with the
operation highlighted in blue, and the signal highlighted in red.

ey | E.
14 end

Task List

Name Progress 15

E cov 16 //Next State Logic
17 always_comb begin
18 case (State) // Check the case
19 s0: 1f (a) Next=Sl; else Next=S2;
20 51 if (a) Next=52; else Next=53;
21 s2 Next=S1;
22 S3: 1f (a) Next=sS0; else Next=S2;
23 1 begin Sdisplay("Invalid stat
24 endcase
25 end
26

Bex

B - o]

*Srcl:fca_example.sv I VCF:GoalLlstI

nstan..|Declarat.. | IR B kL.
Figure 3.3.2. Identified errors within the Design file. (This screenshot was taken from the VC
Formal GUI)

Looking at the FCA app Coverage Metrics table in the Appendix, the “Line Coverage” check
looks at which lines of code are not exercised. In my code, the default case was not utilized

during the simulation.
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To fix this issue, we need to go alter our design file and make the following changes:

—> Comment out line 23

14 end

15

16 //Next State Logic

17 always_comb begin

18 case (State) // Check the case

19 s0: 1f (a) Next=S1, else Next=S2;

20 S1: if (a) Next=SZ; else Next=53,;

21 S2: Next=51;

22 S3: if (a) Next=S0; else Next=S2;

23 //default: begin $display("Invalid state, will reset state s0"); Next=s0; end

24 endcase

25 end

26

27 //Setting the state outputs

28 always_comb begin

29 case (State)
- = ]
*Srcl:fca_example.sv | VCF.Goallist

Figure 3.3.3. Altered design file to fix the error on line 23 (compare with Figure 3.3.2). (This
screenshot was taken from the VC Formal GUI)

<Verdi-Apex:nTraceMain:1> train_Contj
File View Source Onelace Tools Window Help

mEL ® 628 -

B Z®)s @ f Edit Source File [E) !
vcemsist & o]

Task List 18
Name  Progress |
(———— 0 10 N @

Figure 3.3.4. To make changes to the design file in VC Formal, click on “Edit Source File”. Don’t
forget to save your changes. (This screenshot was taken from the VC Formal GUI)

Next, to complete our changes, follow the steps below to restart VC Formal.
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3.4 Restarting VC Formal

We can restart VC Formal by clicking on ';' If you invoked VC Formal along with the TCL script
in the one-line command, then VC Formal will automatically load the same TCL file again. If you
invoked VC Formal without the TCL script, then you will have to manually load the script again.

Fle View Source Onelrace Tools Window Help
mOL 8 6 238 5 0De»0
= :J’ @ EQIO Appmode: |SEQ LI " [ By j_}_—lv
Instance Restart VCST [Ctr+Alt+V]| & -0

Figure 3.4.1. Location of the restart button in VC Formal window. (This screenshot was taken
from the VC Formal GUI)

After the application and TCL file is loaded, click the green play button and we should see no
errors:

status
5 v
& e
7 g
- —-

Figure 3.4.2. Results after fixing errors and restarting VC Formal and reloading TCL script.
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Appendix

Coverage Type

Description

Line Coverage

Line coverage is applied to signal and variable assignments in HDL code.
Shows which lines of code are exercised and which ones are not, by your
testbench during a simulation run.

A zero execution count, pin points a line of code that has not been
exercised. This could be the source of a potential design error.

Condition Coverage

Monitors whether certain expressions and sub-expressions in your code
evaluate to true or false.

Note: By condition coverage is not supported inside functions and tasks. You
must use the -cm_cond tf option in VCS to enable the same.

Toggle Coverage

Monitors value changes on signal bits in the design. When toggle coverage
reaches 100%, that means every bit of monitored signals has changed its
value from 0 to 1 and from 1 to 0.

Missing transitions of values provide definitive conclusions about inactive
elements and unexercised portions of the design.

Note: Toggle coverage is not supported inside functions and tasks.

Branch Coverage

Monitors the execution of conditional statements such as if/else and case
statements, and the ternary operator ?: in a design. By default, branch
coverage analyzes which alternative of these conditional statements is
covered.

Note: This is needed either -cov branch of set_fml_var
fml_cov_enable_branch_cov true or with -cov all.

FSM Coverage

Identifies a group of statements in the source code to be a finite state
machine (FSM) and tracks the states and transitions that occur in the FSM
during simulation.

SV Covergroups
Coverage

Monitors values, transitions, and crosses for variables and signals. There are
a list of limitations regarding SV covergroups; refer to the VC Formal User
Guide on Formal Coverage Analyzer Application for more details (pg267).

Table 1. FCA App Coverage Metrics. Identifiers and descriptions of all coverages offered.
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Disclaimer:

The contents of this document are confidential, privileged, and only for the information
of the intended recipient and may not be published or redistributed.

The design example in this tutorial is not supplied. You need to use your own files to follow the
tutorial steps and instructions
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1. Introduction

VC Formal uses TCL (Tool Command Language) scripts to tell it what to do. The script can define
the app within VCFormal that we want to use, the files we are working on, how we are mapping

them, the clock cycles, and more. Instead of diving into the details of TCL scripts, we will use

templates. One would then simply need to modify those templates to interact with VC Formal

as needed in their project.

To begin, you need to set up the VNCserver as shown in the previous tutorials and open the

Linux GUI. For better practices and to keep everything organized, we create a main folder for
the design we want to analyze, and in this case, | called mine “FXP_Example”. Don’t use spaces

when naming the files and folders.

Inside that folder, we create two folders: one is Design, where you put the actual Verilog or

SystemVerilog designs we want to analyze, and the other is Run, where we put the TCL that will

run the VCFormal FXP analysis for us.

Computer
ahiiah

= == = = Places v (2 ) |u @ ahliah |FXP_Example
(&) Desktop —— p— e — - = —
File System Desktop Documents - Downloads ECES81 C ¢
=) - - of Creat; Folder > omputer
i Documents =] = | CVea'. Document Bl P L
£ Downloads == ;
i s pictores M Open in Terminal | &) ahliah |
= Arange Items .
i _— — — (&) Desktop design run
&) Videos =) |
@ Tash Videos dev_htm! ublic_htm! _J File System
Network Zoom In
@ Browse Ne. -— -— Zoom Out -— {&) Documents
Normal Size |
| S | S | S—] >
smb_files synopsys_cache_Q- Properties verdiLog =
2019.12-5P3 i (2] Downloads

Figure 1.1. Creating folders to organize design and TCL files.




1.1 About and Usage of FXP

X-Propagation Verification

The Formal X-propagation (FXP) app in VC Formal is used to Detects Effects of "X"
check for and trace back an unknown signal value (X). The app - o

detects X propagation through a design and guides you to the " 1
failed property that is the source of this signal by using the Verdi i .

schematic and waveform within VC Formal. =

To perform Formal X-Propagation Verification, we will need a FXP
design file that is usually written in an HDL language, such as

Verilog, SystemVerilog, or VHDL.

This FXP figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022

The purpose of this app is to prevent unknown signals from getting into critical parts of the
system. VC Formal determines what is critical by generating injection and observation points. A
user is able to customize this and pinpoint the area/s, but for the tutorial, we will only use the
default points. This will result in FPX checking all the following types of ‘X’ values to generate:
(see Table 1.1 in the Appendix for more details).

Since we will be looking at everything, there will be some designs that have a number of ‘X’ that
won’t necessarily be a major issue; we are not just looking at the critical parts of the system.
Nonetheless, if your design fails certain FPX checks, it means it is vulnerable and most times the
fundamental design is to blame.



1.2 Design Files

In the Design folder, you’ll put in the SystemVerilog design file. The TCL file will be put in the
Run folder. We suggest you name your folders with lowercase letters, as VC Formal is case-
sensitive.

Places v %X |[J| |«||@ ahliah || FXP_Example W Places v %X |[# | «||E9 ahliah || FXP_Example ‘ @
Computer e Computer o
& ahliah i & ahliah -
& Desktop ClA.svV (& Desktop run.tel
J File System (] File System
& Documents & Documents

Figure 1.2.1. Showing the SystemVerilog and TCL files in the correct folder locations.

CLA.sv

n = v A X
Ope e ~/FXP_Example/design Save | =

// Synopsys VCFormal FXP App Example
// Portland State University CLA Example

module| CLA |#(parameter nBITS = 4) (
output logic [nBITS-1:0] sum,
output logic co,
input [nBITS-1:0] ain, bin,
input cin

logic [nBITS-1:0] P, G;
logic [nBITS: 0] C;

always_comb begin

P = ain * bin;

G = ain & bin;

C[®] = cin;

for (int i=0; i < nBITS; i++) begin
C[i+1] = G6[i] | (P[i] & C[i]);

end

sum = P ~ C[nBITS-1:0];

co = 'X;

end
endmodule

Figure 1.2.2. Example of the design we are using in this tutorial.

In order for VC Formal to map your design, you need to acknowledge and keep note of your
exact module name, as highlighted in Figure 1.2.2 above. This will come in handy when you
create your TCL file. To make things simple, we suggest naming your design file after its
corresponding module name (more on this in the TCL File section below).



1.3 TCL File

Next, we will set up the TCL file. Below is the TCL file (Figure 1.3.1), which you can use as a
template for your functional checks on VC Formal.

run.tcl

|Open - ~/FXP_Example/run

Save =\ )a(x

trains.sv % run.tcl b4
# Portland State University VC Formal Team FXP App Tutorial

set fml appmode FXP} 1

# Run -fxp all analysis on module "CLA" in the_file /design/CLA.sv
read file -top-format sverilogf-sval-vcs|{ ../design/CLA.sv}] 4
3

# Automatically Show the rootcause of falsified properties
set fml var fxp compute rootcause auto true

# Creating clock and reset signals
create clock clk -period 100
create reset resetn -sense low

#Running a reset simulation
sim run -stable
sim save reset

# Run_the Formal X-progagation Analysis
fxp generate| S

# Automatically Show the rootcause of falsified properties
et fml var fxp compute rootcause auto true

Figure 1.3.1. Annotated TCL template file.

(1) Instruction that sets the appmode to FXP in VC Formal.
(2) Name of the main module as established in the Design file.
(3) SystemVerilog assertions (or conditions - automatic for FXP app)
(4) Design file location so VC Formal knows where to find the file.
(5) Generates default points for FXP checking.
(6) This will help identify where a failed FPX check came from.

As mentioned before, VC Formal is case AND character sensitive, and in order for it to map
your designs, you will need to use the same module name in the TCL script (2) and the module
name in the design file. For example, we can see that our module name in the TCL script is the
same as the module name in the design file in Figure 1.2.2.

The file name (CLA.sv) can be named however you want.



2. Application Setup
There are multiple ways to invoke the VC Formal GUI and load the TCL script.

In this tutorial, we will show two methods for doing so. When using either method, it is
important that you open the terminal within the appropriate “Run” folder associated with the
FXP app.

e |nvoke VC Formal GUI, then manually load the TCL script in the application:

Svcf -gui

OR

o |nvoke VC Formal GUI and TCL script in one command:

Svcf -f run.tcl -gui or Svcf -f run.tcl -verdi
“run.tcl” is the name of the TCL file we are using. If your file name differs from this, you

will need to change it accordingly in this command.

The “-gui” switch opens VC Formal in the GUI, and it’s equivalent to the switch “-verdi”.

We will go through both of these methods in the following sections.



2.1 Invoking VC Formal GUI

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -gui
| <||@ ahliah || FXP_Example ;Irun’ Mate Terminal Sl e
File Edit View Search Terminal Help
£ Poi = =
-4.2% vef -guif -
set_ 5
run.tcl . Create Folder
|y Create Document >

Figure 2.1.1. Invoking VC Formal in the terminal.

Note: You may have to wait a few seconds for the program to start up.

You should then see the VC Formal GUI as shown in Figure 2.1.2 below. You can toggle between
showing “Targets”, “Constraints”, or both “Targets” and “Constraints” window by clicking the
blue box icon in the upper right-hand of the application (1).

EN==]

It may look like any of these three icons:

<Verdi:nTraceMain:1> v) (a)ilx
File View Onelace Tools Window Help pel

M 5 S - -4 L1 ACIDEtEE S o o -8 [ 1) s @ Appmade:Frv ~|

VCrBsklist @ & - O | VCRGoallist 28 _no
Task List =i =T

. “;mg’:sﬁ — ] Time Max Cycle (] I Rl A i S

Targets ?

Constraints: ALL

(Y]

Insta. Declaral..l/CFTa;‘»(L *Srcl| VCF:Goallist

0]

VC Formal Console =
Search: - (o K8 (@] - Line: |2 [5]@ %
—
1 vc static =
2 version R-2020.12-5P2-7 for linux64 - Apr 03, 2022
3 copyright (c) 2010 - 2022 Synopsys, Inc.
4 This software and the associated documentation are proprietary to Synopsys,
5 1Inc. This software may only be used in accordance with the terms and conditions |
6 of a written license agreement with Synopsys, Inc. All other use, reproduction,
7 or distribution of this software is strictly prohibited.
8 +(ESML_WARNING-3): Wed Jan 25 12:53:17 2023: High network latency to these hosts: ldap (3000 ms) f
v

| vef> -

> m

@ Message |VC FormalConsole
£ & KA
Ol A O e

Figure 2.1.2. VC Formal GUI introductory screen. (This screenshot was taken from the VC Formal
GUI)




Then load a TCL script by clicking on the (- icon (2) as shown in Figure 2.1.2.

Next, select the “run.tcl” file we have in the “run” folder:

Open TCL Project File X
Lookin: [ /u/ahliah/FXP_Example/run :] G © Of:(=]
FEIC 5 -certiudeGU
| =M .. B vest_tdb
# 9 .certitudeGUI ™ verdilog
4 8 vest_ndb
# 9 veddilog
File Name:  run.tcl Fiter: | *.prj;*.tcl j
| QEES | ‘ Cancel I

Figure 2.1.3. Selecting TCL file.



2.2 Invoking VC Formal Along with TCL File

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -f run.tcl -gui

| <||E ahliah || FXP_Example I!rqn!

£ Poi

set_°

run.tcl £ Create Folder
[} Create Document >

Figure 2.2.1. Opening terminal in the “run” folder.

File Edit View Search Terminal Help
[ghonim@localhost run]$ vcf -T run.tcl -gui

Figure 2.2.2. Invoking VC Formal and TCL script in the terminal.

And that’s it!
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3. Application Usage

After successfully invoking VC Formal GUI and loading the TCL script in the above methods, your
screen should have contents in the “VCF:GoalList” tab and look something like this:

<Verdi-Apex:nTraceMain:1> CLA CLA (../design/CLA.sv) 286 ;I

gnal

View Source OneTrace Tools Window Help R S
WE-L 80 8L BlesylC00%% @
B 7 & ) %0 @ Appmode: [Fxp :]

VCF.GoalList 28 _ 0
i (][] rine (13| macyae |1 || <o e | PO @A B @ @ 4| )l 8]
Name Progress — Targets: ALL
‘ | status | depth | name | engine | location |  rootcause type |  rootcause signal | elapg
(1 _fxp_1_out co_0 ...SIgN/CLA sv: 27 rot_computed
I’—z' _fxp_1 out sum_1 ...sign/CLA sv: 26 rot_computed
I 2 p
= = || [ Total Properties: 2 - passed|O] - failed[0] - disabled|0] ; Constraints Enabled: 3@
Insta... Declarat .. ICF:TaskL,.I @ *Scl:ClAsv VCF:GoaILIstl
Message E D‘;I -

Eenerall Strnpiiel One]'mcelgearchl ]nten:onneclionl
Load the design from /u/ahliah/FEP_Example/run/vcst_rtdb/ internal/design/simv. daidir specified with the -simBin option
Total 0 erroc(s), 0 warning(s)
Hprop attribute sets to tmerge for whole design.
Smart-load i1s enabled, complete KDE will be loaded on demand

|‘|@ 0

4

;elected: 7 N Eﬂvig% ,f,:—:

Figure 3.1. Screen after loading TCL script. (This screenshot was taken from the VC Formal GUI)

You should see all of your outputs listed here. Now, go ahead and run the verification analysis

by clicking on the play [EI icon in the upper left corner of the “VCF:GoallList” tab.
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3.1 Detecting Errors

<Verdi-Apex:nTraceMain:1> CLA CLA (../design/CLA.sv) Y) (o) Kx
View Source OneTrace Tools Window Help P

Mo-- 86 28 - DU+ 20000 L 8 M 676 0 ® @ A o

VCRrBskiist £ & _ 0O

Task tise (][] Time 12+ | Maxcyde [-1 <enter name Maten V.. | [ [B] | B Al @ v @ X @ 4 | (@] L] (8] [][e)
| Name Progress Targets: ALL
| staws | depth | name | engine | location |  rootcause type | rootcause signal | elapg
HE X 0 _fxp_1 out co 0 b2 ...5ign/CLA.5v: 27 x_assignment < 00
| _2 v _fxp_1 out sum_1 b2 ...sign/CLA.sv: 26 not_computed 00
‘ ol [ >
C ALL
| “ name | vacuity | witness l expression | type | class A
1 ..._1 oba CLA O ..TX_OBA({CLA) injectx_oba xprop
! - .
l —£ .._undef CLA 1 -._UNDEF(CLA ) injectx_undef Xprop r—
j ...xassign CLA 2 ..ASSIGN( CLA ) injectx_xassign xprop
I Y | Total Properties: 2 - passed{1] - failed[1] - disabled|0] ; Constraints Enabled: 3 ; Min depth: 0 ; Max depth: O ; Run Time: 0:00:07 D)
| P -
! 3| =
Insta...|Declarat.. |ICF:‘I&skL.| @ *SrelClAsv l VCF:GoalList
VC Formal Console 5.0

Rule View Tools Window

[®] - Line: |81 @ X
{ utitity Tool B 2]

81 Each runtime license supports 12 workers. w;

82 [Info] LIC RT CHECKOUT: VC Formal run time license checkout. Base:1 FxP:l.

83 [Info] TW_INFO_MSG: Starting rewrite (rwl_ 1) command at 2023-02-09::22:43:26.

84 [Info] BITLEVEL MODEL STATS: Generated model with 3 gates, 2 inputs, 0 registers, 0 initial constraints, 0 constraints.
85 [Info] TW_INFO MSG: Proof rwl 1 gates : 3 inputs : 2 reg : 0 initConst : 0 invarconst : 0 .

86 [Info] TW_INFO MSG: Finished rewrite (rwl 1) command in 2 seconds.

87| [Info] ROOTCAUSE READY: The root cause of the property fxp 1 out co 0 is ready

88 [Info] ROOTCAUSE REMAIN: There are 0 properties to be computed for thelr root cause

v
| veficheck 1v{0][00:00:07)) ~ | O
@ Message |vc Formal Console
Selected: OBl AR N e

Figure 3.1.1. Screen after running TCL script and the status given = X. (This screenshot was
taken from the VC Formal GUI)

In Figure 3.1.1 above, we see one icon for not computed. The sign here means that the
“sum” variable on line 26 was not computed and therefore passed FXP checking.

We also see one EI icon for x_assignment. The EI sign here means that the “co” variable on
line 27 was assigned the value “x”.

On the left under “Task List”, we can see that VC Formal was given one task by the FXP app. You
can hover over the numbers under Result to see the results in detail. You may need to alter the
tab size by dragging the side panels or scrolling to the left:
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Runtime(HH:MM:S55)
Total:12H; Run Time:0:00:10
Goals
Found:2
Passed:1 (50.0%)
Proven:1
Covered:0
Failed:1 {50.0%)
Falsified:1
Uncoverable:0
Checking:0
|| Inconclusive:0

Not Run:0
; Disabled:0

T Constraints
Instance | Declaration @ % round:3

— Disabled:0

LY Tl - NPty B sl s .

Figure 3.1.2. Results of the analyzed script. (This screenshot was taken from the VC Formal GUI)
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3.2 Source Tracing
Source tracing is a great way to determine where exactly our errors lie and to get a deeper look

into what the issue is. To start, go ahead and double-click on a E' icon.

We are going to double-click on the first EI (row 1) from Figure 3.1.1. You should then see a
generated waveform as shown below:

& & r 200

| I I
& Message (VC FormaIConsoleI *<nWave:3> trace_O.xml.replay fsdb.vf X 1

Figure 3.2.1. Examining the failed FXP check in our design. (This screenshot was taken from the
VC Formal GUI)

On the left in Figure 3.2.1 above, we see “Root-Cause -> co” signal in green text. Right-click on it
the red signal associated with it.

—ASSIGNCCLY Analog Waveform 3 X0Lon
Constraif Digital Waveform Eh: O ; Run Time: 0:00:10 |G
1 Invert Waveform |
| Temporal Flow View L= =
frrepayrant, J oy N , 250
Show Fan-in Registers >
c = ? Tl [
X1ns g Show Fan-in Signals » 3 Gote: " "hd VU] > - apl
Show Clock (Damain) mM' 'D.

Trace This Value Ceri+T

Trace Tiggering Path
Add to Spreadsheet

Marker

80 T Py S 0 S e W s L0 e WO O S L O R s o 200

Figure 3.2.2. Pop-up from right-clicking on a signal. (This screenshot was taken from the VC
Formal GUI)
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As shown in Figure 3.2.2 above, this is the general method of source tracing:

Right-click the signal = Show OnceTrace Signals = Trace X

By tracing the source, we are essentially backtracking the “X” signal to its origin.

File View Tace Tools Window

Q) &[] - & s : ins (Qj [L} Trace Method: Transition-based

:./ Message ;VC Fon’nalConso\er *<nWave:3> uarcejq.xml.replayrsdb.vf X I <tFlowView.4> X
Figure 3.2.3. Generated temporal view for schematic. (This screenshot was taken from the VC
Formal GUI)

Source tracing will also bring up a generated temporal view for the schematic of your design.
This gives another visual for you to understand how the unknown signal is traveling within your
design.

Due to our example driver being a constant, we are shown that the signal is not expandable at
time O (Figure 3.2.3). For a better understanding of this temporal view tool, take a look at
another example showcasing two latches below:

LSitlewVien4>Tmporal Flan Niew
File View Trace Tools Window

W 0 & a x 1ns Clock: |#| Clock D L‘ Trace Method: Transition-based
~ : J L4

@ Message |VC FormalConsole| *<nWave:3> trace_0.xml.replayfsdb.vf X ] <tFlowView:4> X s
Figure 3.2.4. Generated temporal view for a different schematic. (This screenshot was taken
from the VC Formal GUI)
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3.3 Resolving Errors

To see the code/design where this fault is resulting, you can double-click on the red signal:

<Verdi-Apex:nTraceMain:1> CLA CLA (../design/CLA.sv) - /u/.../trace_O.xml.replay.fsdb.vf vl () (x
'Vgew Source OneTrace Tools Window Help R -@
ol || 3 - Bl & B[ W I
mME-L @O 28 B-d€E»0Q300%L% @ B
B 7 ® séo @ Avpmode: i@ ~| [ [ 8y (F]v[<«][»]/0 x1ns &J
Instance 28 _ 0 [Bs u/ahliak & 27 [l = 2 s 2]
=1 - ATt
ubins =
Hierarchy ]
S0l CLA
H 23 for (int 1=0; 1 < nBITS; 1++) begin
= unnameds$_0 § L1 NF:Please specify array index
24 C[i+1] = 6[1] | (P[i] & C[1]); Tl
% [NFPE % AF % [NF' X NF:Please specify array index
25 end
26! sum = P * C[nBITS-1:0];
X X *
a 27 B-x
28 end
29 )
] ] |
Insta...| Declarati ‘ICFTa;kL,‘ *Srcl:CLA sv| VCF:GoallList
*<nWave:3> /u/ahliah/FXP_Example/run/vcst_rntdb/. intemal/formal/fpld0/trace O.xmlreplayfsdb.vf h Q < ED e m e
File Signal View Waveform Tools Window
&an XD 0 & o v 0 x1ns - (@] (@] [?) - 8y: T+ (¢ (&) - cote: »: (v - ) »: B

- —d e 5 p
{ ] I35
@ Message | VC FormaIConsolel *<nWave:3> trace O.xmlreplay.fsdb.vi X | <tFlowView4> X | ]

Trace isloaded “m [~ & s :

Figure 3.3.1. Identified errors within the Design file. (This screenshot was taken from the VC
Formal GUI)

We are then taken to the part of the code that is causing this fault (line 27), with the signal
highlighted in red. We have traced X to be from the operation performed on line 27. If we go
back and look at the “rootcause_type” and “rootcause_signal” columns in the “VCF:GoalList”
tab for this signal, we can determine the issue is caused by “co” being assigned “x”.
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<Verdi-Apex:nTraceMain:1> CLA CLA (../design/CLA.sv) y) (o) (x
View Source OneTace Tools Window Help p Strina/S &

B8O 28 5L BD¢2O0C00L% 8 MBI 0 ® @ Ao o

VCFRskiist £ & - O

e (][] e (120 | Mancyde |1 ||| <t remevacn | (B B0 B @ @ | (5] ] 90 )
| Name Progress | m— e T
_ | status | depth | name | engine | location rootcause type | rootcause signal elapd
1 x 0 _fxp_1 out co 0 b2 ...5ign/CLA.sv: 27 x_assignment < 00
; v _fxp_1 out sum_1 b2 ...sign/CLA.sv: 26 rot_computed 00
I >
C ALL
name ] vacuity ] witness I expression ] type I class
1 ..._.1 oba CLA O ..TX_OBA(CLA ) injectx_oba Xprop
(3 ..._undef CLA 1 | | ~_UNDEF(CLA)| injectx_undef | Xprop -
—3 ..xassign CLA 2 | ...ASSIGN( CLA )  injectx_xassign xprop R
E— s || Y] Total Properties: 2 - passedi1] - failed( 11 - disabled[0] ; Constraints Enabled: 3 : Min depth: 0 ; Max depth: 0 ; Run Time: 0:00:07

insta...Declarat.. | /CFTaskL.| @ *Srl-ClAsv | vercoaiList

VC Formal Console < é‘.‘l
Rule View Tools Window

@ Blex

81 Each runtime license supports 12 workers. Utilky Tool Bar
82 [Info] LIC RT CHECKOUT: VC Formal run time license checkout. Base:1 Fxp:1l.

83‘ [Info] TW_INFO_MSG: Starting rewrite (rwl_l) command at 2023-02-09::22:43:26.

84 [Info] BITLEVEL MODEL STATS: Generated model with 3 gates, 2 inputs, 0 registers, 0 initial constraints, 0 constraints.

85 [Info] TW_INFO MSG: Proof rwl 1 gates : 3 inputs : 2 reg : 0 initConst : 0 invarconst : 0 .

86| [Info] TW_INFO_MSG: Finished rewrite (rwl_l) command in 2 seconds.

87 [Info] ROOTCAUSE READY: The root cause of the property fxp 1 out co 0 is ready

88 [Info] ROOTCAUSE REMAIN: There are 0 properties to be computed for their root cause —]
| .

| vef(check 1v10)100:00:07)) - | O

@ Message |vc fonnalconsclel

Selected:

- 0

» Dk L]
Figure 3.3.2. Under “rootcause_type” and “rootcause_signal” columns. (This screenshot was
taken from the VC Formal GUI)

To fix this issue, we need to go alter our design file and make the following changes:

File Edit Tools Window
BEH " xR
22 c[0] = ecin;
23 for (int 1=0; 1 ¢ nBITS; i++) begin
24 C[1+1] = G[1] | (P[1] & C[1i]);
25 end
26 sum = P * C[nBITS-1:0];
27 co = i
28 end
29
30] endmodule
31
I /*

Figure 3.3.3. Altered design file to fix the error on line 27 (compare with Figure 1.2.2).(This
screenshot was taken from the VC Formal GUI)
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<Verdi-Apex:nTraceMain:1> train_Contj
File View Source Onelrace Tools Window Help

Mo~ @ ®“2E - 30
8 2 @ () seQ 9 Aajsdn Source ﬂle[E]Q t

VCRBskist J 4;3 et
Task List | 13J
1

Name Progress : o N Q |

Figure 3.3.4. To make changes to the design file in VC Formal, click on “Edit Source File”. Don’t
forget to save your changes! (This screenshot was taken from the VC Formal GUI)

Next, to complete our changes, follow the steps below to restart VC Formal.
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3.4 Restarting VC Formal

We can restart VC Formal by clicking on |£] If you invoked VC Formal along with the TCL script
in the one-line command, then VC Formal will automatically load the same TCL file again. If you
invoked VC Formal without the TCL script, then you will have to manually load the script again.

Fle View Source Onelrace Tools Window Help
mo-L & & 23 Bles 0
B 7 @s@ @ Apomode: seq ~|-(3 [ sy [§]~
instance [ Restart VST [t +AIL+V]| 25 _ 0
Figure 3.4.1. Location of the restart button in VC Formal window. (This screenshot was taken
from the VC Formal GUI)

After the application and TCL file is loaded, click the green play button and we should see no
errors.

VCERskist 4 & - O

| [s] Time 12 | Maxcycle [ | [ | <ner name matcn v _'j[ﬂ] =) | Brady @X 3 a @kl

Task Ust ‘} o =

Name Progress | | Targets: ALL .
_‘ | status | deptnh | name | engine | kcatbn | rootcause type | rootcause signsl | elaps
1 v _txp_1 out co 0 2 . SIgNVCLA sv. 27 rot_computed 00
2 v P 1 out_sum 1 o2 sign/CLA sv. 26 rot_computed 00
Ei i =

Figure 3.4.2. Results after fixing errors and restarting VC Formal and reloading TCL script. (This
screenshot was taken from the VC Formal GUI)
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Appendix

Name Description Type Default
abs Abstractions Inject x; Observe x Yes
bbin Black box inputs Observe x Yes

bbout Black box outputs Inject x No

in Primary inputs Inject x No
oba Array bound violations Inject x Yes
out Primary outputs Observe x Yes
snip Snips as inputs Inject x Yes
snip_drv Snips for observations Observe x Yes
undef Undefined behavior Inject x Yes
undriven Undriven nets Inject x Yes
uninit Uninitialized registers Inject x Yes
xassign Explicit X-assignments Inject x Yes
unresin Unresolved module inputs Observe x Yes
unresout Unresolved module outputs Inject x No

Table 1. FXP Property Types and default options.
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Disclaimer:

The contents of this document are confidential, privileged, and only for the information
of the intended recipient and may not be published or redistributed.

The design example in this tutorial is not supplied. You need to use your own files to follow the
tutorial steps and instructions
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1. Introduction

VC Formal uses TCL (Tool Command Language) scripts to tell it what to do. The script can define
the app within VCFormal that we want to use, the files we are working on, how we are mapping
them, the clock cycles, and more. Instead of diving into the details of TCL scripts, we will use
templates. One would then simply need to modify those templates to interact with VC Formal
as needed in their project.

To begin, you need to set up the VNCserver as shown in the previous tutorials and open the
Linux GUI. For better practices and to keep everything organized, we create a main folder for
the design we want to analyze, and in this case, | called mine “CC_Example”. Don’t use spaces
when naming the files and folders.

Inside that folder, we create two folders: one is Design, where you put the actual Verilog or
SystemVerilog designs we want to analyze, and the other is Run, where we put the TCL that will
run the VCFormal CC analysis for us.

< ¢ @ Home
© Recent S ————

: Places v X |[A |«|Eayk3 [ cc_Examplel
D Documents 7 S
PR Deskiop Documents Downloads FormalMo Computer o T
(et New Eolder ShiftsCteN @ ayk3 \ J u
 Pctres _ (&) Desktop design run
S Teciing P—— I File System
© CentOs7 - Term =

(@) Documents

Figure 1. Creating folders to organize design and TCL files.



1.1 About and Usage of CC

The CC app in VC Formal is used as a connectivity

verification tool to prove conditional wiring. CC app is a Connectivity Checking
Verify IP/SoC Connections

powerful debugging tool that includes automatic root-
cause analysis of unconnected connectivity checks which
saves significant debug time. It expedites SoC connectivity
verification at the top level along with the connection
between IP blocks.

The CC application takes the design (RTL) and the
connection specifications as inputs, and verifies if the
connection specifications are good or not. CC app is used
to verify the correctness of a design's connectivity by analyzing the circuit's logic and ensuring
that signals are properly connected between modules.

This CC figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022



1.2 Design Files

In the Design folder, you’ll put in the SystemVerilog design file. The TCL file will be put in the
Run folder. We suggest you name your folders with lowercase letters, as VC Formal is case-
sensitive.

Places v X El pdmytro || CC_Example Hdesign] (%o Back ¥ Foward v & @ (& g =/ 100
Computer Y Places v X E| | pdmytro || CC_Example |@
pdmytro Computer N
Desktop cctest.y pdmytro E-‘
| File System Desktop run.tcl
Documents [ File System
Downloads Documents

Figure 1.2.1. Showing the SystemVerilog and TCL files in the correct folder locations.

design v
File Edit View Go Bookmarks Help

(¢oBack v Foward v & @ (& g |=) 100% ||| lcon View = Q

Plac = — — W v |
- cctest.v
C R u ~[CC_Formal/design
module chip top ( -
output ibe, |
output din,
output obe,
output dout,
output ds,
output sr,
output se,
output pe,
output pd,
input [3:0] test in,
input [3:0] moda_in,
s input [3:0] medb_in, \J
input [3:0] gpio_in,
input [5:0] test ctl in,
input [6:0] port ctl in
);
wire [3:0] test;
wire [3:0] moda ;
wire [3:0] modab;
wire [3:0] modb ;
wire [3:0] gpio;
wire [3:0] modbg;
wire [6:0] port ctl;
wire [5:0] test ctl;

Figure 1.2.2. Example of the design we are using in this tutorial.

In order for VC Formal to map your design, you need to acknowledge and keep note of your
exact module name, as highlighted in Figure 1.2.2 above. This will come in handy when you
create your TCL file. To make things simple, we suggest naming your design file after its
corresponding module name (more on this in the TCL File section below).



1.3 TCL File

Next, we will set up the TCL file. Below is the TCL file (Figure 1.3.1), which you can use as a
template for your functional checks on VC Formal.

run v A x E
e

File Edit View Go Bookmarks Help

<o Back v orwar & & B o) 100% (o) Icon View : I

Places v X @J | <||& pdmytro || CC_Example J@ 3
Computer = *run.tcl = ||
_ ‘Openv | i_‘_‘ ~/CC_Example/run \ S =
& pdmytro
[ Desktop

(] File System Jset fml appmode cC 1 |
(g Documents [S€t Ge51gn Chip top ;|
& Downloads 14 compile the design

& Music read file -top $design -format veriloq‘-vcs {../design/cctest.v 3
l+define+RTL BUG FIX}

Pictures

Figure 1.3.1. Annotated TCL template file.

(1) Instruction that sets the appmode to CC in VC Formal.
(2) Name of the main module as established in the Design file.
(3) The property type identifier switch name for desired CC analysis.

As mentioned before, VC Formal is case sensitive, and in order for it to map your designs, you
will need to use the same module name in the TCL script (2) and the module name in the design
file. For example, we can see that our module name in the TCL script is the same as the module
name in the design file in Figure 1.2.2.

The file name (train_Controller.sv) can be named however you want.



2. Application Setup

There are multiple ways to invoke the VC Formal GUI and load the TCL script.

In this tutorial, we will show two methods for doing so. When using either method, it is
important that you open the terminal within the appropriate “Run” folder associated with the
CC app.

e |nvoke VC Formal GUI, then manually load the TCL script in the application:

Svcf -gui

OR

o |nvoke VC Formal GUI and TCL script in one command:

Svcf -f run.tcl -gui or Svcf -f run.tcl -verdi
“run.tcl” is the name of the TCL file we are using. If your file name differs from this, you

will need to change it accordingly in this command.

The “-gui” switch opens VC Formal in the GUI, and it’s equivalent to the switch “-verdi”.

We will go through both of these methods in the following sections.



2.1 Invoking VC Formal GUI

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -gui
s Mate Ter
m - 100 :jQ
Ea— o /. 'File Edit View Search Terminal Help
' <D hash-4.2% vcf -guil

Figure 2.1.1. Invoking VC Formal in the terminal.

Note: You may have to wait a few seconds for the program to start up.

You should then see the VC Formal GUI as shown in Figure 6 below. You can toggle between
showing “Targets”, “Constraints”, or both “Targets” and “Constraints” window by clicking the
blue box icon in the upper right-hand of the application (1).

(=R (=] =]

It may look like any of these three icons:



<Verdi-Apex:nTraceMain:1> v [~ (x

File View Onelrace Tools Window Help Rl String/Signal '&
AR-L- A Bie»0ED00 %% A Bl H FefolC X ) |
VCEBsklist  # & - O | VCFGoalist £&5 -0

e sl B Time Max Cycle “ ||A"inim|E|

Progress Rest Target

Welcome to VC Formal.

You can use Setup Wizard to create a new environment. &
QOr you can load a Tcl File. &

=

Insta... Declarat.. | /CFTaskL.| | *5rc1] VCF-GoalList |

VE Formal Console 25 -0
Rule View Tools Window ‘Ql String/Signal
@ Line: | 8 .I|@| b 4
8 communicate with Synopsys servers for the purpose of providing software =
] updates, detecting software piracy and verifying that customers are using
10 Licensed Products in conformity with the applicable License Key for such
11 Licensed Products. Synopsys will use information gathered in connection with
12 this process to deliver software updates and pursue software pirates and Il
13 infringers.
14 Inclusivity & Diversity - Visit SolvNetPlus to read the "Synopsys Statement on
15 Inclusivity and Diversity" (Refer to article 000036313 at
16 https://solvnetplus.synopsys .com)

wef> = D A
@ Message VCFurmaICunsn\E|

Figure 2.1.2. VV/C Formal GUI introductory screen. (This screenshot was taken from the VC Formal
GUI)

Then load a TCL script by clicking on the ﬁ icon (2) as shown in Figure 2.1.2.
Next, select the “run.tcl” file we have in the “run” folder:

Open TCL Project File %

Look in: |E Jufpdmytro/CC_Examplefrun LI Q l:) 0@

EEIE | |5 cetrueoy
- o . P9 vcst_rtdb
- .certitudeGU P9 vcst rtdb.bak
[#- [ west_redb 9 verdiLog
B9 vest_tab bak
#- [ verdiLog
File Name: | runtcl Filker: | *_prj;*.tcl vl

[ Open ][ Cancel l

Figure 2.1.3. Selecting TCL file.



2.2 Invoking VC Formal Along with TCL File:
To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -f run.tcl -gui

€ run

Computer

Figure 2.2.1. Opening terminal in the ‘run’ folder.

Mate Terminal w) a) (X

File Edit View Search Terminal Help
bash-4.2% vcf -f run.tcl -verdi

Figure 2.2.2. Invoking VC Formal and TCL script in the terminal.

And that’s it!
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3. Application Usage

After successfully invoking VC Formal GUI and loading the TCL script in the above methods, your
screen should have contents in the “VCF:GoalList” tab and look something like this:

<Verdi-Apex:nTraceMain:1> chip_top chip_top (../design/cctest.v) x) (») (x
File View Source Onelrace Tools Window Help 2‘ String/Signal | '@
M- 20 5 BRe*OC00 LT @ MBI U@ <
VCFBsklst o § - O || VCFGoallist £ _ 0O
Task List E Time |12H | Max cycie |1 [ | <Enter name Match v... ¥ D I AlFMy WX M 42 I @ @

_—
Name Progress Targets: ALL

Constraints: ALL

|-,| - Total Properties: 0 - passed[0] - failed[Q] - disabled[0] ; Constraints Enabled: 0
insta...|Declarat.. | /CFTaskL. || @ *Srclicctestw | VCF.Goalesl|

Rule View Tools Window

Line: | 72 |@‘ x

72| "load cc -format csv cctest.csv"
73| (file "run.tcl" line 26)

74| -- End Extended Error Info -
=

> - D -
] Message |VC FormalConsDIe|
m B 23

Figure 3.1. Screen after loading TCL script. (This screenshot was taken from the VC Formal GUI)

-

Now, go ahead and run the verification analysis by clicking on the play EI icon in the upper left
corner of the “VCF:GoallList” tab.
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3.1 Detecting Errors

<Verdi-Apex:nTraceMain:1> chip_top chip_top (../design/cctest.v) - /u/.../trace_21.xml.replay.fsdb ¥) (a) (x
File View Source OneTrace Tools Window Help R|St|‘u*g;‘5ig|‘a\ '@

@ D - 2QRAGE-BlesDECOO0ELS B 7 ® s @ avwmodelcc ~|
vermsiist 2 1 - O RO

Task List IE‘ Time |12H Max Cycle | -1 | < Enter name Match V... = Iil All v x & @ IE‘
: Name Progress Targets: ALL
S occ ] status name vacuity SOUrce_expr enable_expr | destination_expr| structural | path_delay | en
l from_gpio chip_top.gpio_in | ...opport ct[6]) | ...chip_top.dout} 0
% from_moda @0 ...p_top.moda in| ...opport ctl[6]) | ...chip_top.dout} YES 1]
E »® from_modb @0 ...p_top.modb_in| ...opport ctl€]) | ...chip_top.dout} YES 0
‘ x from_modb3 @0 ..op.modb_in[3] | ...opport ct[E]} | chip_top.ibe YES 0
H x from_port_ctl @0 ...p.port_ctl[4:0] | ...top.test ctl[5] | ...e.chip_top.pd} YES 0
E " from_test @0 chip_top.test_in | ...top.test_cti[5] | ...chip_top.dout} YES 0 |
= I =
|.\| | = Total Properties: 11 - passed[ 1] - failed[10] - disabled[0] ; Constraints Enabled: 0; Min depth: 0 ; Max depth: 0 ; Run Time: 0:00:12
Insta.. [Declarat .| /CFTaskL..| | @ *Srclicctesty | veFGoalist
VC Formal Console £ _ 0O

Rule View Tools Window

Line: [ 126 IQ\ *®

126 [ 10] falsified (depth=0) (nen_vacucus) - from port ctl
1271

128 | #view_schematic -cc_prop from port_ctl

129 | [Info] Preparing FSDB...

130|[Info] FSDB Generation Done

131|[Info] Preparing Schematic View...

132|[Info] FSDB Loading...

133|[Info] Schematic Generation Done

134 | [Info] Schematic Generation Done

[

vcf= ~ D hd
@ Message |VE Forma\console|

Selected: (1) from_port_ctl @ [ AR e
Figure 3.1.1. Screen after running TCL script and the status given = X. (This screenshot was
taken from the VC Formal GUI)

In Figure 3.1.1 above, we see one icon, this shows that the connection on that line has been
proven and passes.

We also see ten E' icons; indicating that the connection on these lines cannot be proven. The

E' mean that the application is detecting an error in the connection from the source to the
destination.

On the left under “Task List”, we can see that VC Formal was given one task by the CC app. You
can hover over the numbers under “Result” to see the results in detail. You may need to alter
the tab size by dragging the side panels or scrolling to the left:
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<Verdi-A
File View Source Onelrace Tools Window He

%!'EE’EEi‘i_:'TG

VCF.GoalList
[E] Time |12—H

|  status |

Runtime(HH:MM:SS)
Total:12H; Run Time:0:00:15
Goals
Found:11
Passed:2 (18.2%)
Proven:2
Failed:9 (81.8%)
Falsified:9
Vacuous:0
Checking:0
Inconclusive:0
Not Run:0
Disabled:0
Constraints
Found:0
Disabled:0

VC Formal Console
Figure 3.1.2. Results of the analyzed script. (This screenshot was taken from the VC Formal GUI)
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3.2 Debugging Failures
Source tracing is a great way to determine where exactly our errors lie and to get a deeper look

into what the issue is. To start, go ahead and double-click on an E' icon.

We are going to right-click on the fifth EI (line 5) from Figure 3.1.1. Select New Schematic
Path.

| — =

Total Properties: 11 - passed[1] - I] “

Insta ‘[)Eclaral |IEFTESkL

@ *Srclicctestv I VCF:GoalList a0l

Property Complexity Report
Property Progress Report

<Verdi-Apex:nTraceMain:1> chip_top chip_top (../design/cctest.v) - /u/.../trace_21.xml.replay.fsdb >) (a) (X
File View Source Onelrace Tools Window Help JE-Y
MD-L-E:0:JA:E- B« 0000%5% -0 07 @ [ s @ aspmose:cc |
VCRBskist &g - O s
[ E— E Time [12H | Maxcycle |-1 | <Enter name Match v~ @ Al MXE 5 @ E
Name Progress Targets: ALL
| staws | name | vacuity | source_expr | enable_expr | destination_expr| structural | path_delay | en
X from_gpio w0 chip_top.gpio_in | ...op.port_ctl[6]} | ...chip_top.dout}  YES 0
2 x from_moda wo ..p_top.moda_in| ...op.port_cti[6]} | ...chip_top.dout}|  YES 0
x from_modb w0 .p_top.modb_in| ._.op.port ct6]) | ...chip_top.dout}  YES 0
x from_modb3 @0 ...op.modb_in[3]  ...op.port cti[6]) chip_top.ibe YES 1]
...top.test_cti[5] | ...e.chip_top.pd} YES “
v from_test [ View Tace... 4 it_in | ...top.test_ct[5] | ..chip_top.dout}  YES 0
=Ko New Schematic Path E l
3 s I =
~ Sho'% Source For Signals »

bled: 0 ; Min depth: 0 Max depth: 0 ; Run Time: 0:00:12

Check Selected Properties

25 _o

Clear Selected Properties
Clear All Filters
Update Property Table

Delete Selected Properties
Enable/Disable... 3
Modify selected Property(s) P

VC Formal Console &

Rule View Tools Window ~
~

® : Line: 126 .| | €

Q S E

126 [ 10] falsified (depth=0) (non_vact

127 |1

128 | #view_schematic -cc_prop from port_ctl Q@

129 | [Info] Preparing FSDB... @

130| [Info] FSDB Generation Done N

131| [Info] Preparing Schematic View...

Show Property Source

132 | [Info] FSDB Loading...
133| [Info] Schematic Generation Done
134 [Info] Schematic Generation Done

Save Contents. ..
Copy Name
Copy Cell Content

IR

vef> ~
@ Message |vC Furmal[uns:le|
Selected:

Selected: (1) from_port_ctl  ‘p B £ i 52

Figure 3.2.1. Examining the failed connectivity check in our design. (This screenshot was taken
from the VC Formal GUI)
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You should then see a generated schematic as shown below from Figure 3.2.1:

=<Verdi:Container:2>

<nSchema:4 >from_port_ctl Q2 H_ 8 x

File Edit Wiew Schematic Tace Tools Window ,Q
Q@0 Even o - % o [T~ [ (o

Selected: (0) Command Done | |7 = []] [:V =

a o KA
Eoelr ww

Figure 3.2.2. Examining the schematic (This screenshot was taken from the VC Formal GUI)

As shown in Figure 3.2.2 above, this is the general method of source tracing:
Right-click the signal & Show OnceTrace Signals = Driver
You can also use the short-cut keys:
ALT + SHIFT+D

By tracing the source, we are essentially backtracking it to the driving signal of the output in
order to find the discrepancy. We then get these additional waveforms, showing the driving
signal of this “counter” signal, which is the previous counter value.
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=<Verdi:Container:2> vl (a) (%

<nSchema:4=from_port_ctl a2 8 x
File Edit Schematic Tace Tools Window ;Jv

— e Fal
g' g' |: Instport Name _ U _-OJ By: |3 ¥ E] E] 0 xns

10 Port Name
Hier. Connector Port Name
Module Name

Instance Name

gomple& Name
Short Name

7| Locator
Sticky Locator

Toggle Groups

Hierarchical Flattened View

Pan

hal Last View '

Selected: (0) Command Done | =] == [T B~ & §i s

Figure 3.2.3. Showing schematic with how to enable net name view (This screenshot was taken
from the VC Formal GUI)
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=<Verdi:Container:2> vl (a) (%

<nSchema:4=from_port_ctl a2 8 x
File Edit Schematic Tace Tools Window jel

al @ |: Instport Name | Q ?id ey ||~ E] E] 0 las

ﬂie&mnector Port Name
Module Name
Instance Name
Net Name
Complete Name
Short Name
7| Locator

Sticky Locator
Toggle Groups
Hierarchical Flattened View

Pan
hal Last View

[enos b d

Selected: (0) commandDone | = [T @~ £ 4 o2

Figure 3.2.4. Showing schematic with how to enable 10 Port name view (This screenshot was
taken from the VC Formal GUI)
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<Verdi:Container:2> vl (a) (%

<nSchema:4=from_port_ctl a2 H_ 8 x
File Edit Wiew Schematic Tace Tools Window ;Jv
Ql @l 'Y LoD L & M O =" w I ,Q_ZQJ By: _3_'E] E] 0 x 1ns

C ™ e & A KA

— Click to switch to "W
Figure 3.2.5. Net name and 10 port name enabled helping to identify source of error (This

screenshot was taken from the VC Formal GUI)

Selected: (0) Command Done |
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3.3 Resolving Errors

Upon debugging the failure on line 5 the schematic shows that the source does not equal to the
destination therefore causing an error.

5 b4 from_port ctl @0 ...p.port_ctl4:0] ..toptest ctl[5] ...e.chip_toppd} YES li]

Figure 3.3.1. Identified Error on line 5

The schematic showing the cause of the error. The source is “chip_top.port_ctl[4:0]”, the
destination is “{ds,sr,se,pe,pd}’, and the enable condition is “~chip_top.test_ctI[5]”. In the
schematic it can be seen that the mux enable signal is zero, therefore the source is not equal to
the destination causing the error.

&
(Enabick 3

Figure 3.3.2. Identified errors in schematic (This screenshot was taken from the VC Formal GUI)

To fix this issue, and make the connection pass we need to go alter our design file and make the
following changes:

cctest.csv =
Open' ~/CC_Examplefrun save = 2\ X
ENABLE, SOURCE, DESTINATION, NAME
chip top.test ctl[5],chip top.test ctl[4],chip top.ds, to ds
chip top.test ctl[5],chip top.test ctl[3],chip top.sr, to sr
chip top.test ctl[5],chip top.test ctl[2],chip top.se, to se
chip top.test ctl[5],chip top.test ctl[1],chip top.pe, to pe
chip_top.test ctl[5],chip_ top.test ctl[@],chip_top.pd, to pd
chip top.test ctl[5],chip top.test in,{chip top.ibe,chip top.din,chip top.obe,chip top.dout},
from test
(chip_top.test ctl[5] && ~chip_ top.port _ctl[6]),chip_top.moda in,
{chip top.ibe,chip top.din,chip top.obe,chip top.dout}, from moda
(chip top.test ctl[5] && chip top.port ctl[5] && ~chip top.port ctl[6]),chip top.modb in,
{chip top.ibe,chip top.din,chip top.obe,chip top.dout}, from modb
(chip_top.test ctl[5] && chip_top.port _ctl[5] &&
~chip_top.port ctl[6]),chip top.meodb_in[3],chip top.ibe, from modb3
(chip top.test ctl[5] && chip top.port ctl[5] && chip top.port ctl[6]),chip top.gpio in,
{chip top.ibe,chip top.din,chip top.obe,chip top.dout}, from gpio

{chip top.ds,chip top.sr,chip top.se,chip top.pe,chip top.pd}, from port ctl

Figure 3.3.3. Alter design file to fix the error on the line highlighted in blue.
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- *cctest.csv =
iR u ~(CC_Example/run SENIE EJ' ¥ o) X

ENABLE, SOURCE, DESTINATION, NAME
chip_top.test _ctl[5],chip_top.test ctl[4],chip_top.ds, to_ds
chip_top.test_ctl[5],chip_top.test _ctl[3],chip_top.sr, to_sr
chip_top.test ctl[5],chip_top.test ctl[2],chip_top.se, to_se
chip_top.test ctl[5],chip top.test ctl[1],chip top.pe, to _pe
chip_top.test ctl[5],chip_top.test ctl[8],chip top.pd, to_pd
chip_top.test_ctl[5],chip_top.test_in,{chip_top.ibe,chip_top.din,chip_top.obe,chip_top.dout},
from_test
(chip_top.test ctl[5] && ~chip_top.port _ctl[6]),chip_top.moda in,
{chip_top.ibe,chip_top.din,chip_top.obe,chip_top.dout}, from_moda
(chip top.test ctl[5] && chip top.port ctl[5] && ~chip top.port ctl[6]),chip top.medb in,
{chip_top.ibe,chip_top.din,chip_top.obe,chip top.dout}, from modb
‘(chip_top.test_ctl[s] && chip_top.port_ctl[5] &&
g~chip_top.port_ctl[6]),chip_top.modb_in[3],chip_top.ibe, from_modb3
i(chip_top.test_ctl[S] && chip_top.port_ctl[5] && chip top.port ctl[6]),chip_top.gpio_in,
{chip top.ibe,chip top.din,chip_top.obe,chip top.dout}, from gpio

m. test ctl[5],chip top.port ctl[4:6],
{chip_top.ds,chip_top.sr,chip_top.se,chip_top.pe,chip_top.pd}, from_ port_ctl

Figure 3.3.4. Remove the “~” from the last line and save the file.

Now return to the VC Formal Application.

<Verdi-Apex:nTraceMain:1> chip_top chip_top (../design/cctest.v) - /u/.../trace_21.xml.replay.fsdb 2 (&) (%
File View Source OneTmce Tools Window Help '0_| String/Signal @
@& - BE-BRe0L000 % %@
VCRRskist #47- 0O =
ROl E | <Enter name Match v v| E
Name Progress Targets: ALL
[ cc e 1 vacuity source_expr destination_expr| structural | path delay | enl |
l chip_top.gpio_in 3 .chip_top.dout} 0
E x from moda ©0 ..p_top.moda in ...op.port ctl6]) | ...chip_top.dout}  YES 0
E x fram modb ©0 ..p_top.modb_in ...op.port cti6]) | ...chip_top.dout}  YES 0
H x fram modb3 ©0 ..op.modb_in[3] | ...op.port ctl6])| chip_top.ibe YES 0
E x from port_ctl ©0 ..p.port_ctl[4:0] | ...top.test ct[5] | ..echip_top.pd}  YES 0
‘ v from test ©0 chip_top.test in | ...top.test ct[5] | ..chip_top.dout}  YES 0 X
el I =
E = Total Properties: 11 - passed[ 1] - failed[ 10] - disabled[0] ; Constraints Enabled: 0 ; Min depth: 0; Max depth: 0 ; Run Time: 0:00:12
Insta...|Declarat.. | /CF:TaskL.| @ *Srclicctestv |VCF:Gua\L\sI
VC Formal Console £ _ o
Rule View Tools Window
(@) - Line (126 ||Q\ ®
126 [ 10] falsified (depth=0) (non_vacuous) - from port ctl =
1271
128 #view Schematic -cc_prop from port ctl
129|[Info] Preparing FSDB...
130 [Info] FSDB Generation Done
131 [Info] Preparing Schematic view...
132|[Info] FSDB Loading...
133| [Info] Schematic Generation Dene =
134| [Info] Schematic Generation Done
ver= v A~
Message |VC Fﬂrma\Cnngﬂe|
Selected: (1) fram_port ot [ @ & i £3

Figure 3.3.5. Restart VVC Formal with the updated file by clicking the yellow arrow button in the
top right corner next to “Appmode:” (This screenshot was taken from the VC Formal GUI)

The connection now passes.
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E Time Max Cycle | -1 |<Enterna"‘|eMatc~ V.. vIlE All v b 4 r. @@

Targets: ALL
| stams | name | wvacuity | source expr | enable expr | destination_expr| structural | path delay | erl
x from_modb @0 ...p_top.maodb_in| ..opport ct[&]) ...chip top.dout} YES 4]
x from_modb3 @0 ...op.modb_in[3] | ...op.port cti[&]) chip_top.ibe YES 4]
‘, from_port ctl @0 ...p.port_ct[4:0] .. top.test ctl[5] ...e.chip_top.pd} YES 4]
V from_test @0 chip_top.test_in  ...top.test ctl[53] ...chip_top.dout} YES 4]
x to_ds @0 foptest ctif4] ...toptest ctl[5] chip_top.ds YES 4]
x to_pd @0 foptest ctf0] ...toptest ctl[5] chip_top.pd YES 4]
I -
Total Properties: 11 - passed[2] - failed[ 9] - disabled[0] ; Constraints Enabled: O ; Min depth: 0 ; Max depth: 0 ; Run Time: 0:00:12
@ *Srclicctestw |VCI'-.GuaIIj5t
#&-¢C

@ %

Figure 3.3.6. Error on line 5 resolved.

j x from_gpio @0
2| x from_moda @0
3.| ® from_modkb @0
’_4‘ x from_modkb3 @0

chip_top.gpio_in

...p_top.moda_in

...p_top.modb_in

...op.madb_in[3]

...0p port _cti[6])

...op.port_cti[&])

...op.port_cti[&])

...0p.port_cti[6])

...chip_top.dout}

...chip_top.dout}

...chip_top.dout}

chip_top.ibe

Figure 3.3.7. Reviewing remaining errors.

The errors that remain should be reviewed in the same way that we reviewed the error on line
5. After the condition that is causing the connection to fail is identified on the remaining lines,
resolve these errors in the design file. Save changes.

Next, to complete our changes, follow the steps below to restart VC Formal.
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3.4 Restarting VC Formal

We can restart VC Formal by clicking on |Q If you invoked VC Formal along with the TCL script
in the one-line command, then VC Formal will automatically load the same TCL file again. If you
invoked VC Formal without the TCL script, then you will have to manually load the script again.

Fle View Source Onelrace Tools

m@:@@m:

Instance Restart VCST [Ctr+Al

Figure 3.4.1. Location of the restart button in VC Formal window. (This screenshot was taken
from the VC Formal GUI)

After the application and TCL file is loaded, click the green play button and we should see no
errors.

<Verdi-Apex:nTraceMain:1> chip_top chip_top (../design/cctest.v) v (a) (x
File View Source OneTrace Tools Window Help 2 5

D-LEaCARE- e 000C0%L %8 .LZ@USEQO"PW“"E([J

Task List E Time |12H | Max Cyele | -1 <Enter na | \i| Ay X 4 @ @
Name Progress Targets: ALL
status | name | wacuity | source expr | enable expr | destination expr| structural | path delay | enl
1 W from_gpio @0 chip_top.gpio_in ...op.port_cti[6]) ...chip_top.dout}|  YES 0
_2 v from_moda @0 ...p_top.moda _in ...op.port ct[5]) ...chip_top.dout} YES 0
_3 o from_modb @0 ...p_top.modb_in ...op.port ctl[€]) ...chip_top.dout} YES 0
_4 o from_modb3 @0 ..op.modb_in[3] ...opjport cti[6]) chip_top.ibe YES ]
| i from_port_ctl w0 ..p.port_ctl[4:0] ..top.test_ct[5] ..echip_toppd} YES 0
e i from_test w0 chip_top.test_in ...top.test_ct[5] ...chip_top.dout} YES 0 ]
= : —
B Total Properties: 11 - passed[11] - failed[0] - disabled[0] ; Constraints Enabled: 0 ; Run Time: 0:00:12
Insta...|Declarat.. | /CF:TaskL | @ *Srclicctestv |VCF.GoaII.ist
VC Formal Console £ -0

Rule View Tools Window

Line | 113 @x

113

[ 3] proven (non_vacuous) - to_pe
114 [ 4] proven (non_vacuous) - to_pd k
115 [ 5] proven (non_vacuous) - from test
116 [ 6] proven (non_vacuous) - from moda
117 [ 7] proven (non_vacuous) - from modb
118 [ 8] proven (non_vacuous) - from modb3
119 [ 9] proven (non_vacuous) - from gpio
120 [ 10] proven (non_vacuous) - from port ctl
1211

vef> - 9~
@ Message VCFormaIConso\E‘

Line 1, Col: 8; Top | ‘@ ([~ & 4 EI
Figure 3.4.2. Results after fixing errors and restarting VC Formal and reloading TCL script. (This
screenshot was taken from the VC Formal GUI)

All of the connections now pass.
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Appendix

Function

Code

Description

Set App mode

set_fml_appmode CC

VC Formal App mode command for CC

Format

-format <format>

The format of the file to be loaded. The two
formats are csv or table. The format option is
optional, and default is csv.

Results Summary | -quiet Option to hide the progress message and
summary results.
CSV File Path <filename> Path of the properly formatted csv file to

read.

Non-applicable
Properties to CC

-not_applicable

Shows properties for which structural
check is not applicable
(disabled/constant src).

Disconnected

-disconnected

Shows structurally disconnected properties

Properties only.

Report of -warning Specify this option to get a report of

Warnings warnings. You can view the warnings
file-wise. Appending the -warning switch
with -list and -verbose, displays all
warnings from the list and verbose.

Detailed Report -verbose Displays the summary of results and then

Information

provides detailed information about the
report such as the status, connection name,
line number and message of each property
file-wise.

enable_delay

<enable_delay>

Enable time relative to source, that is,
how long before src does enable need to
be asserted (default 0).

offset_delay

<offset_delay>

Number of cycles after reset to start
connectivity check.

clock <clock-expr> Optional clocking expression for the CC. The
default is to check on the posedge of the
clock declared with create_clock.

dest <destination-signals> Provide an ordered list of signals to use as the

destination of a connection to check. Wild
card characters are supported

Table 1. CC App important functions and commands
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Disclaimer:

The contents of this document are confidential, privileged, and only for the information
of the intended recipient and may not be published or redistributed

The design example in this tutorial is not supplied. You need to use your own files to follow the
tutorial steps and instructions
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1. Introduction

VC Formal utilizes TCL (Tool Command Language) scripts to direct its actions. These scripts can
specify various aspects of the analysis, such as the app to be used, the files to be analyzed, clock
cycles, and more. However, instead of delving into the intricacies of writing TCL scripts, we can
utilize pre-made templates. By modifying these templates, we can interact with VC Formal in a
manner tailored to our specific project needs.

To begin, it is necessary to set up the VNCserver, as outlined in the previous tutorials, and open
the Linux GUI. For organizational purposes, it is recommended to create a main folder for the
design to be analyzed. In this example, the folder is named "FPV_Example", but it is important
to avoid using spaces when naming files and folders. Within this folder, two subfolders are
created: "Design" for storing the Verilog or SystemVerilog designs to be analyzed, and "Run" for
storing the TCL script that will run the VC Formal FPV analysis, and “sva” for the .sva assertion
file.

< ¢« @ Home
© Recent
i Applications Places  Files
[ og ot I
D Documents "
- Desktop Documents Downloads FormalMo © | Recent
~ Downloads 2 Home — [ —t
M

g8 Shec New Folder Shift+Ctrl+N D Documents

[ - design run sva
@ Pictures & Downloads
@ Trash Select All

Templates vcfmo Properties
© CentOs7 - Open in Terminal

Figure 1.1 Creating folders to organize design and TCL files.



1.1 About and Usage of the FPV App

The FPV application is utilized for verifying a DUT by proving properties. These properties can
be created by users or provided by commercial AIPs for interface protocol or function blocks.
The app uses a range of powerful VC Formal engines to thoroughly prove or disprove a
property. If an assertion fails, the FPV app will generate a counter-example to demonstrate a
violating trace. However, there may be cases where it is impossible to definitively prove or
disprove a property. In these cases, the app will provide a bounded proof result indicating that
no falsification can be found up to a specific depth from the initial state. Proof results for a set
of assertions mean that given the given constraints, it is impossible to falsify the properties.

Inputs Outputs
RTL
» Assertion Status:
7 »> Property Verification Proven v
Verify User Defined Properties *  Falsified (Trace available) 3%
SVA - Non Vacuous/Witness Covered (Trace available) &
Seipt | A ‘..::.-‘ *  Vacuous/Witness Uncoverable &
*  Assertions RN ——— Assumption Status:
L7 + Assumptions - =& . Non Vacuous/Witness Covered (Trace available) «
*  Cover properties Vacuous/Witness Uncoverable ¢
Ene » Cover property Status:
» Covered (Trace available) v
Tel *  Uncoverable &
¢ Analyze & Elaborate (read_file) Inconclusive
7 *  Clock & Reset (create_clock, create_reset) *  Assertion/Cover 4
*  Run (check_fv) *  Vacuous/Witness

Figure 1.1.1. Inputs and outputs of the FPV app.

This FPV figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022

The FPV application requires several inputs, including:

«» RTL design files in Verilog/SystemVerilog/VHDL formats

%+ Assertions, Assumptions, and cover properties written in an SVA file, or an inline SVA in
the SystemVerilog design file.

% TCL file

The FPV app would then output the status of properties such as assertion status, assumption
status, and cover status. The assertion status could be proven, falsified, vacuous, witness-
coverable, uncoverable, or inconclusive.



1.2 Design Files

The SystemVerilog design file should be placed in the Design folder, while the TCL file belongs in
the Run folder. It's recommended to name the folders with lowercase letters since VC Formal is
case-sensitive. Additionally, ensure that there are no spaces in the names of the folders or files.

a* Applications

Places

Files

#% Applications

Places

Files

< | » |4 @xHome vcfmo FPV_Example | design | » < | > || «| rHome vcfmo = FPV_Example | run | »
© Recent ® Recent
£ Home r Home

[0 Documents [ Documents

fpv_example.sv run.tcl

J Downloads + Downloads

Figure 1.2.1. Showing the SystemVerilog and TCL files in the correct folder locations. Two places
to write the SystemVerilog Assertions

The first way is to create a .sva file in the SVA folder, create a module, and write the SVA
assertions in it. You'll then need to create another binder file and bind your SV design and the
SVA assertion module together.

The second way is to write inline SVA assertions inside your SV code. This is usually much faster,
and possibly easier to do, though it’s not the most practical when writing many assertions.

For simplicity we will go through how to write inline assertions within your SV design itself. In
this case, you won’t need to put anything inside the “sva” folder.

m fpv_example.sv

Open ~ hvefmalFPV_Example/desigr Save

// Synopsys VCFormal FPV App Example
// Portland State University - Sequential FSM Design example

modulels designf{input logic a, clk, rst, output logic [1:0] out);

// Enumerate the states. Here we are using binary encoding
enum logic [1l:0] {S@, S1, 52, S3} State, Next;

//State Register

always_ff @(posedge clk, posedge rst) begin //Positive edge triggered asynchronous reset
if (rst) State <= S8; else // in case of a reset, go to the initial state 50

State <= Next; // Go to the next state with each positive clock edge
end

Figure 1.2.2. Example of the design we are using in this tutorial.

In order for VC Formal to map your design, you need to acknowledge and keep note of your
exact module name, as highlighted in Figure 1.2.2 above. This will come in handy when you



create your TCL file. To make things simple, we suggest naming your design file after its
corresponding module name (more on this in the TCL File section below).



1.3 TCL File

Next, we will set up the TCL file. Below is the TCL file (Figure 1.3.1), which you can use as a
template for your functional checks on VC Formal.
run.tel

Open = | M hecFmolFEV. Example/n Save = - o

# Portland State University VC Formal Team FPV App Tutorial

# Select FPV as the VC Formal App mode
set fml _appmode FPV (:)

# Set the module name as the design parameter
set design S design

# Read the module "S design" in the file /design/fpv_example.sv
# "+define+INLINE SVA" allows us to write SVA properties and assertions within the .sv design
itself
read file -top $design -format sverilog -sva \
-vcs {../design/fpv_example.sv +define+INLINE_SVA}

# Create clock and Teset signals C:)

# clk and rst should reflect the name of the clock and reset signals in your design
create clock clk -period 100 (5]

create reset rst -sense high (6)

# Runing a reset simulation
sim_run -stable
sim save reset

Figure 1.3.1. Annotated TCL template file.

(1) Instruction that sets the appmode to FPV in VC Formal.

(2) Name of the main module as established in the Design file.

(3) Location of the design file should be specified for VC Formal to locate it.

(4) “+define+INLINE_SVA” lets VC Formal know that we will be using inline SVA in our design.
(5) Name of the clock signal. You can specify the period you’d like to use. (You can keep

it as 100)

(6) Name of the reset signal in your design, and whether it’s active high or low.

As mentioned before, VC Formal is case AND character sensitive, and in order for it to map
your designs, you will need to use the same module name in the TCL script (2) and the module
name in the design file. For example, we can see that our module name in the TCL script is the
same as the module name in the design file in Figure 1.3.1.

The file name (fpv_example.sv) can be named however you want.



1.4 Writing Assertions

Now to use the FPV app, we need to write the assertions we want to test in our design. The
assertions are written in SVA (SystemVerilog Assertions). In this tutorial , we will write inline
SVA assertions.

In your sv design file, scroll down just before endmodule to write the assertions.

You'll need to use “ “ifdef INLINE_SVA” before you write the assertions, and “ “endif’ once
you’re done writing the assertion. Below is an example of 4 Inline assertions written at the
bottom of my “fpv_example.sv” file, just before “endmodule”

fpv_example.sv

=)l I & fvcfmo/FPYV_Example/design Seis = - . x
always_comb begin
case (State)
50: out=2'bao;
S1: out=2'bo1;
52: out=2'ble;
53: out=2"'bl1;
default: out=2'beo;
endcase
end
// inline SVA (included within the design)
“ifdef INLINE_SVA
// Check if the output is coded using onehot encoding
onehot out: assert property(
@(posedge clk) disable iff (rst) $onehot(out));
// Check if the output at State S0 is 2'bee
check _out_SO: assert property(
@(posedge clk) disable iff (rst)
(State==50 |-> out==2'b00));
// Check if the output at State SO is 2'bOl
check out S3: assert property(
@(posedge clk) disable iff (rst)
(State==53 |-> out==2'b01));
// Check if we get next state 51 the next clock cycle
// if we're in SO and the input a is high
check state 50: assert property(
@(posedge clk) disable iff (rst)
(State==5@ && a)|-> ##1 (State==S1));
“endif
endmodule
Saving file “/home/ghonim/vcfmo/FPV_Example/design/fpv_e.. SystemVerilog v Tab Width: 8 « Ln 63, Col 10 * INS

Figure 1.4.1. Inline SVA assertions in the design sv file

Check with the Appendix to help you write basic SVA assertions.



2. Application Setup

There are multiple ways to invoke the VC Formal GUI and load the TCL script.

In this tutorial, we will show two methods for doing so. When using either method, it is
important that you open the terminal within the appropriate “Run” folder associated with the
FPV app.

e |nvoke VC Formal GUI, then manually load the TCL script in the application:

Svcf -gui

OR

o |nvoke VC Formal GUI and TCL script in one command:

Svcf -f run.tcl -gui or Svcf -f run.tcl -verdi
“run.tcl” is the name of the TCL file we are using. If your file name differs from this, you

will need to change it accordingly in this command.

The “-gui” switch opens VC Formal in the GUI, and it’s equivalent to the switch “-verdi”.

We will go through both of these methods in the following sections.



2.1 Invoking VC Formal GUI

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -gui
< fr Home vcfmo FPV_Example run Mate Terminal s )il (e
© Recent File Edit View Search Terminal Help
New Folder bash-4.2$ vcf -gui -
@ Home -
[ Documents Select All

run.tel Properties

Open in Terminal

~» Downloads

dd Music

31 Pictures
Figure 2.1.1. Invoking VC Formal in the terminal.

Note: You may have to wait a few seconds for the program to start up.

You should then see the VC Formal GUI as shown in Figure 2.1.2 below. You can toggle between
showing “Targets”, “Constraints”, or both “Targets” and “Constraints” window by clicking the
blue box icon in the upper right-hand of the application (1).

Bl B B

It may look like any of these three icons:

<Verdi:nTraceMain:1> v (~)(x
File View Onelace Tools Window Help P

s C 2 E BRIeE9(LUO O &:E [0 3@ & (1) 50 @ sppmode:Frv -]

VCRBsklist @& - O | VCRGoalList 28 _ 0o
Task List 5 =

Name | rogres Toesu (2. 11| Maxve el (B @ x @2 | @) 5@ 0]«

Targets ?

Constraints: ALL

< = »{|Ned] <
insta...|Declarat.. | /CFaskL. | | *src1| verGoalList
VC Formal Console 5.0
Search ~|& P KE (@ - Line: |1 |5 @) %
1 vc static =
2 version R-2020.12-8P2-7 for linux64 - Apr 03, 2022
3 copyright (c) 2010 - 2022 synopsys, Inc.
4 This software and the associated documentation are proprietary to Synopsys,
5 Inc. This software may only be used in accordance with the terms and conditions
6 of a written license agreement with Synopsys, Inc. All other use, reproduction,
7 or distribution of this software is strictly prohibited.
8 +(@SML_WARNING-3): Wed Jan 25 12:53:17 2023: High network latency to these hosts: ldap (3000 ms) G
[ vef>
@ Message |VC Formal Console
MY & & KA
Ol A I W

Figure 2.1.2. VC Formal GUI introductory screen. (VC Formal GUI)
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Then load a TCL script by clicking on the ﬁ icon (2) as shown in Figure 2.1.2.

Next, select the “run.tcl” file we have in the “run” folder:

Open TCL Project File X
Look in: |E fhome/ghonim/vcfmo/FPY_Example/run j Q o o@
EEIDE | oty
- .. [ west_rtdb
[ .certitudeGUI = vemilon
+ 9 vest b
- [ verdiLog

File Name: | run.tcl ] Filter: | =.prj;*.tcl =

| open || cancel |

Figure 2.1.3. Selecting TCL file.
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2.2 Invoking VC Formal Along with TCL File:

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -f run.tcl -gui

< 4t Home | vcfmo = FPV_Example = run
® Recent
£t Home Mew Folder

[ Documents

run.tcl Select All
~, Downloads Properties

dd Music Open in Terminal

Figure 2.2.1. Opening terminal in the ‘run’ folder.

File Edit View Search Terminal Help
[ghonim@localhost run]$ vcf -f run.tcl -gui

Figure 2.2.2. Invoking VC Formal and TCL script in the terminal.

3. Application Usage

After successfully invoking VC Formal GUI and loading the TCL script in the above methods, your
screen should have contents in the “VCF:GoallList” tab and look something like this:

12



<Verdi-Apex:nTraceMain:1> S_design S_design (../design/fpv_example.sv) - fhome/.../verdifconstant.uddb

- =] x
Fle View Source OneTrace Tools Window Help R‘Stli'ge‘ﬁ\g'al ‘@
] i = = | A - i
@5 -L EAE-OReE20C00 %% B F G0 @ Avwmaer -
VCFTaskList # & - O || vcRGoalList & _ 0
Ll U Ea Time Max Cycle { |<Emsu name Match Value> ;l D I Al o &3 & 4 [ E E
Name Progress Result Targets: ALL
E FPV I 4 [ status | depth | name | vacuity | witness | engine | type |  elapsed_time
5_design.check_out S50 - assert
5_design.check_out 53 - assert
5_design.check_state 50 - assert -
5_design.onehot_out assert
Constraints: ALL
[ name | vacuity | witness | expression | type class
E constant 4 rst==0 constconstraint script
= Total Properties: 4 - passed[0] - failed[0] - disabled[0] ; Constraints Enabled: 1
Instan(e| Declamtiunl\lCF:TaskLnst| *Srclifpv_example.sv | VCF:GoalList
VC Formal Console A5 -0
Rule View Tools Window
® e Elo x
56| # clk and rst should reflect the name of the clock and reset signals in your design =
57|create clock clk -peried 100
58(1
59| create reset rst -sense high
601
61|% Runing a reset simulation
§2|sim run -stable
63|[Info] SIM T_CREATE: Create Simulation Model.
641
§5|sim_save_reset
661 —
671
681 —
-
vef> M D Al

@ Message |VC Formal Consme‘

ol e A R

Figure 3.1. Screen after loading TCL script. (This screenshot was taken from the VC Formal GUI)

You should see all of your outputs listed here. Now, go ahead and run the verification analysis

by clicking on the play @ icon in the upper left corner of the “VCF:GoallList” tab.
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3.1 Detecting Errors

<Verdi-Apex:nTraceMain:1> S_design S_design (../design/fpv_example.sv) - /home/.../verdi/constant.uddb

- o x
Fle View Source Onelrace Tools Window Help P sting/signa &
— 7 T [y MR - G -~
mME-L @ 6 23 B¢ 0000 L B M EBEFSU @ awmef -|
sccpue + 2 - o ————
Task List Time |12H | Max Cycle |-1 < Enter name Match Values j@ A A v [ X ¥ @@
Name Progress Result ALL
E FPV o | stats | depth | name | vacuity | witness | engine | type | elapsed_time |
v S_design.check_out SO el tl assert 00:00:00
% 3 5_design.check_out 53 ®3 ba assert 00:00:01
v S_design. check_state SO o1 e? assert 00:00:02
x 1 5_design.onchot_out 68 assert 00:00:01
Constraints: ALL
[ name | vacuity | witness |  expression | type | class.
Bconstant_fl rst=—0 constconstraint script
Total Properties: 4 - passed|2] - failed|2] - disabled[0] ; Constraints Enabled: 1 ; Min depth: 1 ; Max depth: 3 ; Run Time: 0:00:13
Instance| Declaration VCF-Ta;kUst| & *Srclifpv_example.sv | VCF.Goallist
VC Formal Conscle 2 _0

Rule View Tools Window

(@) - uine: 70 ® %

70| [Info] FORMAL I CREATE: Create Formal Model:s_design.

71| [Warning] POTENTIAL_SETUP_ISSUES: There are potential setup issues. Please run check fv_setup to confirm.
72 Reset: 1 clock: 0 Glitch: 0 osc_loop: 0 0sc_seq: 0

73|[Info] FORMAL I RUN: Starting formal verification for check fv

T4 Id: 0 Goals: 7 cConstraints: 0 Block Mode: false

75| [Info] LIC UNUSED WORKERS: 8 unused worker(s) based on 1 license(s) checked out, and 4 workers requested.

76 use 'set _grid usage' to maximize worker usage and improve performance, if there are sufficient compute resources Lo Support more workers.
77 Each runtime license supports 12 workers.

78| [Info] LIC_RT CHECKOUT: VC Formal run time license checkout. Base:l FPV:1.

79| [Warning] LEARNED DATA NOT FOUND: No existing learned data found in 'S design learn_dir'

80| [Info] BITLEVEL MODEL_STATS: Generated model with 38 gates, 1 inputs, 11 registers, 0 initial constraints, 0 constraints.
81| [Info] BITLEVEL MODEL STATS: Generated model with 19 gates, 1 inputs, B registers, 0 initial constraints, 0 constraints.
g2|[Info] BITLEVEL MODEL STATS: Generated model with 38 gates, 1 inputs, 11 registers, 0 initial constraints, 0 constraints.

M

[]

4 [4]

Figure 3.1.1. Screen after running TCL script and the status given = X. (This screenshot was
taken from the VC Formal GUI)

In Figure 3.1.1 above, we see two icons, meaning that two of the assertions are proven. In
our design, the “check_out_SO” property means that the output of SO is indeed 2’b00, and the
“check_state_S0” assertion means that indeed when we’re in State SO, and the input a is high,
the next state is going to be S1 as we specified in our inline assertions.

We also have two EI icons, meaning that two of the assertions were falsified. In our design,
the “onehot_out” property means that signal “out” has onehot encoding, meaning that we only
have exactly one bit high “1” at a time, which clearly false in our design since we’re using binary

encoding, and the signal out can be 2’b11, and 2’b00. VC Formal falsified this property, as
expected.

The “check_out_S3” property indicates that the output signal “out” of state S3 is 2’b01, which

is clearly incorrect since we’re setting that output to be 2’b11 in our design, hence the property
is falsified.
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On the left under “Task List”, we can see that VC Formal was given one task by the FPV app. You
can hover over the numbers under “Result” to see the results in detail. You may need to alter
the tab size by dragging the side panels or scrolling to the left:
VCFTaskList 45 _ 0
Task List

Name Progress Result

E FPV 0

Runtime{HH:MM:55)
Total:12H; Run Time:0:00:13
Goals
Found:4
Passed:2 (50.0%)
Proven:2
Covered:0
Failed:2 (50.0%)
Falsified:2
Uncoverable:0
Vacuous:0
Checking:0
Inconclusive: 0
Mot Run:0
Disabled:0
Vacuities:3
Mon-vacuous:3

F— =
C ; =
Instance| Declg AN o
Found:1

= Disabled:0 E
VC Formal Con

Bule Mew Tools Window

Figure 3.1.2. Results of the analyzed script. (This screenshot was taken from the VC Formal GUI)
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3.2 Exploring Falsified Properties

To see what caused the falsified properties to be falsified, double-click on the first EI (row 2)
from Figure 3.1.1. You should then see a generated waveform like the one shown below:

Instance + :FI — O | *Srcl:5_design.onehot out(/home/ghonim/vcfmo/FPV_Example/design/fpv_example.sv) Line: 42 QL r_l‘:I -

]

Hierarchy 3

Wy ooen o
40( “ifdef IMLINE_SYA
41| // Check if the output is coded using onehot encoding

42 m assert propertyl

43| @(pozedge clk) disable iff (rst) $onshot(out)): J
£ [ 0->2

C:0

44|

45| ¢/ Check if the output at State 50 is 2'b00

ET
Instance | Declaration | VCFTaskList *Srcl:fpy_example. sv| VCF:Goallist

* 13 imjv cfmo/FPV_| st rtdb/.internal/verdi e result.fsdb.vi S d -l o

Fle Signal Miew Waveform Tools Window

Bsn X @ 200 o A v 200 x1ns - (@) (@) [ By [F]~ [«] [»] Gote: [source- ~| - | &/~ - () T ()~ - el
| N T T
i ;

fft

I [ [ I3 KT ] |

Message ‘ VC Formal Conso\el *<nWave:3> evaluate_result.fsdb.vf X | Analyzer X |
Figure 3.2.1. Examining the failed FPV check in our design. (This screenshot was taken from the
VC Formal GUI)

If you double click on the “out[1:0]” signal, you’ll see instances where both out[1] and out[0]
are 0’s or 1’s, which is not correct onehot encoding.

* -3 im/vcfmo/FPY_E> st rtdb/.internaljverdi/evaluate_result fsdb.v 92H.0x

Fle Signal Mew Waveform Tools Window

BEson X B 200 dylo £ v 200 x1ns - (@) (@) (%] - By [~ (o] [»] € - Gote: [source- ~|- (&)~ - ] T

Message | VC Formal Console| *<niave:3> evaluate_resultfsdb X [ Analyzer x |

Figure 3.2.2. The out[1:0] signal expanded. (This screenshot was taken from the VC Formal GUI)
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To check the other falsified property, we can double-click on the second E' (row 4) from
Figure 3.1.1. You should then see a generated waveform like the one shown below:

Instance # & - O/ *srci:5_design.check_out 53(/home/ghonim/vcfmo/FPV_Example/design/fpv_example.sv) Line: |51 a4E_C
Hierarchy | 51 m azzert propertu(

OO TT—

62 @{posedge clk) disable iff (r(‘)st)

£
C:0
53 (State==53 |- out==2'b01}):
53->52 352

54

65| /¢ Check if we get next state 51 the next clock cucle

86| /4 if we're in 50 and the input a iz high

57 %}}e:k_state_sﬁz assert property(

Instance| Declaration| VCFTaskList |*5rcl fpv_axamp\e.sv‘ VCFGoaH_istl

*<nWave:3= fhomefghonim/vcfmo/FPV_Exar unjvest_rtdby.internaljverdi/evaluate result.fsdb.v a2 H_0x

Fle Signal Miew Waveform Tools Window

B XD 400 & (o A ¥ 300 x1ns (@] [@] [ = By ‘-3-w'E]E]@ Go to: SDURCE-j &l @v: Ev |

Figure 3.2.3. We see here that State S3 has an output of 3 “11”, and not 1 “01” as specified in
our assertion, hence it’s falsified. (This screenshot was taken from the VC Formal GUI)

To gain better understanding of those proved, or falsified signals we can look at the COIl “Cone
of Influence” digital diagrams.

Right-click on the property which you want to see its COI, and click on “Show COI Schematic”.

VCF:Goallist
I[P~ [<4| Time [12H | Maxcyele |1
i Targets: A
status depth name
1 " 5_design.check_out 50
2 x 3 [ View Trace... 3
3 v @ Navigator... 3
B > B
| - r Constraints:
name T [LETELE (pression type
1) constant_4 % Property Complexity Report rst==0 constconstraint

Property Progress Report

Compute Formal Core
Proof Assist

Check Selected Properties
Clear Selected Properties
Clear All Filters

v &

|i| Total Properties:

*Srcl:[pv_example.svl

Constraints Enabled: 1 ; Min ¢

v &
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Figure 3.2.4. Showing the Cone Of Influence Schematic (This screenshot was taken from the VC

Formal GUI)
<n5Schema:4=property_coi S_design.check_out S0 5] :._? r_L.T" - 8 X
ifﬂe Edit Mew Schematic Trace Tools Window ,Q
RIEIPlERE RS & OC5 sy [~ (<] (2] 400

Figure 3.2.5. COIl Schematic. (This screenshot was taken from the VC Formal GUI)

And you can do this with the different assertions to help you see the signals and factors
affecting the property we’re verifying.

18



3.3 Resolving Errors

To resolve the falsified properties, we need to modify our code such that it behaves as the
properties specify, otherwise, we need to rewrite the assertions such that they work for our
design.

<Verdi-Apex:nTraceMain:1> train_Contj

File View Source Onelmace Tools Window Help
oL §® & (23 17
= _:‘_’ @ (') SkQ 0 AI-’1 Edit Source File[E]I!.1 :

VCRRskist & _ 0O
) Task List —
Name Progress |‘/ |

fal 19 9 -
Figure 3.3.1. To make changes to the design file in VC Formal, click on “Edit Source File”. Don’t
forget to save your changes. (This screenshot was taken from the VC Formal GUI)

You can also open the file in any text editor to make the changes, and restart VC Formal to re-
run the analysis.

In our case, we modified the output signal such that we have onehot encoding, and the output
of state S3 is 2’b01, and we also modified the assertion for the output of SO to be 2’b01 to
maintain onehot encoding.
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//Setting the state outputs
always comb begin
case (State)

SO: out=2'bo1l;
S1: out=2'bo1l;
S2: out=2'blo;
53: out=2'b01;
default: Jout=2'b0o1;
endcase

end

// inline sSVA (included within the design)

"ifdef INLINE SVA
// Check if the output is coded using onehot encoding
onehot_out: assert property(

@(posedge clk) disable iff (rst) $onehot(out));

// Check if the output at State 50 is 2'bo@
check out S@: assert property(
@(posedge clk) disable iff (rst)
(State==50 |-> [out==2"001)); |

// Check if the output at State SO is 2'b@1l
check_out_S3: assert property(
@(posedge clk) disable iff (rst)
(state==S3 |-> out==2'bol)});

// Check if we get next state S1 the next clock cycle
// if we're in 50 and the input a is high
check state S0: assert property(

@(posedge clk) disable iff (rst)

(State==50 && a)|-= ##1 (State==51));

“endif

endmodule

Figure 3.3.2. Updated fpv_example.sv file. (this is our own design)

Now we run the VC Formal FPV app analysis again, we can do this by closing VC Formal and
running it again in the same way, or by clicking the restart button after updating the SV source
file.
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3.4 Restarting VC Formal

We can restart VC Formal by clicking on |Q If you invoked VC Formal along with the TCL script
in the one-line command, then VC Formal will automatically load the same TCL file again. If you
invoked VC Formal without the TCL script, then you will have to manually load the script again.

GIERERSt [TE -

ﬁ = @I:ISEQ e Appmaode: |FPV j

VCFTaskList # & _ O | vCFGoallist

Figure 3.4.1. Location of the restart button in VC Formal window. (This screenshot was taken
from the VC Formal GUI)

Click on the green run button again to get the formal property verification results:

VCFTaskList £ _ o
Task List = Time [12H | MaxGycle [1 <Enter name Match Value= | | AEA IXE 4 ]
Name Progress. Result Targets: ALL
E FPV 0 | staws | depth | name | vacuity | witness | engine | type | elapsed_time
Runtime(HH:MM:55) 1 v S_design.check_out SO @1 t1 assert 00:00:01
LTI EGE Gl T 5_design.check_out_S3 3 o assert 00:00:01
Goals v - COout ¢
Found:4 » S_design.check_state 50 o1 rpl assert 00:00:01
Passed:4 {100.0%)
Proven: v S_design.enehot_out o assert 00:00:01
Covered:0
Failed:0 (0.0%) Constraints: ALL
Falsified:0 -
Uncoverable:0 [ name vacuity | witness expression | type class.
Vacuous:0 Econsmn[j rst==0 constconstraint script
Checking:0
Inconclusive:0
Not Run:0
Disabled:0
CEria) [Zl| |T|Total Properties: 4 - passed[4] - failed[0] - disabled|0] ; Constraints Enabled: 1 ; Run Time: 0:00:07 [
B e =l SO THEE DR : :
Instance | Decla| COnstraints @ Srclfpv example.sv | VCF:Goallist
Found:1
VC Formal Con|  DiSaBIEd:0 L& _ 0
Rule View ool Window

;igure 3.4.2. Now we see that all the properties have been proved! (This screenshot was taken
from the VC Formal GUI)
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Appendix: SystemVerilog Assertions (SVA)

Assertions are an important tool used to verify the behavior of a design and provide functional
coverage information. This involves determining whether the design is working correctly and
assessing the quality of the test. Assertions can be checked either dynamically through
simulation or statically using a separate tool known as a property checker. This tool is used to
confirm if the design meets its specification but may require certain assumptions about the
design's behavior to be defined.

In SystemVerilog, there are two types of assertions: immediate (assert) and concurrent (assert
property). Concurrent assertions include coverage statements (cover property) and assume
property statements, which have the same syntax as concurrent assertions. Another statement
called expect is utilized in testbenches and checks that some specified activity occurs. All these
statement types use sequences and properties to describe the design's temporal behavior over
time, defined by one or more clocks.

Example:
// Check if the output is coded using onehot encoding (this is just a comment)
onehot_out: assert property(

@(posedge clk) disable iff (rst) Sonehot(out));

The first thing you do is to name your property or assertion, you do this by writing that name
with no spaces, when putting a colon.

Name_of the_property: assert property( ....);

If you are writing an immediate assertion, you use “assert”, otherwise, if it's a concurrent
assertion, you should use “assert property” and open the brackets where the whole assertion
goes. After the brackets, you must put a semicolon.

Now, inside the assertion, if you're writing an immediate assertion, there’s no need to use a
clock or reset signals, you write a statement as if it’s an if statement in a always_comb block.
Immediate assertions are rarely used.
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The most common assertions are concurrent assertions, and below are some examples:
// Check if the output at State SO is 2'b00
check_out_SO0: assert property(
@(posedge clk) disable iff (rst)
(State==S0 |-> out==2'b01));

This property takes place at every positive clock edge, and it’s disabled (won’t happen) if and
only if the reset signal (rst) is high, this assertion is disabled (we’re not expecting it to hold if we
have a reset signal) we’re assuming this reset signal is positive edge triggered, as we specified in
our design.

If reset is not asserted, at every clock edge the FPV app will check which state we’re in, and if

we’re in State SO, this implies that the output is 2’b01. We're specifying that this is a property
that needs to hold. If it doesn’t hold, then something is wrong with our design, or the way we

wrote this assertion.

|-> Overlapping Implication operator. The RHS is evaluated at/from the same cycle the LHS is
true.

| => Non-overlapping Implication operator. The RHS is evaluated one clock cycle after the LHS is
true.

For example:
// if both a and b are high, then ack is high after 2 clock cycles from this cycle.
Check_ack: assert property (@posedge (clk) disable iff (rst)
(a && b)) |-> ##2 ack);

// if both a and b are high, then ack is high after 2 clock cycles from this cycle.
Check_ack: assert property (@posedge (clk) disable iff (rst)
(a && b)) |=> ##1 ack);

Those expressions above are equivalent. There is no need to use both the |->and |=>
operators, as one of them would be sufficient to convey the assertion meaning as long as we
specify the correct number of cycles. To maintain consistency, we recommend using the |->
Overlapping operator.
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Some SVA operators

Operator Semantics

Sonehot Returns true if the expression has exactly one bit set to 1. Otherwise, it
returns false.

Sonehot0 Returns true if there are zero or one bits set to 1 in the expression.

Sisunknown Returns true if any bit in the expression is 'X' or 'Z'.

Sstable Returns true if the expression's value remained unchanged; false
otherwise.

Srose Returns true if the LSB of the expression changes to 1, otherwise false.

Sfell Returns true if the LSB of the expression changes to 0, otherwise false.

Spast(expression, | This function returns the value of an expression from a specified number

number of cycles) | of cycles ago.

Some SVA operators

##n Delay operator, delay n number of cycles.

## [m:n] Delay this fixed time interval from m to n

I,]|, && Boolean operators

not, or, and Property

operators.

More SVA examples used in our design:

// Check if the output at State SO is 2'b00

check_out_SO0: assert property(
@(posedge clk) disable iff (rst)

(State==S0 |-> out==2'b01));

// Check if the output at State SO is 2'b01

check out_S3: assert property(
@(posedge clk) disable iff (rst)

(State==S3 |-> out==2'b01));

// Check if we get next state S1 the next clock cycle

// if we're in SO and the input a is high

check_state_SO: assert property(
@(posedge clk) disable iff (rst)

(State==S0 && a)|-> ##1 (State==S1)
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Disclaimer:

The contents of this document are confidential, privileged, and only for the information
of the intended recipient and may not be published or redistributed.

The design example in this tutorial is not supplied. You need to use your own files to follow the
tutorial steps and instruction
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1. Introduction

VC Formal uses TCL (Tool Command Language) scripts to tell it what to do. The script can define
the app within VCFormal that we want to use, the files we are working on, how we are mapping
them, the clock cycles, and more. Instead of diving into the details of TCL scripts, we will use
templates. One would then simply need to modify those templates to interact with VC Formal
as needed in their project.

To begin, you need to set up the VNCserver as shown in the previous tutorials and open the
Linux GUI. For better practices and to keep everything organized, we create a main folder for
the design we want to analyze, and in this case, | called mine “DPV_Example”. Don’t use spaces
when naming the files and folders.

Inside that folder, we create two folders: one is Design, where you put the actual Verilog or
SystemVerilog designs we want to analyze, and the other is Run, where we put the TCL that will
run the VCFormal DPV analysis for us.

< » |4 fxHome !

© Recent

D) Documents Places vz |2 ) @ ahliah | DPV Exlmplﬂ‘
Desktop Documents Downloads FormalMo o] - - VS, pmeteyriel Sy
~» Downloads
Computer
S g5 ahih ) F
@ Pictures e o I B Deskt ;
—_— Select Al () Desktop design run
Templates vcfmo Properties t ] File System

© CentOs7 e Open in Terminal

{&) Documents

Figure 1.1. Creating folders to organize design and TCL files.



1.1 About and Usage of DPV

Datapath Validation
In the previous applications, we have dealt with FPV, which Uerifynf;:psa;{;c?ﬁsfmagalnﬂ
verifies control paths (FIFOs, FSMs, bus bridges, etc.).
Datapath Validation (DPV) verifies data transformation + —
blocks through data manipulation and transformation (ALU, X -
FPU, DSP, etc.), where these path blocks are floating
point/integer adder, multiplier, divider, and more. Integrated HECTOR™ technology

Datapath Integer Units

VE Formal DPV Flantﬁa poir
L T PN Figure 1.1.2. A visual image of the
difference between FPV and DPV.

These DPV figures were taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022

DPV also uses transactional equivalence to compare two versions of a design - one representing
the design functionality at architecture level (mostly untimed C or C++ model), and the other
representing the pipeline implementation (mostly RTL).

Transactional equivalence requires you to define a transaction for each design, which is a unit
of computation that produces a specific set of output values from a specific set of input values.




RTL Model A
" Compare
sequen“al Assume Outputs Every
Equivalence Equal Inputs Cycle,
(SEQ) & Start State Unbounded
RTL Model B
Untimed Transaction Model A
Tfal’sactlon Abarinas Compare Outputs at
Equivalence Equal |r.\puts End of Transaction(s)
(DPV)
Cycle Accurate Model B

Figure 1.1.3. A visual image of the comparison between SEQ and DPV.

These DPV and SEQ figures were taken from the VC Formal User Guide Version T-
2022.06-SP2, December 2022

You can learn more about transactional equivalence in the “VC Formal Datapath Validation
User Guide” under Section 2: Methodology.

The following are features that VC Formal DPV supports:

% Waveform and source code debugging of failed lemmas
% Powerful formal engines

% Automates checks for model correctness

% Support for multi-processing

< Assume-guarantee and case-splitting automation

The DPV application also supports a long list of commands that can be used in your TCL file.
Below is an example of the fvclear command:

% fuclear (example 1.1)

Usage: fvclear # Clears the run status of selected properties
[-class <list-of-class-attributes> ]
(property class selection:
Values: aep, user)
[-type <list-of-type-attributes> ]
(property type selection:
Values: aep, user, lemma, cover)

[-usage <list-of-usage-attributes> ]
(property usage selection:
Values: lemma, cover)

[-regexp] (Use regular-expression instead of glob
filtering)



[-exact] (No pattern matching performed)
[-subtype <list-of-subtypes> ]
(goal subtype selection:
Values: property, vacuity, witness)
[<list-of-names-ids-or-collections-of-properties> ]
(List of property names, name patterns, or
property collections)

See Table 1.1. in the Appendix to see the complete list of commands. To view the usage of each
command in-depth, go to “VC Formal Datapath Validation User Guide” under Section 1.5:
Supported VC Formal Commands.

See Tables 5.1 and 5.2 to familiarize yourself with other TCL commands.



1.2 Design Files

In the Design folder, you'll put in the RTL and C/C++ design file. The TCL file will be put in the
Run folder. We suggest you name your folders with lowercase letters, as VC Formal is case-
sensitive.

C/C++ Constraints
¥ ¥ Y
VC Formal DPV
Integrated HECTOR Technology

¥ ¥

Failures

Figure 1.2.1. Showing the required files needed; C/C++, RTL, and TCL file that holds our
constraints & mapping.

This figure was taken from the Synopsys (https://www.synopsys.com/verification/static-
and-formal-verification/vc-formal/vc-formal-datapath-validation.html)

Places vx |2 ll' & ahliah || DPV_Example |(design| [piaces v % |[Z] | <) @ ahliah || DPV_Example
Computer : S Computer
ahliah \_} =] ahliah =]
Desktop dpv_impl.sv dpv_spec.cpp [ Desktop run.tcl
] File System ] File System
Documents (&) Documents
— —

Figure 1.2.2. Showing the (Left) RTL/C++ and (Right) TCL files in the correct folder locations.


https://www.synopsys.com/verification/static-and-formal-verification/vc-formal/vc-formal-datapath-validation.html
https://www.synopsys.com/verification/static-and-formal-verification/vc-formal/vc-formal-datapath-validation.html

2. TCL File Syntax

Next, we will create a TCL script for DPV setup. This is where we compile our designs using
various commands and into formal models represented in data-flow graphs (DFGs). These
commands will be put in procedures, or proc and executed in the VC Formal GUI.

As with the other applications, make sure to set app mode to DPV:

set_fml_appmode DPV

To enable the C++11 front-end, the following command must be placed in the DPV setup file.

set _hector_comp_use_new_flow true

Now, we need to compile our designs. Steps to compile a design:

1. Create a design using create_design command.
2. Analyze the design (language specific step).
3. Generate the DFG by calling compile_design command.

Step 1. Below is the syntax for creating a design using the create_design command:

create_design -name <spec|impl> -top <topname>
[-options <string>]
[-clock <name] [-reset <name>] [-negReset]
[-lang <c|c++|scdt|systemc|verilog|vhdl|sverilog|mx>]

Example 2.1. Syntax for the create_design command.

Specifications for Example 2.1:

# -name <designname>: The name of the design. Possible values are spec or impl.

-top <topname>: The top level module/function name for DPV analysis

-options <string>: Used to provide any additional compiler specific options.

-clock <name>: The name of the clock port in a single clock design.

-reset <name>: The name of the reset signal in a design with simple reset.
-negReset: The polarity of the reset signal.

-lang <name>: The language for the design. (i.e. ¢, c++, scdt, systemc, verilog, vhdl, mx, or
sverilog).

&
®
&
&
®
®

See Table 2.1 for compile design examples in different languages.



Step 2. To analyze C++ files, the command is:
cppan <options> <list of filenames>

& <options>: The g++ compiler options for compiling the files
& <list of filenames>: List of files to compile

File Language Command

SystemC vcs <options> <list of filenames>
Verilog vlogan <options> <list of filenames>
VHDL vhdlan <options> <list of filenames>

Table 2.2. Command for analyzing certain languages.

Step 3. Generating a data-flow graph (DFG) involves converting models into a visual
representation. The command to create the .dfg file is:

compile_design name

The argument name with this command should match the name used in the create_design
command in Example 2.1 (‘spec’ or ‘impl’). This .dfg file will be written in the current working
directory (folder).

An existing spec.dfg and impl.dfg can be reused if needed. If reusing, the compile_spec/compile_impl
commands are not needed.

To avoid compilation of spec or impl, spec.dfg or impl.dfg needs to be copied to the
vest_rtdb/.internal/hector folder.

exec cp spec.dfg vest_rtdb/.internal/hector
exec cp impl.dfg vecst_rtdb/.internal/hector
compose

solveNB -ual myUAL myUAL

Example 2.2. Reusing a dfg example.

The next section provides some example templates you can use for your designs. Simply make
the proper changes in file language, argument names, etc.
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2.1 TCL File Examples

Example for compiling C/C++ design:

proc compile_spec { } {

create_design -name -spec -top main
cppan -Iinclude -DCHECKFP foo.cc
compile_design spec

Example 2.1.1. Compile example for C/C++ design.

Example for compiling RTL design:

proc compile_impl {} {

create_design -name -impl -top play \
-clock clk -reset rst -negReset

vcs play.v

compile_design impl

Example 2.1.2. Compile example for Verilog design.

See Table 4.3 to see the complete list of design examples.

Not defining procs and proof generation will result in an empty task list and goal list.
Continue onto the next sections to see examples on how to curate these proofs for your
TCL/setup file.

11



2.2 TCL: Assumes, Lemmas, and Covers
VC Formal DPV allows you to specify assumptions on RTL signals and/or C-variables and lemmas

that need to be proven.

Assumptions syntax -»  assume <name> = <expression>
Proof obligations or lemmas syntax - lemma <name> = <expression>

Covers syntax -»  cover <name> = <expression>

These commands must be placed inside a TCL procedure as shown in the templates below,
along with the command ‘set_user_assumes_lemmas_procedure’.

Template to define lemmas/assumes:

proc my_assumes_lemmas {} {

assume al = .....
lemma 11 = .....
cover ¢l = .....

}

set_user_assumes_lemmas_procedure “my_assumes_lemmas”

Example 2.2.1. Template using assumptions, lemmas, and covers in a proof.

Example defining lemmas/assumes:

proc my_assumes_lemmas {} {

assume al = (spec.ain(1) == impl.ain(1))

lemma 11 = (spec.cout(1) == impl.cout(4) [31:0])

cover ¢1 = ( (impl.mode(3) == 2) )

cover c2 = ( (impl.mode (3) == 2) && (impl.out1(5) == 3) )

}

set_user_assumes_lemmas_procedure “my_assumes_lemmas”

Example 2.2.2. Example using assumptions, lemmas, and covers in a proof.

VC Formal DPV uses a two-state logic system, so X in assume/lemma expressions are not supported.
For example, “assume (impl.mysignal_4a(0) == 1’bx)”.

12



2.3 TCL: Case Splitting

Case splitting is used for breaking a hard formal verification proof into subsections. Below is a
visual reference for how this technique works:

cgs cps cg@s
el e?2 e3

Figure 2.3.1. Case split tree diagram. ‘A’ stands for assumptions,
and ‘L’ stands for a lemma to be proven.
This figure was taken from the VC Formal User Guide DPV App Version T-2022.06-
SP2, December 2022
Looking at the diagram above, we have split top into three cases by adding more assumptions
to the original problem.

Case 1: Consists of proving L using assumptions A and Al
Case 2: Consists of proving L using assumptions A and A2
Case 3: Consists of proving L using assumptions A and A3

If all of the case splits are complete and the lemmas pass in each sub-proofs, then they pass in
the original proof as well. VC Formal DPV checks the completeness of these case splits.

caseSplitStrategy command example:
caseSplitStrategy name [-script sname]

# -name: Specifies a name used to refer a collection of case splits
& -script sname: Optional. Specifies the name of a solve script to use for all case splits
under this case split strategy. Individual case splits can override the solve script to use.

“This command is used to provide a name to a collection of case splits. You can create multiple

case split strategies. You can also specify which case split strategy to use during the proof.”

See Table 5.4. for the full list of commands for case splits.

13



You can also use the following commands to navigate between multiple case split strategies:

2

< listCaseSplitStrategies

2

« cdCaseSplitStrategy name
< listCaseSplitStrategy

These commands must also be placed inside a TCL procedure, as shown in the examples below,
and be enabled by adding the following command in the TCL script before running:

set_hector_case_splitting_procedure <tcl proc>

Template for caseBegin and caseAssume commands:

proc case_split_template {} {

caseSplitStrategy name
caseBegin name
caseAssume expr
caseBegin name
caseAssume expr
caseBegin name
caseAssume expr

}

set_hector_case_splitting_procedure <tcl proc>

Example 2.3.1. Template using assumptions, lemmas, and covers in a proof.

Template for caseEnumerate commands:

proc case_split_template {} {

caseSplitStrategy name -script sname
caseEnumerate pname -expr expr
caseEnumerate pname -expr expr -parent pname

}

set_hector_case_splitting_procedure <tcl proc>

Example 2.3.2. Template using assumptions, lemmas, and covers in a proof.

14



Example diagram with proc commands:

Figure 2.3.2. Case splitting strategy diagram for example “bar”

This figure was taken from the VC Formal User Guide DPV App Version T-2022.06-
SP2, December 2022

proc case_split_template {} {

caseSplitStrategy bar
caseBegin C1

caseAssume (impl.a(1) == 0)
caseBegin C2

caseAssume (impl.a(1) == 1)
caseBegin C3

caseAssume (impl.a(1) == 2)

caseBegin C4
caseAssume (impl.a(1) == 3)
caseEnumerate D -type FULL -expr “impl.b(1)” -parent C2
}

set_hector_case_splitting_procedure <tcl proc>

Example 2.3.3. Example of case splitting for the diagram in Figure 2.3.2.

15



3. Application Setup

The DPV application uses Hector technology, so currently we can only invoke DPV via the shell
command prompt. There are mutiple ways to invoke the DPV app, we can open it using the
following command, as you might have seen in the other tutorials.

e |nvoke VC Formal GUI and TCL script in one command:

Svcf -f run.tcl -gui or Svcf -f run.tcl -verdi

“run.tcl” is the name of the TCL file we are using. If your file name differs from this, you
will need to change it accordingly in this command.

The “-gui” switch opens VC Formal in the GUI, and it’s equivalent to the switch “-verdi”.

We will go through this method in the following section.

16



3.1 Invoking VC Formal Along with TCL File:

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -f run.tcl -gui

| < B ahliahr' i DPV_Example run!

£ J Create Folder
| Create Document -

run.tcl

Figure 3.1.1. Opening terminal in the ‘run’ folder.

< || ahliah || FCA_Example run(

Mate Terminal

File Edit View Search Terminal Help
SR b ash-4.28 vef -f run.tcl -gquil]

Figure 3.1.2. Invoking VC Formal and TCL script in the terminal.

And that’s it!
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4. Application Usage

After successfully invoking VC Formal GUI and loading the TCL script, your screen should look
something like this:

<Verdi-Apex:nTraceMain:1> v) (a)l (¢

@ 5 B2 B l:v U . ACUIDRT A Y W—_< l—-ﬂl | MY '9 @ = ;' @ 7

Task List ‘i | : Job time Job resource ‘ ‘r‘r, [g ‘ All [F XMs
_Name | Progress Restf — Targets

Welcome to VC Formal.

You can use Setup Wizard to create a new environment. &
Or you can load a Tcl File. &

~——p b { N <
nsta.. .Declarat..IICF:TaskL..]‘ 'Srcll VCF:.GoallList

— —

@| - Line: (12 5@ ¥

11 Licensed Products. sSynopsys will use information gathered in connection with =
12| this process to deliver software updates and pursue software pirates and =
13 infringers.

14| Inclusivity & Diversity - Visit SolvNetPlus to read the "Synopsys Statement on =
15| Inclusivity and Diversity" (Refer to article 000036315 at

16| https://solvnetplus.synopsys.com)

17 License feature checked out: VC-FORMAL-DPV-BASE-SH
18| License feature checked out: Hector

19| INFO: Storing temporary files in directory '/u/wcelina/DPV_Example/tcl/vcst rtdb/.internal/hector’.
20| #Mastersourcefile command_script muladdlé.tcl

21 |set_fml appmode DPV

22|11

23|set _hector comp use new_flow true

24 true

25|set _hector_ softfloat _version custom

26 custom

27| proc compile spec {} {

28| create design -name spec -top hector wrapper

4]

4

vef> x: I

(&  Message IVC FonnalConsolel

VCF BskList is created. bl el 7

Figure 4.1. Screen after loading TCL script. (This screenshot was taken from the VC Formal GUI)

1) DPV icon signifies that we are in the correct mode
2) VCF-Shell/Terminal Console
3) Restart VCF Icon

=

Check that your source files and proof/lemmas are populated by looking in the console (2). Any
errors in the analysis of your command script will be shown.

Go ahead and click the DPV icon to enable the mode. It should turn yellow.

You may notice that there are no contents in the “VCF:Goallist” tab or anywhere else.
Don't worry, this is normal! Continue on to the next topic, 4.1 Running DPV Formal Proofs, for
the next steps.

18




Remember, not defining procs and proof generation will result in an empty task list and
goal list. Go to Sections 2.2 and 2.3 to see examples on how to curate these proofs for

your TCL/setup file.

Along with these proofs, make sure to include these commands to enable them:

>> set_user_assumes_lemmas_procedure <tcl proc>

>> set_hector_case_splitting_procedure <tcl proc>

#* <tcl proc>: proc name, or function name (i.e. “proc adder{}”; proc name = adder)

19



4.1 Running DPV Formal Proofs

After properly running your TCL script, execute all of the proc names in your TCL script to the
VCF-shell one by one. A quick example is provided below.

TCL Example:

proc make {} {
compile_spec
compile_impl
compose

proc proc_name_here {} {
create_design -name “impl” -top “demo” -clock clk
vcs demo.v
compile_design “impl”

}

proc split {} {
caseBegin c1
caseAssume (impl.a(1) = 0)

proc another_example {} {
set_user_assumes_lemmas_procedure “proc_name_here”
set_hector_case_splitting_procedure “split”

Example 4.1.1. “Lorem Ipsum” example TCL script - gibberish code, only used to show how the
formatting can be done and to use for visual explanation.

Commands Example:

% make
% proc_name_here
% split
% another_example

Example 4.1.2. Example for list of commands to execute in VCF-shell from Example 4.1.1.

20



The screen you get will depend on the kind of analysis you need to run, including the different
lemmas as specified in your TCL file. Below are two examples of what you can expect to see:

Name Progress Result

[ PSU_Capstone Example N 1:0:1:0
Wi Welcome to VC Formal.

Or you can load a Tcl File. &

Constraints: ALL

You can use Setup Wizard to create a new environment. &

<Verdi-Apex:nTraceMain: 1> - o X
Fle View Onelrace Tools Window Help ,Q‘ String/Signal 4
ME-L-E:BH:YRE--Ble0C00 %Al | B B & () ov @ appmodei|
25 VCF:Gaallist 255 _1
Task List E‘ Jobtime |-1 | Job resource |3600 I | <Enter name Matc.. vl D [ Al v M X & 4 [ @ E‘ @
Targets: ALL

x| 7

Instan(E| Decla latiunl VCFTaskLISt‘ *Srcl | VCF:Goallist

Figure 4.1.1. Capture of GUI example 1. Targets/constraints are not populated, but there is an
item in the task list. (This screenshot was taken from the VC Formal GUI)

MName Progress Result

E' PSU _Capstone Example
Kill Task

Delete Task

Figure 4.1.2. Capture of GUI example 1. Start the check by right clicking on the task. (This

screenshot was taken from the VC Formal GUI)
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<Verdi-Apex:nTraceMain:1>

- o x
Fle View Onefrace Tools Window Help P string/signa &
Mo -L:E:B:Z3 BRes0C00%: %@ 0P @ T D () w @ asemoce:
Instance £ & _ 0 vcRGoaltist +48_0
= ':"‘”" = .'Jnnume 1 | Jobresource |3600 MAIF v EX &4 @E
= ogre o= g name | vacuty | whness| trpe | cass engne elapsed time expression enabied
| 1 o troe
——
—
 s—|
—
Constraints: ALL
— name expresson
|
2
T Total Properties.  passed{0] - faiked Constrants Enabled: 7; Run Tme: 0:00:12/0
Instance | Decration| VCF WsiList| VCFies e R o
WC Formal Cansole +48_n0

Rule View Tools Window

el [FQ %

Figure 4.1.3. Capture of GUI example 2, after executing proc names sequentially in the VCF-
shell. The targets, and constraints tables will be populated with the properties and constraints
specific to your project. The task list on the left will also be specific to your project. (This
screenshot was taken from the VC Formal GUI)
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4.2 Debugging - Waveforms

After running the analysis, the status icon will show whether the lemmas were verified or

falsified E' In the case they are falsified:

right-click on the lemma [ “View trace” B “Property” to look at the trace-failure waveform

Targets: ALL
status name

| 5_design.PSU_DPV_Example

P A [
=

IS

Figure 4.2.1. Inspecting falsified lemmas. (This screenshot was taken from the VC Formal GUI)

After clicking on property, a waveform window should open:

T A T

03+ Failure |

n-x1

Figure 4.2.2. Producing the waveform of a falsified lemma. (This screenshot was taken from the
VC Formal GUI)

The results will be specific to your design, but the waveform signals and transitions should aid
you in understanding what caused the lemma to be falsified. You can fix this by altering your
design accordingly and restarting VC Formal.

You can also add a debugging tool for C/C++ code designs to the TCL script:

simcex -gdb <failed lemma name>

23



4.4 Restarting VC Formal

Restart VC Formal by clicking on |;| VC Formal will automatically load the same TCL file again
when we invoke VC Formal along with the TCL script in the terminal.

Fle View Source Onelrace Tools Window Help
mo-L & 0 204 B¢
N @E@]o Appmode: |SEQ _'J [ By: |_§_—‘;V

Instance

Restart VCST [Ctr+Ait+V]| & -0

Figure 3.4.1. Location of the restart button in VC Formal window. (This screenshot was taken
from the VC Formal GUI)

After the application and TCL file is loaded, we should see no falsified properties and that they
all are proven:

Targets: ALL
status | name |
1 v 5 design.PSU_DPV_Example |
_2 v 5 _design.check_out_50
_3 v 5 _design.check_state 50
;_41 o 5_design.onehot_out

Figure 3.4.2. Results after fixing errors and restarting VC Formal. (This screenshot was taken
from the VC Formal GUI)
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Appendix

Command Description

fvclear Clears the run status of selected properties
fvdelete Deletes the selected properties

fvenable Enables properties

fvdisable Disables properties

view_coverage

Show the coverage view

get_props

Get properties

set_grid_usage

Set grid configuration for VC-Static Formal

start_gui Show the Activity “Hybrid” View
snip_driver Snip the driver of the net
report_fv Reports formal information
check_fv Run/stop solvers in a given proof

get_blackbox

Returns list of objects which are listed as blackbox

report_blackbox

Returns a report of blackboxed objects in the design

get_sequentials

Gets collection of sequentials of the design

report_app_var

Show application variables

set_app_var Set the value of an application variable
get_app_var Get the value of an application variable
set_fml_var Sets task specific formal variables
get_fml_var Gets task specific formal variables

report_fml_var

Reports task specific formal variables

set_fml_appmode

Set DPV Mode

fvassert

Creates an assertion

fvassume

Creates an assume

Table 1.1. VC Formal commands supported by the DPV application (Part 1/2).
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Command

Description

fvcover

Creates a cover

report_fml_jobs

Reports information about solver jobs running locally

report_fv_complexity

Print a summary of the operators used in both spec and impl designs

save_session

Save DPV snapshot

restore_session

Restore DPV snapshot

get_snips

Get snip drivers

restart_vcf

Restart VC-Formal

start_verdi

Show Verdi with Docked Activity View

stp_extract -help

Extract the current testcase using STP

set_change_at

Specify legal transition time of the signals

get_license

Get licenses for the specified features

Table 1.1. VC Formal commands supported by the DPV application (Part 2/2).
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Language Example
Verilog proc compile_impl {} {
create_design -name -impl -top play \
-clock clk -reset rst -negReset
vcs play.v
compile_design impl
}
SystemVerilog proc compile_impl {} {
create_design -name -impl -top play \
-clock clk -reset rst -negReset
vcs -sverilog play.v
compile_design impl
}
VHDL (ver. 1) proc compile_impl {} {
create_design -name -impl -top DWO1_add_cla.vhd
vhdlan wrapper.vhd DWO1_add.vhd DW@1_add_cla.vhd
compile_design impl
}
VHDL (ver. 2) proc compile_impl {} {
create_design -name -impl -top testmultipipe \
-reset rst -negReset -clock CLK
vhdlan mult_pipeline.vhd
compile_design impl
}
Mixed Verilog proc compile_impl {} {
and VHDL (MX) create_design -name -impl -top DWO1_add_inst
vlogan wrapper.v
vhdlan DWO1_add.vhd DWO1_add_cla.vhd
compile_design impl
}

Table 2.1. Examples for compile designs of different languages with “create_design” command.
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Case Split Commands

caseSplitStrategy name [-script sname]

#® -name: Specifies a name used to refer a collection of case splits.

#® -script sname: Optional. Specifies the name of a solve script to use for all case splits under this case
split strategy. Individual case splits can override the solve script to use.

caseBegin name [-parent pname] [-script sname]

#® name: Specifies a name for this case split.
#® -parent pname: Optional. Specifies the name of the parent case split. Default: top level case splits.
# -script sname: Optional. Specifies the name of a solve script to use for this case split.

1) caseAssume expr
OR
2) caseAssume name = expr

#*® expr: An expression involving specification and/or implementation inputs in different places.
% name =: Provides a name to the assumption (2)

caseEnumerate name -expr <expr> [parent pname] [-type tname] [-script sname]

#*® name: Specifies the name to refer to all the cases in the enumeration.

% -parent pname: Optional. Specifies the name of the parent case split. Default: top level case splits.
#® -type tname: Optional. Specifies the type of enumeration (full or leadingl). Default = full.

% -expr expr: An expression involving specification and/or implementation inputs in different phases.
% -script sname: Optional. Specifies a solve script to use for all cases in the enumeration.

1) caselLemma expr
OR
2) caseLemma name = expr

% expr: An expression involving specification and/or implementation inputs in different phases.
% name =: Provides a name for the lemma (2)

Table 2.3.1. Case split commands and option descriptions. Learn more about each case starting
in Section 9.4.2 of “VC Formal Datapath Validation User Guide”.
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TCL Set-up Commands

Command Definition

assume Provides assumptions on inputs or variables in C++
and on signals and registers in RTL.

caseAssume Specify an assumption that forms the part of the
currently selected case split.

caseBegin Start a case split.

caseConstraint Specify a constraint that forms the part of the currently
selected case split.

caseEnumerate Creates a collection of case splits by performing a
specified type of enumeration on a given expression.

caseSplitStrategy Provide a name to a collection of case splits.

cutpoint Enable a cutpoint signal.

lemma Generates a lemma that will be proven by VC Formal
DPV.

set_aep_selection Controls the checking of automated lemmas.

Table 5.1. VC Formal DPV specific TCL set-up commands. These perform additional
configuration of the DPV environment. Can be executed in an interactive session or placed in the
TCL script.
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TCL Runtime Commands

Command

Definition

cdproof

Changes to a specific proof.

compile_design

Compiles the specified design in to a DFG.

compose

Creates the internal test framework.

cppan

Analyzes a C/C++ program.

create_design

Creates a specification or implementation design

getTaskDetails

Returns a TCL list with details of lemmas running in each
task.

ignore_functions

Ignores a list of functions for C/C++/SystemC programs.

killTasks Kills one or more scheduled or running tasks.

listassumes Lists all the assumptions of the currently selected proof.

listproof Lists the status of all the assumptions and lemmas of the
currently selected proof.

listtask Lists information (error messages) posted by the task.

listtasks Lists the status of all existing tasks.

listTaskDetails

Lists information about each lemma in each task.

list_aep_selection

Lists the enable status of AEP lemmas.

proofstatus Returns 1 if all lemmas in all proofs in the list were
successful.
proofwait Waits for each proof int he list provided to have a

“conclusive” status.

reload_script

Sources the TCL command script again without exiting the
VC Formal DPV shell.

scdtan

Analyzes a SystemC datatypes program.
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Table 5.2. VVC Formal DPV specific TCL runtime commands. These cause some action to be
performed by DPV. Can be executed in an interaction session or placed in the TCL script.

TCL Runtime Commands (cont.)

Command Definition

simcex Simulates a counter example, saves results in one or more
forms.

solveNB Proves the equivalence or in-equivalence of each

corresponding output. (non-blocking command)

syscan Analyzes a SystemC program.

vlogan Analyzes a Verilog program.

vhdlan Analyzes a VHDL program.

VCS Analyzes and elaborates the Verilog only designs.

Elaborates an RTL design for VHDL and MX designs.

Table 5.2. VVC Formal DPV specific TCL runtime commands.
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Disclaimer:

The contents of this document are confidential, privileged, and only for the information
of the intended recipient and may not be published or redistributed.

The design example in this tutorial is not supplied. You need to use your own files to follow the
tutorial steps and instructions
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1. Introduction

VC Formal uses TCL (Tool Command Language) scripts to tell it what to do. The script can define
the app within VCFormal that we want to use, the files we are working on, how we are mapping
them, the clock cycles, and more. Instead of diving into the details of TCL scripts, we will use
templates. One would then simply need to modify those templates to interact with VC Formal
as needed in their project.

To begin, you need to set up the VNCserver as shown in the previous tutorials and open the
Linux GUI. For better practices and to keep everything organized, we create a main folder for
the design we want to analyze, and in this case, | called mine “FRV_Example”. Don’t use spaces
when naming the files and folders.

Inside that folder, we create two folders: one is Design, where you put the actual Verilog or
SystemVerilog designs we want to analyze, and the other is Run, where we put the TCL that will
run the VCFormal FRV analysis for us.

< > | ¢« @Home
@ Recent
0 documents Places v % |[A] |« & ahliah | |FRV_Example
Desktop Documents Downloads FormalMo
< Downloads Computer S — —
@ e . ahiiah
@ Pictures . a €
() Deskto i
- et ‘ p design run
Templates vcfmo Properties T = File System
© CentOs7 A Open in Terminal m Documents
o

Figure 1.1. Creating folders to organize design and TCL files.



1.1 About and Usage of FRV

Formal register verification is used to perform formal
verification checks for registers in a design. It cuts down the @
time of performing directed simulation tests by formally

verifying register behavior of a design configuration. AP

Intended register behavior is provided by the user via IP- Chock Rogister | - | —
XACT (.xml file) or RALF (.ralf file) format. This register | e
specification file will be a separate file that compliments % = —
your main design file(s) (SV or V file). It will be where you FRV
define all registers and/or reg-fields.

Register Verification
Verify Registers against
IP-XACT/RALF

This FRV figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022

During the verification process, FRV will determine if register intent is consistent by checking
read/write transactions. Once FRV is initiated, a checker file will be produced. The checker file is
what VC Formal uses in order to check on your specified registers. To ensure FRV performance,
an additional file is needed to “bind” (SV file) this checker file and your register specification
file.



1.2 Design Files

In the Design folder, you’ll put the design files. The TCL file will be put in the Run folder. We
suggest you name your folders with lowercase letters, as VC Formal is case-sensitive.

Places v % |[#] | «/|& ahiiah || FRv_Example |[run] [ piaces v % |[2] | «||@ ahiiah || FRV_Example |[design|
Computer Computer
ahliah i & ahliah @
[ Desktop run.tic (& Desktop bind.sv frv_exa&\ple.v reg_spéc.xml
| File System \_J File System
(&) Documents [ Documents

Figure 1.2.1. Showing the SystemVerilog and TCL files in the correct folder locations.

Shown left of Figure 1.2.1, the design folder should hold 3 files:

% A SystemVerilog or Verilog file containing your main module
< A .xml or .ralf file containing your register specifications
% A SystemVerilog file that will “bind” main module file to checker file

Places v X _)) \4“@ ahliah || FRV_Example :ldesign
IOpenv *frv_example.v Save = Y

~/FRV_Example/design

lﬂ frv_example.v|

// Synopsys VCFormal FRV App Example
// Portland State University Main Module Example

module | frv examglel - 8§
#(parameter DATA WIDTH = 32,
Figure 1.2.2. Example of the main design module we are using in this tutorial.

In order for VC Formal to map your design, you need to acknowledge and keep note of your
exact module name AND your file name, as highlighted in Figure 1.2.2 above. Although | chose
to keep the same name for both in this example, it is important to know the difference. This will
come in handy when you create your TCL file.

The register specification file is where you define all registers in your main design file in XML or
RALF format.



_j & ahliah | FRV Exampum L

IPpen' ] J ~IFRVIZ:::::evldesign \ SaveJ x‘% ARt

g b:l.;t(l frv examplelz:g;))s frv_gen wrapper

.DATA WIDTH (32),
.RSVD MODE (0),
.BUS LATENCY (1),
.WR_LATENCY (1),
.RD LATENCY (1),
.LATENCY MD (1),
.OUTABLK MD (0),
.COVER TYPE (3'h7),
.COVER WRITE (1),
.COVER READ (1),
.OUTADDR EN (1))

Figure 1.2.3. Example of the bind file we are using in this tutorial.

The “bind” file will bind the checker file (generated after running TCL file) to your design.

Things to note from Figure 1.2.3:

< The orange highlight is our design module name

o

% The green highlight is a generic bus wrapper (recommended)

o

» The blue highlight encapsulates the checkers parameters (see Appendix Table 1.1)



1.3 TCL File

Next, we will set up the TCL file. Below is the TCL file (full script in Figure 1.3.2), which you can
use as a template for your functional checks on VC Formal.

Open~ | || fca_example.sv save |[=2]| &G &
| ) J ~/FCA_| xample/design

// Synopsys VCForm g run.tcl =G
// Portland State |Openv‘\w4ﬁ‘ ~/FCA_Example/run esave | | 1= X

: Portland State University VC Formal Team FCA A Tutorial -
module |S design (iw y Ve = _reA_APp ~

set_fml_appmode COV

# Set the module name as the design parameter
set design

# Read the module "S design" in the file /design//design/
2 always_ff fca example.sv -
trlggereq asynchroreaa file -top $design - i \
i if (resety ~sva -vcs {../design‘fca example.sv' -cov all
initial state SO ~

State <= N
positive clock edg

// Enumerate the s
enum logic [1:0] {

//State Re

# Create clock and reset signals
create_clock clk -period 100

i create_reset rst -sense high

/{NEXt St34 Runing a reset simulation

atways_COMcim run -stable

case (Stat . —_ _ _ SR >

Tcl » Tab Width: 8 » n1,cColl v NS
Figure 1.3.1. Difference between the design file name and module name.

In Figure 1.3.1, both the Design file and TCL files are shown side by side. This is an example from
another VC Formal application; this is NOT a TCL file for the FRV app.

% The blue highlights are to demonstrate the module name.
% The red highlights are to demonstrate the design file name.

These will NOT be the same for every user. You will need to keep track of your own

module and design file names in order for your TCL file to work correctly when you try
to runin VC Formal.




; run.tcl
=5k
| Open [ | ‘ ~/FRV_Example/run ‘

# Portland State University VC Formal Team FRV App Tutorial

set fml appmode FRV

# Set the module name as the design parameter

# Read register specification file then generate checker file
frv load -ipxact ../design/reg spec.xml -auto load
: ‘ -2
# Read the module "FRV design™ and bind it to checker file
read file -top $design -format sverilog \

-sva -vcs "../design/frv example.v ../design/bind.sv"

3 4

# Create clock and reset signals
create clock clk -period 100
create reset rst -sense high

# Running a reset simulation
sim run -stable

sim save reset

1

Figure 1.3.2. Annotated TCL template file.

(1) Instruction that sets the appmode to FRV in VC Formal.

(2) “frv_load” identifier that perform FRV by taking in the register specification file and verifying

specified registers in the file.
(3) Design file location so VC Formal knows where to find the file.
(4) Bind file location so VC Formal knows where to find the file.

As mentioned before, VC Formal is case sensitive, and in order for it to map your designs, you
will need to use the same module name in the TCL script (3) and the module name in the design

file.

Any file name (ex. frv_example.sv) can be named however you want.



2. Application Setup
There are multiple ways to invoke the VC Formal GUI and load the TCL script.

In this tutorial, we will show two methods for doing so. When using either method, it is
important that you open the terminal within the appropriate “Run” folder associated with the
FRV app.

e |nvoke VC Formal GUI, then manually load the TCL script in the application:

Svcf -gui

OR

o |nvoke VC Formal GUI and TCL script in one command:

Svcf -f run.tcl -gui or Svcf -f run.tcl -verdi

”

"run.tc” is the name of the TCL file we are using. If your file name differs from this, you

will need to change it accordingly in this command.

The “-gui” switch opens VC Formal in the GUI, and it’s equivalent to the switch “-verdi”.

We will go through both of these methods in the following sections.



2.1 Invoking VC Formal GUI

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -gui
< | [ ahliah || FRV_Example ﬂrunl Mate Terminal v) (a) (x
File Edit View Search Terminal Help

# Pai bash-4.2% vcf -guiE

set -

— [ Create Folder

run.tcl

| | Create Document -

Figure 2.1.1. Invoking VC Formal in the terminal.

Note: You may have to wait a few seconds for the program to start up.

You should then see the VC Formal GUI as shown in Figure 2.1.2 below. You can toggle between
showing “Targets”, “Constraints”, or both “Targets” and “Constraints” window by clicking the
blue box icon in the upper right-hand of the application (1).

E=]§=I

It may look like any of these three icons:
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<Verdi:nTraceMain:1> ) (A) (x

File View OneTrace Tools Window Help P om

ME-C-E:0:C2:E--00e¢e20000 %L %8 2 E ImZumﬁAvvmmfw_l
VCf‘Esmst #& - O |vcrGoalst - — 28 _0
| I By EX @4 [@)ldE] e e«

Constraints: ALL

A — =
Insta...|Declarat...| /CFiTaskL.| | *Src1| VCF:Goailist |

VC Formal Console 5.0

son ||y (0 @) e |1 Ele x

1 VC static ]
2 version R-2020.12-sP2-7 for linux64 - Apr 03, 2022

3 Copyright (c) 2010 - 2022 Synopsys, Inc.

4 This software and the associated documentation are proprietary to Synopsys,

5| Inc. This software may only be used in accordance with the terms and conditions
6| of a written license agreement with Synopsys, Inc. All other use, reproduction,
7 or distribution of this software is strictly prohibited.

8

+(ESML_WARNING-3): Wed Jan 25 12:53:17 2023: High network latency to these hosts: ldap (3000 ms) =

wi> v O~
@ Message |vC FormaIConsoIeI

2B s s
Figure 2.1.2. VV/C Formal GUI introductory screen. (This screenshot was taken from the VC Formal
GUI)

Then load a TCL script by clicking on the - icon (2) as shown in Figure 2.1.2.

Next, select the “run.tcl” file we have in the “run” folder:

Open TCL Project File X

Look in: [ /umcelinarae? Examplerun ¥| 3 © Q [22](E)

7 _certitudeGuUI
# | vest_itdb

e E certRudeGUI | verdiLog
# 55 vest b
%[ verdilog '

File Name:  run.tcl

* pri;=.tcl :j
L Open %/J] Cancel I

Figure 2.1.3. Selecting TCL file.
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2.2 Invoking VC Formal Along with TCL File:

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -f run.tcl -gui

| «||E5 ahliah || FRV_Example |{run|

¢ Poi

set

[ J Create Folder
| 1 Create Document -

run.tcl

Figure 2.2.1. Opening terminal in the ‘run’ folder.

Mate Terminal

File Edit View Search Terminal Help
CUNEIN 2 <h-4. 25 vef -f run.tcl -guil

Figure 2.2.2. Invoking VC Formal and TCL script in the terminal.

And that’s it!
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3. Application Usage

After successfully invoking VC Formal GUI and loading the TCL script in the above methods, your
screen should have contents in the “VCF:GoalList” tab and look something like this:

@7 @ e @ rwmaefrw -]

veresws - 0 s
= Tusi List @ “4| Time |12H | MaxCycle |-1 [ | <Enter name Match Va _VJ @ M an g o X“ s @ @ @ @ [E
| Name | Progress | | : = T
E FRV oo | | status | depth | name | vacuity | witness | engine | type | elapsed time [T
...1C.RO.CHKBDR.BDRRD.ast_ro_bdr_read_check o assert
...c.RO.CHKBDR.CHKINIT.ast ro_bdr initial_check @ assert
.14 .RO.CHKBDR.BDRRD .ast_ro_bdr_read_check | o assert
...4.RO.CH KﬂDR.CHnNI'I’.ast_ro_bdr_lnlﬁal»check. - assert
...RW.CHKBDR_BDRINIT.ast_rw_bdr_initial_check ° assert
.8 RW.CHKBDR.BDRRD.ast rw bdr read check | assert
Registers Constraints: ALL
[sumsl Ad: Block g Name |Field Name |Address |Bit Range |Type|Reset Value |Reset Mask |Read Mask |Read Mask Type |Write
B |Addr_Blk REG1 0x0 31:0] RW
- |Addr_Blk REG2 0x4 31:0] RW
[ |Addr_Blk REG3 0x8 31.0] |RO
[+ |Addr_Bik REG4 0x10 31.0] RW it
BT TR
< = Total Properties: 144 - passed[ 0] - fai led[0] - disabled[0] ; Constraints Enabled: 1
Inm...lDeclaru..l/CF:TaskL. @ +*Srcl:frv_examplev IVCF.GoalLlst

VC Formal Console £S5 _0

Rule View Tools Window

(@) - Line: [68 ‘,iQx

68 1 -
691
v

vef> b4 D'

vc FonnalCoaneI @ Message I

Selected: Trace isloaded ‘= [Mw £ £ %2

Figure 3.1. Screen after loading TCL script. (This screenshot was taken from the VVC Formal GUI)

Now, go ahead and run the verification analysis by clicking on the play E‘ icon in the upper left
corner of the “VCF:GoallList!” tab.
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3.1 Detecting Errors

E 3' @ ] seQ Q Appmode: FRV :_j

B VCF.GoalList

Task List [

B[] me (124 | Maxcycte (1| [<Eniernoneracnvs | B[ Ba @By Bx @4 @00
Name Progress - Targets: ALL
status | depth | name | “vacuity | witness | engine | type | elapsed time
1 x 3 ..1c.RO.CHKBDR.BDRRD. ast_ro_bdr_read_check o4 fl assert 00:00:01
2 v ©.RO.CHKBDR CHKINIT.ast_ro_bdr initial_check ol tl assert 00:00:02
| ® 3 14.RO. CHKEDR BDRRD .ast ro_bdr_read_check o3 Ml assert 00:00:02
4 v 4.RO.CHKBDR.CHKINIT.ast_ro_bdr_initial_check &1 tl assert 00:00:02
[ s v -RW.CHKBDR.BDRINIT.ast_rw_bdr_initial_check o1 tl assert 00:00:02
—s - 3 .8, RAW.CHKBDR.BDRRD.ast rw bdr read check 2 fl assert 00:00:02 -
= ‘ Registers ! Constraints: ALL l
Status l Address Block |Register Name |Field Name |Address ]Bit Range |Type|Reset Value }Reset Mask |Read Mask |Read Mask Type |Writ j
x +  |Addr Blk REG1 0x0 [31:0] RW
X + |Addr_Bik REG2 0x4 [31:0] |RW
X @ |Addr Bik REG3 0x8 [310] |RO
x 4+ |Addr Bik REG4 0x10 [31:0] |RW
| ! -
|| i > [Y‘ Total Properties: 144 - passed[ 126] - failed[ 18] - disabled[0] ; Constraints Enabled: 1 ; Min depth: 1; Max depth: 7; Run Time: 0:00:13 io‘

nsta...|Declarat.. |/CFTaskL..| @ *Srcl:frv_example.v VCF:GoallList |

VC Formal Console £5_0

Rule View Tools Window
|@ Line: |83 |§7‘® x

83 [Info] BITLEVEL MODEL STATS: Generated model with 10517 gates, 46 inputs, 1518 registers, 0 initial constraints, 0 =
constraints.

[ w> - )
Figure 3.1.1. Screen after running TCL script and the status given = X. (This screenshot was
taken from the VC Formal GUI)

In Figure 3.1.1 above, under the VCF: GoallList tab, we see icons. VC Formal gives this
“Proven” status icon for the part of our design that ran through FPV successfully.

We also see one E' icon; VC Formal gives this “Falsified” status icon for the part of our design
that failed FRV.

Under the Registers tab, the same statuses can be seen. Other information such as “Address
block”, “Register Name”, “Field Name”, “Address”, “Bit Range”, and “Type” display the default
register attributes from this analysis. The other columns can provide further information but it
must be declared in your register specification file. These include:

% Reset Value

< Reset Mask

< Read Mask (and type)
% Write Mask (and type)
%+ Backdoor
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On the left under “Task List”, we can see that VC Formal was given one task by the FRV app.
You can hover over the numbers under “Result” to see the results in detail. You may need to
alter the tab size by dragging the side panels or scrolling to the left:

VCF:TaskList ¥) (A) AX

Name Progress Result E

Runtime(HH:MM:SS)
Total:12H; Run Time:0:00:14
Goals
Found:144
Passed:126 (67.5%)
Proven:11
Covered:115
Failed:18 (12.5%)
Falsified:18

al View Waveform Tools Window Vacuities29
Non-vacuous:29
"N X B 5 500 & [|constraints
Found:1

Figure 3.1.2. Results of the analyzed script. (This screenshot was taken from the VC Formal GUI)

We can start by looking at the register data in the FRV report. Use the command below in the
VC Formal Console window to see the report:

frv_report

vef> i | frv_report]

1R 1 = i |.-I.. o I

Figure 3.1.3. VC Formal Console window.
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86 vcf>frv report

87 Register Summary:

B8 Component : frv_example
89 MemoryMap/System: Example Code

90 Address Block - Addr_Blk

91 Base Address : 0x0

92 Register Ccount : 7

93 Assertions : 29/11/18/0

94 covers : 115/115/0/0

95 Register List: Ox0 : frv example/Example code/Addr Blk

96 ID Register/field Name Address/bit offset 8
Asserts /covers

S0 s o 0 S S e e S R S A 0 0 S Pt S ke v M

98 4 REG1 0x00 3:

1IR/1TR/D /N

Figure 3.1.4. VC Formal Console showing a report of register data.

The FRV report will show the Register Summary of your design.

O

% “Component” is the design module under evaluation.

< “MemoryMap/System”, “Address Block”, “Base Address”, and “Register Count” are all
provided in the register specification file.

% “Assertions” are in the order of Total Asserts - Proven Asserts - Falsified Asserts and
Unknown Asserts.

% “Covers” are in the order of Total Covers - Covered Covers - Uncoverable Covers and

Unknown Covers.

Under the “Register Summary” will consist of a “Register List” with a table of identified
registers.

16



3.2 Resolving Errors

To see the register where this fault is resulting, we go to the column in between “Status” and
“Address Block” within the “Registers” tab and click on the <= icon

][] Time 120 | Maxcycte (1 || [recr_wrrensox X ~| [l B | Qe v B X @ 4 | (@) (8] [5] [e) 4

Targets: ALL Filter by name

| status | depth | name (C) | vacuity | witness | engine | type | elapsed_time
2 ....RW.CHKBDR .BDRINIT.ast_rw_bdr_initial_check o1 t assert 00:00:02
x 7 | ..0.RW.CHKBDR.BDRRD.ast rw_bdr read check | o3 | oM assert | 00:00:01 7
® 2 | ..0.RW.CHKBDR.CHKWR.ast rw_bdr_write_check| 431 | | M1 assert | 00:00:01 N
Registers l Constraints: ALL Filter by name
Status |  |Address Block |Register Name |Field Name |Address |Bit Range [Type|Reset Value |Reset Mask |Read Mask |Read Mask Type |Writ{
X = |Addr_Blk REG1 0x0 [31:0] RW
INTRSTS [1:1] RO |'h0 "hl
X ’ INTRC... 31:31] |[W... q
# |Addr Blk REG2 Ox4 310 RW i
# |Addr_Blk REG3 0xB 310 RO "
| 4 | b _ P>

Figure 3.2.1. Under “Registers”, click on < icon.

We will then be given the field names within the address block that is failing in our design.

Registers | Constraints: ALL ]
Status |  |Address Block |Register Name |Field Name |Address |Bit Range |Type|Reset Value |Reset Mask |Read Mask |Read Mask Type |Writ! |
= [Adar Bik REG1 0x0___[[310] __|RW
1 3 Show Source For Regi s er/Fields hl
§ ! Show Source For Backdoor Signal
# |Addr_Bik REG2 3
X & [Adorsik REG3 SERW B frertie K i
| Expand all (= =
‘ Total Properties: 144 - passed[ 126] - failed[ 18] - i h: 1; Max depth: 7; Run Time: 0:00:13
‘ @ *Srcl:frv_example.v IVCEGoaILIst CopyBasie

Figure 3.2.2. Field names under the address block that is causing failures.

Right-click on the “Field Name” of choice that failed FRV and click “Show Properties”. This will
show/filter all targets that are associated with the field name you selected (shown in Figure
3.2.1).

Double-click on a failed status icon associated with the filtered “Targets”. This will generate a
waveform tab.
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SN XD 800 o £\ v 800 xins (@ (@) %] - 8y [T ([« [» Goto: »: &y il »=E

1 ™
J

vC FomalConmlerMessagel *<nWave:10> evaluate result. fsdb. vf X | Analyzer X |

Figure 3.2.3. Waveform window with general traces provided by FRV.

General traces provided by FRV:

2

% “reg_read” - Goes “high” to indicate register read is complete.

< “read_data” - Indicates read data driven by your design.

% “field_mask” - Indicates the data bits that correspond to the register field that is
checked

< “bdr_rd_data” - Indicates the expected data within this register field (unbolded part will

be different name for everybody). If this trace shows a different assertion than
reg_data, it will fail.

Rl ” T =3 [d [ i — 77 |k ) W . x N/

CUrTeIt/VE SKatic/pPackages Frv/snps_regcnk.svp)

385 ast_rw_bdr_read check : assert prcnpcrt’,’(m). s
v

Figure 3.2.3. Source of failure corresponding with property being investigated.

Double-click on a property name and it will take you to the source within the design (shown in
Figure 3.2.3). You can then begin back-tracing. This will eventually take you to the line where
the signal is being driven and you can identify whether or not this logic is that to be expected;

revealing the root-cause. This will follow similar tracing techniques laid out in other VC Formal
tutorials.
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<Verdi-Apex:nTraceMain:1> train_Contj
File View Source Onelrace Tools Window Help

mME-L§® ©“2E - 30

B Z7®) @ { Edit Source File [E) !
VCEBskist & _ O]

Task List 1:J

‘Name : Progirfess'

NG

Figure 3.2.4. To make changes to the design file in VC Formal, click on “Edit Source File”. Don’t
forget to save your changes.

[l 1

Next, to complete our changes, follow the steps below to restart VC Formal.
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3.3 Restarting VC Formal

We can restart VC Formal by clicking on ‘_-I. If you invoked VC Formal along with the TCL script
in the one-line command, then VC Formal will automatically load the same TCL file again. If you
invoked VC Formal without the TCL script, then you will have to manually load the script again.

Fle View Source Onelrace Tools Window Help
woL & 0 204 Bde» 0
6 7 G b @ svpmade:sea -| (2 (A vy [T+

Instance [Restart vesT [ctr+ait+vi] 25 -0

Figure 3.3.1. Location of the restart button in VC Formal window.

After the application and TCL file is loaded, click the green play button and we should see no
errors, every status within the GoalList and Registers windows embodying the green
checkmark.
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Parameter
Name

Description

Default
Value

ADDR_WIDTH

Address bit width.

32

DATA_WIDTH

Data bit width.

32

RSVD_MODE

Specify how to check reserved and/or unmapped registers and/or fields
¢ 0: no check when ACCESS_TYPE==ACS_RSVD .

¢ 1: 0 should be read when ACCESS_TYPE==ACS_RSVD and
CHECK_INIT==0.

¢ 2: 1 should be read when ACCESS_TYPE==ACS_RSVD and
CHECK_INIT==0.

1

COMPOSITE

Specify type of assertions per field for initial value and after write
¢ 1: Generate one common assertion (better convergence).
¢ 0: Generate two individual assertions.

BUS_LATENCY

Effective only in generic wrapper: Latency from read enable signal to
read data valid on bus.

WR_LATENCY

Write Latency from bus write data propagates to internal field.

RD_LATENCY

Read Latency from internal field to bus read data.

COVER_TYPE

When COVER_WRITE==1

¢ 3'bxx1: cover write between write to read window
¢ 3'bx1x: cover write before first write.

¢ 3'b1xx: cover write before first read.

When COVER_READ==1

¢ 3'bxx1: cover read between write to read window
* 3'bx1x: cover read before first write.

¢ 3'b1xx: cover read before first read.

3'h7

COVER_WRITE

Specify enable or disable write access related cover properties
¢ 0: Disable all write access related cover properties.
¢ 1: Enable all write access related cover properties.

COVER_READ

Specify enable or disable read access related cover properties
¢ 0: Disable all read access related cover properties.
¢ 1: Enable all read access related cover properties.

OUTADDR_EN

Specify enable or disable out of address range access related cover
properties

¢ 0: Disable out of address range access related cover properties.

¢ 1: Enable out of address range access related cover properties.
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LATENCY_MD Specify Latency handling 0
¢ 0: RD_LATENCY parameters are used only in backdoor checks.
¢ 1: RD_LATENCY parameters are used in all checks.

OUTABLK_MD Specify how to check out of address range accesses 2
¢ 0: check read data should be O for out of addressBlock range.
¢ 1: check read data should be 1 for out of addressBlock range.
¢ other: no check for out of addressBlock range.

SNPS_AS_ABS Synopsys Non-Deterministic Abstractions 0
¢ 0: check all possible scenarios.
¢ 1: check only specific scenario in each step.

Table 1. FRV App Checker Parameters. Names, default values, and descriptions of all offered.
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Disclaimer:

The contents of this document are confidential, privileged, and only for the information
of the intended recipient and may not be published or redistributed.

The design example in this tutorial is not supplied. You need to use your own files to follow the
tutorial steps and instructions
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1. Introduction

VC Formal uses TCL (Tool Command Language) scripts to tell it what to do. The script can define
the app within VCFormal that we want to use, the files we are working on, how we are mapping
them, the clock cycles, and more. Instead of diving into the details of TCL scripts, we will use
templates. One would then simply need to modify those templates to interact with VC Formal
as needed in their project.

To begin, you need to set up the VNCserver as shown in the previous tutorials and open the
Linux GUI. For better practices and to keep everything organized, we create a main folder for
the design we want to analyze, and in this case, | called mine “FSV_Example”. Don’t use spaces
when naming the files and folders.

Inside that folder, we create two folders: one is Design, where you put the actual Verilog or
SystemVerilog designs we want to analyze, and the other is Run, where we put the TCL that will
run the VC Formal FSV analysis for us.

< « @ Home

© Recent

O Documents
Desktop Documents Downloads FormalMo
& Downloads

2 vt
@ Pictures o o
® Trash Select All
Templates vcfmo Properties
@ CentOs7 & Open in Terminal
Places v % |[2] | < |Eayk3||Fsv_Examplel

Computer
ayk3
(&) Desktop design run

| File System

Figure 1.1. Creating folders to organize design and TCL files.



1.1 About and Usage of FSV

The “FSV” app in VC Formal is used as a verification @ Security Verification
application to ensure no illegal data propagations are 'dfnrlggyri?yafssﬁask/

in your design. VC Formal FSV app streamlines the Securs
verification process, ensuring the completeness and ‘

. . OK
correctness of designs. By leveraging formal 32‘.‘.““". & seeue
verification techniques, this application empowers - = . "
designers to identify and resolve complex functional

issues efficiently, minimizing the risk of bugs and W—one_
improving overall design quality.

This FSV figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022



1.2 Design Files

In the Design folder, you’ll put in the SystemVerilog design file. The TCL file will be put in the
Run folder. We suggest you name your folders with lowercase letters, as VC Formal is case-
sensitive.

Places v ‘;’ < |@& pdmytro || FSV_Example |{run

Computer s
& pdmytro [teen |

) Desktop run.tcl

(] File System
£ Documents Places v % |[A] | «||E& pdmytro || FSV_Example ||design

&) Downloads Computer 100 1 /e
" "t /o
i v

& Music & pdmytro 1

Figure 1.2.1. Showing the SystemVerilog and TCL files in the correct folder locations.

1"t

design v)(a) (X
File Edit View Go Bookmarks Help
<o Back v 8 & M - 100% (o) |Icon View s i
Places v X _/L };’{ pdmytro | FSV_Example ||design
Com
. Openv i ; Save = v) (a) (X
@ pd J ~/FSV_Example/design

Figure 1.2.2. Example of the design we are using in this tutorial.

In order for VC Formal to map your design, you need to acknowledge and keep note of your
exact module name, as highlighted in Figure 1.2.2 above. This will come in handy when you
create your TCL file. To make things simple, we suggest naming your design file after its
corresponding module name (more on this in the TCL File section below).



1.3 TCL File

Next, we will set up the TCL file. Below is the TCL file (Figure 1.3.1), which you can use as a
template for your functional checks on VC Formal.

run (A%

File Edit View Go Bookmarks Help
(oBack ¥ Forward 7 (& g =) 100% |2 |lcon View . Q
Places v X @] | 4| |E& pdmytro || FSV_Example2 ||run

Computer _

: |open~ | || I | sve J|E)|@O&

[ pdmytro S — - P —

[ Desktop Jset_fml_appmode Fsv -

|2 File Sy Ste M im———— L, 0y 0r 0r or o or it 0 00 00 00 20 08 48 38 38 38 38 38 38 35 28 25 30 30 38 30

[E] Documentg## Setup Specific te DUT

Downloads|"
Music
e RELAGEITRA LG T L LA TR AT A L S U UL D S LA TR A U A R B UL |
(B VITEOS | o s s s s 8 68 55 55 555 55555555l bbbl 58 55 55 £ £ 55555555

& Trash # Compilation Step
Network ead Tile -top $design -tormat sverilog \
vcs {-T ../design/filelist +incdir+../design}

= Rrowze Na

Figure 1.3.1. Annotated TCL template file.

(1) Instruction that sets the appmode to FSV in VC Formal.
(2) Name of the main module as established in the Design file.
(3) The property type identifier switch name for desired FSV analysis.

As mentioned before, VC Formal is case sensitive, and in order for it to map your designs, you
will need to use the same module name in the TCL script (2) and the module name in the design
file. For example, we can see that our module name in the TCL script is the same as the module
name in the design file in Figure 1.2.2.

The file name (aes.v) can be named however you want.



2. Application Setup
There are multiple ways to invoke the VC Formal GUI and load the TCL script.

In this tutorial, we will show two methods for doing so. When using either method, it is
important that you open the terminal within the appropriate “Run” folder associated with the
FSV app.

e |nvoke VC Formal GUI, then manually load the TCL script in the application:

Svcf -gui

OR

o |nvoke VC Formal GUI and TCL script in one command:

Svcf -f run.tcl -gui or Svcf -f run.tcl -verdi
“run.tcl” is the name of the TCL file we are using. If your file name differs from this, you

will need to change it accordingly in this command.

The “-gui” switch opens VC Formal in the GUI, and it’s equivalent to the switch “-verdi”.

We will go through both of these methods in the following sections.



2.1 Invoking VC Formal GUI

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -gui
Places v 2| | «||B pdmytro || FSV_Example ||run
et Mate Ter
& pdmytro o . . i i
Wy e File Edit View Search Terminal Help
] File System

[ Documents £ Create Folder

8 Dowrlons / creoepocument -+ pash-4.2% vcf -guil
G music =0 e Teminal

[ Pictures Arrange Items o

(&) Videos

@ Trash [ Paste
Network

@) Zoom In

& Browse Ne.

Figure 2.1.1. Invoking VC Formal in the terminal.

Note: You may have to wait a few seconds for the program to start up.

You should then see the VC Formal GUI as shown in Figure 2.1.2 below. You can toggle between
showing “Targets”, “Constraints”, or both “Targets” and “Constraints” window by clicking the
blue box icon in the upper right-hand of the application (1).

It may look like any of these three icons: L—” U’ l—]l

<Verdi-Apex:nTraceMain:1> >) (&) (x
File View Onelrace Tools Window Help L &
— - - = - - — — -
fm S| EE <[ L1 200 %% PMETR U@ :
vCREskiist & & _ O || vCFGoalList |
= ] [%] 7ime ax Cycle BEE 2wy ax @ s | &0 R[5 L]
Name Progress Rest Targets
Welcome to VC Formal.
You can use Setup Wizard to create a new environment. &
Or you can load a Tcl File. &
hd| =]
Insta...|Declarat.. | /CF:TaskL ‘ *Srel VCFGca\Lis[‘
ormal Console &l
VCF | Consol |
Rule View Tools Window yel
®] - Line: |8 @ %
8 communicate with Synopsys servers for the purpose of providing software =
9 updates, detecting software piracy and verifying that customers are using
10 Licensed Products in conformity with the applicable License Key for such
11 Licensed Products. Synopsys will use information gathered in connection with
12 this process to deliver software updates and pursue software pirates and
13 infringers.
14 Inclusivity & Diversity - Visit SolvNetFlus to read the "Syncpsys Statement on
i Inclusivity and Diversity" (Refer to article 000036315 at
16 https://solvnetplus.synopsys.com)
)
@ Message |VC FormalCcnsme|

Figure 2.1.2. VC Formal GUI introductory screen.



Then load a TCL script by clicking on the = icon (2) as shown in Figure 2.1.2.

Next, select the “run.tcl” file we have in the “run” folder:

Open TCL Project File X
Look in: |E Jujpdmytro/F 5V Bxample/run ;I O O 0@
— P .cermtitudeGUl
- . .. 9 wvest rtdb
- [ .certitudeGUI P verdiLog
4 5 vest ra
E verdilog

File Mame: | run.tcl Filter: |*.|:urj;*.tc| vl
[& Open H Cancel ]

Figure 2.1.3. Selecting TCL file.



2.2 Invoking VC Formal Along with TCL File:

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -f run.tcl -gui

Places v 2 < ||E pdmytro FSV_Example | run
Computer
& pdmytro #222
[E) Desktop run.tcl
] File System

£ Create Folder
(&) Documents —

; Create Document

&) Downloads

& Music

({3 Pictures Arrange items
[ Videos

@ Tash ) Paste
Network

Zoom In
& Browse Ne.

Figure 2.2.1. Opening termihdl fn the ‘run’ folder.

Mate Terminal vl () (X

File Edit View Search Terminal Help
bash-4.2% vcf -f run.tcl -verdi

Figure 2.2.2. Invoking VC Formal and TCL script in the terminal.

And that’s it!

10



3. Application Usage

After successfully invoking VC Formal GUI and loading the TCL script in the above methods, your
screen should have contents in the “VCF:GoalList” tab and look something like this:

<Verdi-Apex:nTraceMain:1> ») (a) (x
File View OneTrace Tools Window Help R String/Signal -@
— N — ;- ; Tt 0 - - I
ML YR B0e920EC00 % %:d W 2 BZ® U@ »
VCREsklist & g - O | VCEGoallist £ ._- 0O
Task List lE‘ Time |12H | Max Cycle | -1 [ <Enter name Match V... j li‘ [ All v x iy [ \E‘ E‘
Name Progress Targets: ALL
E Fsv
Welcome to VC Formal.
You can use Setup Wizard to create a new environment. &
Or you can load a Tcl File. &
—
Insta.. Declarat,,l.’CF-TaskL *Srcl VCF-GaaILisr|
VC Formal Console +H_ 0
BRule View Tools Window 'Q String/Signal
tine: | 9 F@ x
9 updates, detecting software piracy and verifying that customers are using =]
10 Licensed Products in conformity with the applicable License Key for such
11 Licensed Products. Synopsys will use information gathered in connection with
12 this process to deliver software updates and pursue software pirates and
13 infringers. Ml
14| Inclusivity & Diversity - Visit SolvNetPlus to read the "Synopsys Statement on
15 Inclusivity and Diversity" (Refer to article 000036315 at
16 https://solvnetplus.synopsys.com)
17 #set_fml_appmode FSV
-]
vcf= I % M
@ Message |VC Fomal Console

2 @~ & 5 ::
Figure 3.1. Screen after loading TCL script.

Now, go ahead and run the verification analysis by clicking on the play $| icon in the upper left
corner of the “VCF:GoallList” tab.
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3.1 Detecting Errors

<Verdi-Apex:nTraceMain:1> aes aes (../design/aes.v) - /u/.../.internal/verdi/constant.uddb v) (o) (x
File View Source Onelrace Tools Window Heip L @
= be : Y * 2 S
M-l @ 8 23 D¢ 0C00L @ B 87 @)= @ rwmaerv -|
crBskiist  # & - O VCFGoallist £ .0
Task List P[] Time [120 | Maxcyce [ SlB BaBvEXEa @ LSS A
Name  Progress Targets: ALL
status | name | depth | zones | engine | elapsed_time | location | type |  rootcause sigr
x 7Y s7 00:00:13 signiaes w164  assert
2 x N ol 00:00:04  ./subbytesv:77 assert
- —
Security Constraints: ALL
Status | Genid | Name | Zone | #Dest | #sSrcc | 2 Exclude
1 x 1 1 1 0
2 x 0 1 5 0
o T p Y | otal Properties: 2 - passed|0] - failed[2] - Constraints Enabled: 7 ; Min depth: 4 ; Max depth: 31 ; Run Time: 0:00:14 (O
ista...|Dectarat.. [scF sk | @ *Srcliaesv | vCFRGoalist
VC Formal Console 5.0
Rule View Tools Window
R ime 147 S| Q X

147 save_session |
148 [Info] SAVED_SESSION: Saved session (vest_rtdb).
149 1

) Mes.s:qe VC Formal Console
Figure 3.1.1. Screen after running TCL script and the status given = X.

We see two EI icons; indicating that there are security properties that are falsified. Debugging
falsified properties can help determine which input and outputs are involved.

On the left, under “Task List”, we can see that VC Formal was given one task by the FSV app.
You can hover over the numbers under “Result” to see the results in detail. You may need to
alter the tab size by dragging the side panels or scrolling to the left:

MAL @ @ 23 1

L VCF:GoallList
Task List "‘ [
Progress Result

% Time (12

U status

Runtime(HH:MM:SS) »
Total:12H; Run Time:0:00:14 sub]
Goals
Found:2
Passed:0 (0.0%)
Proven:0
Covered:0 3
Falled:2 (100.0%) -
Falsified:2
Uncoverable:0
Checking:0 G
Inconclusive:0 1
Not Run:0
Disabled:0 0
Constraints
Found:7
Disabled:0

v

Figure 3?1.2. Results of the analyzed script.
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3.2 Debugging Failures
Source tracing is a great way to determine where exactly our errors lie and to get a deeper look

into what the issue is. To start, go ahead and double-click on an @ icon.

We are going to right-click on the first EI (line 1) from Figure 3.1.1. Select View Trace and then
Property.

<Verdi-Apex:nTraceMain:1> aes aes (../design/aes.v) - fu/.../fpld0/trace_l.xml.replay.fsdb - /u/.../.internal/verdi/const: v ([~ x
File View Source OneTrace Tools Window Help R|5mngj5igna\ -@

mD-C 70 5 BDe*»0CO0L% @
B3O Y ® @ rwmanlrs | A oy T ()20 |xins G

VCERsklist &1 _ 0O
Task List

IE‘ Time @ Max Cycle | -1 |«'.Enter name Match V... - E‘ All v ® & IE‘
Progress Result =

status | name
View Trace...
x 1 Show Root Cause

%¥ Property Complexity Report
«ull Property Progress Report

f o

elapsed_time loc ation

..signfaes.v:164

rootcause sigr

00:00:04 ..fsubbytes.v:77| assert

l v Reuse Wave View

Check Selected Properties
Clear Selected Properties

| o—
& = Total‘

Insta...[Declarat.. |/cFTaskL. || @ *Srcliae

Clear All Filters I =
Update Property Table PIed[O] : Constraints Enabled: 7 ; Min depth: 4 ; Max depth: 27 ; Run Time: 0:00:18

Delete Selected Properties
Enable/Disable... »
Modify selected Property(s) #

VC Formal Conscle

4 -0

Rule View Tools Window

we i [0 %

rEoRm BeLee

Show Property Source

Save Contents...

-
Ci N 1
version T-202 opy Name 5, 2022
copyrigh Copy Cell Content Inc. |l
This software and the ass >

oprietary to Synopsys,
Inc. This software may only Be used In accordance with the terms and conditions
of a written license agreement with Synopsys, Inc. All other use, reproduction,
or distribution of this software is strictly prohibited. Licensed Products
communicate with Synopsys servers for the purpose of providing software
updates, detecting software piracy and verifying that customers are using

L= - R R

-

vcf= ~ D -
@ Message |VC Formmal CDnsDIE|

=nWave:d> is closed. ? Eﬂ' ﬁ lﬁl ::

Figure 3.2.1. Examining the falsified security properties in our design.
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You should then see a generated counter-example waveform as shown below from Figure
3.2.2:

*<nWave:6> /u/pdmytro/FSV_Example/run/vcst_rtdb/.internal/formal/fpld0/trace_0.xml.replay.fsdb 90 ®
File Signal View Waveform Tools Window Help QF P
Bain 8B 100 o A v 400 x1ns - (@) (@ [ = 8y: ]~ [«] [»] & - cote »= ) » - kg

(400, 400) . failure [

nWave 6 be window.

Figure 3.2.2. Examining the waveform

In Figure 3.2.2 on the left side we see all of the registers in the propagation path from the
source to the destination.

As seen above the waveform shows that the given input “load_i” can be affecting the value of
the register state which is a potential security issue within the DUT.

SV_Example/run/vcst_rtdb/.internal/formal/fpldO/tracej\ h
p o) Show Fan-in Registers »
— a i - ’
0 /. v _400 x1ins - (Q| @ || - By: [f |~ G Show Fan-in Signals
— — |
|

= : Show Clock (Domain)

(N L I |2

Trace This Value Ctri+T

Trace Triggering Path

(400,400) : failure Add to Spreadsheet

0 =55 Marker

0->1

Figure 3.2.3. Further examining the propagation between the input and the secure register
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For further analysis right click on the location of the failure and select “Security Data
Propagation Analysis”. (see Figure 3.2.3 above)

This will highlight how the propagation happens between the input and the secure register.
(see Figure 3.2.4 below)

Figure 3.2.4. Data propagation of the source & destination of the security in temporal flow view

Repeat the debugging step for each falsified property.
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3.3 Resolving Errors

<Verdi-Apex:nTraceMain:1> train_Contj
File View Source Onelrace Tools Window Help

MmOt @ & 23 - 3

[ NE @ L) sFQ ° ) Edit Source File [E] E
VCEBskist & - 0O/

Task List 18
Na P |
me rogress t S BN QI

Figure 3.3.1. To make changes to the design file in VC Formal, click on “Edit Source File”. Don’t
forget to save your changes.

Next, to finalize our changes, follow the steps below to restart VC Formal.
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3.4 Restarting VC Formal

We can restart VC Formal by clicking on ’;' If you invoked VC Formal along with the TCL script
in the one-line command, then VC Formal will automatically load the same TCL file again. If you
invoked VC Formal without the TCL script, then you will have to manually load the script again.

Fle View Source Onelrace Tools Window Help
mo-L ® 68 28 e
N @ Eole Appmode: |SEQ L’ " [ By ]_§_—[V
Instance Restart VCST [Ctn+Alt+:/‘]7L 250/
Figure 3.4.1. Location of the restart button in VC Formal window.

After the application and TCL file is loaded, click the green play button and we should see no
errors:

status
3 v
& e
7 L
|- — =

Figure 3.4.2. Results after fixing errors and restarting VC Formal and reloading TCL script.
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Appendix

Function

Code

Description

Set App mode

set_fml_appmode FSV

VC Formal App mode command for FSV

Format

-format <format>

The format of the file to be loaded. The two
formats are csv or table. The format option is
optional, and default is csv.

Results Summary | -quiet Option to hide the progress message and
summary results.
CSV File Path <filename> Path of the properly formatted csv file to

read.

Formal Compile

formal_compile

This command is used to compile the design
and the formal properties specified in the
input files, generating a formal model for
verification.

Formal Verify

formal_verify

Use this command to initiate the formal
verification process. It checks the specified
properties against the formal model
generated during compilation.

Formal Debug

formal_debug

Use this command to initiate the formal
debugging process. It provides interactive
debugging capabilities to help analyze and
resolve issues found during verification.

Report of
Warnings

-warning

Specify this option to get a report of
warnings. You can view the warnings file-
wise. Appending the -warning switch with -list
and -verbose, displays all warnings from the
list and verbose.

Summary OFF
State

-no_summary

Specify this option if you do not want to see
the summary information for any other
switch.

Detailed Report
Information

-verbose

Displays the summary of results and then
provides detailed information about the
report such as the status, connection name,
line number and message of each property
file-wise.

Save initial state

sim_save_reset

Saves initial state

Check setup

check_fv_setup

Checks setup for errors

Table 1. FSV App important functions and commands.
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Disclaimer:

The contents of this document are confidential, privileged, and only for the information
of the intended recipient and may not be published or redistributed.

The design example in this tutorial is not supplied. You need to use your own files to follow the
tutorial steps and instructions
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1. Introduction

VC Formal uses TCL (Tool Command Language) scripts to tell it what to do. The script can define
the app within VCFormal that we want to use, the files we are working on, how we are mapping
them, the clock cycles, and more. Instead of diving into the details of TCL scripts, we will use
templates. One would then simply need to modify those templates to interact with VC Formal
as needed in their project.

To begin, you need to set up the VNCserver as shown in the previous tutorials and open the
Linux GUI. For better practices and to keep everything organized, we create a main folder for
the design we want to analyze, and in this case, | called mine “FuSa_Example”. Don’t use
spaces when naming the files and folders.

Inside that folder, we create two folders: one is Design, where you put the actual Verilog or
SystemVerilog designs we want to analyze, and the other is Run, where we put the TCL that will
run the VCFormal FuSa analysis for us.

< > | 4 fxHome
© Recent
m Places v ¥ |[#A] | «||@ ahliah ||[FUSA_Example

[ Documents = ! e e
Desktop Documents Downloads FormalMo

¥ Downloads Computer

@ e B adiat

@ Pictures Des ktOp

- Select All

@ Trash A .
Templates vcfmo Properties ‘J File S}I'Stem

O Cent0s7 B Open in Terminal Documents

Figure 1.1. Creating folders to organize design and TCL files.



1.1 About and Usage of FuSa

The Functional Safety Verification (FuSa) application is used as a
safety tool to minimize risk caused by a malfunctioning system.
A separate in-house tool that Synopsys uses, called Z01X, is a
Verilog software fault injection simulator that provides

.

: C D o “
coverage results. VC Formal takes these results and determines — - 4
%

Functional Safety Verification
Detectable and Diagnosable Faults

whether the type of faults simulated and identified are “safe” or ?
“dangerous”, via the FuSa application. Since the Z01X tool el
produces many types of faults, VC Formal serves as an extra

step to help sift through and reduce the need for manual
reviewing.

This FuSa figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022

The FuSa application performs the following types of analysis:
<+ Structural Analysis +» Controllability Analysis
«» Observability Analysis +» Detection Analysis

Structural Analysis is used to identify whether faults are in or not in the COI of
observation/detection points. They are marked if they are not and those that are not are put
through further analysis.

Controllability Analysis is used to determine if a signal can transition from one established
state to another at the location of the fault. Cover properties are set at fault locations and are
marked non-controllable if unreachable or sent for further analysis if properties are
covered/inconclusive.

Observability and Detection Analysis is used to observe whether or not a fault is blocking a
signal from propagating through to an observation/detection point. Faults that do not
propagate are considered safe. Faults that propagate to observation/detection points are
marked accessed further.



Fault Metrics

= Fsafe VC Functional Safety

= Coverage Manager FMEDA Campaign

* Designpar
Testlist

.
* Failure Mode (FM) observation points
= Safety Mechanisms (SM) detection points

Common P
Fault DB

Unified Fault Manager

d—— vc siiee PR,
201X el ISO 26262 A4 R
nd O3 Metrics ‘q /'

Pruning & Collapsing — ~ae

Fault Pruning
= Uncontrollable safe
= Unobservable safe

Fault Annotation
= Observed, Detected
= Observed, Undetected

= Unobserved Fault Engines

Figure 1.1.1. FuSa Verification Flow Map

This FuSa figure was taken from the VC Formal User Guide Version T-2022.06-SP2,
December 2022



1.2 Design Files

In the Design folder, you’ll put in your RTL design file(s) and SFF file. Your design file should
include all necessary clocks, reset, and constraints needed to function, while also being free
from any errors or violations. If your design includes a testbench and/or multiple .sv files, make
sure they are also free from any violations, then house them in the design folder. For this
tutorial, there will only be one design file (fusa_design.sv).

The TCL file will be put in the Run folder. We suggest you name your folders with lowercase
letters, as VC Formal is case-sensitive.

- — B —
Places v ® |[A] | «||@ ahliah || FUSA_Example ’run! Places v X |[A| | «||@ ahliah || FUSA_Example [design\
Computer Computer
& ahliah & ahliah
& Desktop run.tcl ) Desktop fusa_design.sv input.sff
|| File System J File System
@ Documents ; Documents

Figure 1.2.1. Showing the (Right) RTL/SFF and (Left) TCL file in the correct folder locations.



1.3 TCL File Syntax

Next, we will create a TCL command script for FuSa setup. This is where we compile our designs
using various commands and perform each Functional Safety Analysis type respectively.

As with the other applications, make sure to set app mode to DPV:
set_fml_appmode DPV
Then, you need to load the fault list:
Fusa_config -sff <sff filename>

Importing faults from SFF means that faults are defined in Standard Fault Format.

FaultGenerate FM1
{

# Create faults on all ports in hierarchy

NA [0,1] (PORT “top.**" }
NA [0,1) {WIRE “top.**" )} =
NA [0,1] (VARI “top *** ) Fault definitions
NA [0,1] (ARRY "top.*** )

Figure 1.3.1. Faults defined in SFF, within a .sff file.

This figure was taken from the VC Formal User Guide FuSa App Version T-2022.06-

SP2, December 2022
Once the fault list has been imported, compile your error-free design and define “clock” and

“reset” as needed for your design

read_file -top test -format verilog -vcs <RTL filename>
and define “clock” and “reset” as needed for your design following these commands:
create_clock and create_reset

Then initialize VCF setup:

sim_run -stable and sim_save_reset



If Observation/Detection points are not already specified in the SFF file like this:

#fault in the memory that corrupts the read data should hit the error flag
sSafetyMechanism SM1 { o :
Detect { "ecc.single error detect" } [Detection point(s)

} associated with
Safety Mechanism

#fault in the memory corrupts the read data
FailureMode FM1 {
Observe { "mem top.read data" }
SafetyMechanisms(SM1) Observation point(s)

} associated with
Failure Mode

Figure 1.3.2. Observation/Detection points defined within a .sff file.

This figure was taken from the VC Formal User Guide FuSa App Version T-2022.06-
SP2, December 2022

You can identify them in the TCL file with these commands:
fusa_observation -add {<filename> <list of signal names>}
and
fusa_detection -add {<filename>.<list of signal names>}

To ensure that false proofs are avoided, this command allows data to propagate through a safe
black box:

fusa_blackbox -all -all_auto_path
And now to generate FuSa properties:
fusa_generate
From here we can run Structural, Controllability, Observability, or Detectability analysis:
set_fml_var fusa_run_mode <structural/control/observe/detect>
Following this, you want to run the FuSa check and report:
check_fv and fusa_report
The end of the TCL file will be for saving the results to SFF:

fusa_save -sff < sff filename>



2. Application Setup

There are multiple ways to invoke the VC Formal GUI and load the TCL script.

In this tutorial, we will show two methods for doing so. When using either method, it is
important that you open the terminal within the appropriate “Run” folder associated with the
FuSa app.

e |nvoke VC Formal GUI, then manually load the TCL script in the application:

Svcf -gui

OR

o |nvoke VC Formal GUI and TCL script in one command:

Svcf -f run.tcl -gui or Svcf -f run.tcl -verdi
“run.tcl” is the name of the TCL file we are using. If your file name differs from this, you

will need to change it accordingly in this command.

The “-gui” switch opens VC Formal in the GUI, and it’s equivalent to the switch “-verdi”.

We will go through both of these methods in the following sections.



2.1 Invoking VC Formal GUI

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -gui

4 .@ ahliah FUSA—Exarnple ‘run] Mate Terminal A EN

File Edit View Search Terminal Help

bash-4.2% vcf —guiE -
[ Create Folder
| 7 Create Document

run.tcl

Figure 2.1.1. Invoking VC Formal in the terminal.

Note: You may have to wait a few seconds for the program to start up.

You should then see the VC Formal GUI as shown in Figure 2.1.2 below. You can toggle between

showing “Targets”, “Constraints”, or both “Targets” and “Constraints” window by clicking the
blue box icon in the upper right-hand of the application (1).

Bl B B

It may look like any of these three icons:

<Verdi:nTraceMain:1>
File View OneTrace Tools Window Help L

M5 < (LAY O30 O %% :E (o MR8 & ) s @ Aepmate:rrv -|

VCEBskiist & & - O || VCRGoallist oo
Task List »| Time Max Cycle W 2aeyEx s @E0E B E o (A

Name  Progress _Resul !

Targets ?

Constraints: ALL

Y]

- Jommrer. | sk |5 ver oottt

VC Formal Console £&._0

Search: ~|S (o) (8 (@  twe: [2 BFe %

[l

1 ve static
2 version R-2020.12-5P2-7 for linuxé4 - Apr 03, 2022

3 copyright (c) 2010 - 2022 synopsys, Inc.

4| This software and the associated documentation are proprietary to Synopsys,

5| Inc. This software may only be used in accordance with the terms and conditions

6 of a written license agreement with Synopsys, Inc. All other use, reproduction,

7 or distribution of this software is strictly prohibited.

8 +(ESML_WARNING-3): Wed Jan 25 12:53:17 2023: High network latency to these hosts: ldap (3000 ms)

[« - e

@ Message |VCFomalConsole

~ ™ s & KA
DGR s

Figure 2.1.2. VC Formal GUI introductory screen.

Then load a TCL script by clicking on the “ icon (2) as shown in Figure 2.1.2.
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Next, select the “run.tcl” file we have in the “run” folder:

Open TCL Project File X

Lookin: [ /uwcelina/agP_Bxamplerun ¥ | (3 © Q [:2](E]

| |9 .certitudeGUI

* g I[E vest_rtdb

@-g .certitudeGUI Egg verdiLog
* [ vest o (B uncc |
# [ verdiLog

File Name: | run.tcl Filter:

‘.prj;‘.tcl:]
[ Open %—J[ Cancel I

Figure 2.1.3. Selecting TCL file.
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2.2 Invoking VC Formal Along with TCL File:

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -f run.tcl -gui

< ||E ahliah || FUSA_Example ||run

[ Create Folder
| | Create Document >

run.tcl

Figure 2.2.1. Opening terminal in the ‘run’ folder.

Mate Terminal

File Edit View Search Terminal Help
R b ash-4.28 vef -f run.tcl -guill

Figure 2.2.2. Invoking VC Formal and TCL script in the terminal.

And that’s it!
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3. Application Usage

After successfully invoking VC Formal GUI and loading the TCL script in the above methods, your
screen should have contents in the “VCF:GoalList” tab and look something like this:

<Verdi-Apex:nTraceMain:1> test test (../design/src/fifo_tb.v) - fhome/.../verdi/constant.uddb - o x
Fle \iew Source OneTrace Tools Window Help L stiing/signal @
=" = = £ €% ] =
ARLCEO AR - BlE20C00L R E MEF G (=@ rwmx
VCFiTaskList &£ & - O | vCRGeallist 485 _ 0
Task List @ Time |5M | Maxcyce |1 [ <Enter name Match Value> - \E‘ I Al v X & { @ @ @
Name Progress Reslr Targets: ALL
o L] 2 - " - o
E Fusa fan [ status | depth | name | engine | enabled | expression | faultid | elapsed time| type | faulttype
» U true il _Address | 0 00:00:01 | control sto
" 0 _ el true _il.L_Address | 1 00:00:01 cantrol stl
v 2 S < e oLpdesl) 2 06000l | ol | st
v 0 N <! | e LAdcessill 3 0000l | convel | st |
‘ Faults | Constraints: ALL ‘
| FaultStatus | Faultype | Signal | Faultld | FromDbFauldd | Excluded | FaultAnalysis
cc stl DUT sdpram il 3 1 [ control ]
cc st DUT.sdpram il... 4 5 Q control
cc stl DUT.sdpram _i1 5 6 0 control
w st0 DUT.sdpram i1 [ 7 0 structural
w st DUT.sdpram il... 7 8 Q structural
. o 0 DIT < 5 S a a trol d
=) | Total Faults: B1 - passed[12] - failed[0] - Others[69] : Run Time: 0:00:11
instance| Declaration| VCF TaskList| @ Srclfifotbv |V(Fsoallls{|

Rule Mew Tools Window

Line: 188 @ ¥

188 | #fusa_report
189 #

190 ## Run Formal detectability - step IV

191|#set_fml var fusa run mode detect

192 #check fv -block

193 | #fusa _map_status FNR -sff status XX

194 #fusa_report

195 # save results

196 | fusa_save -sff output.sff

197 Info: connected to existing server

198| [Info] FUSA FDB_REPORT SAVED: Successfully saved FDB report to file 'output.sff'.

199 | [Info] FUSA SAVE SFF_SUCCESS: Successfully saved fault results to SFF file 'output.sff'.

[

2001 i
vef> v C_'

@ Message |VC Formal Console

Selected: 20~ & &5

Figure 3.1. Screen after loading TCL script.

An initial Verification analysis will run automatically after invoking VC Formal. However, you can
choose one of the Functional Safety Analysis types by clicking on the down arrow next to the

play |$l icon in the upper left corner of the “VCF:GoallList” tab.

EE % Time |5

v structural li
1

control
observe
detect

L | T

Figure 3.2. Functional Safety Analysis types from drop arrow menu.



3.1 Detecting Errors

When you run your design through one of these FuSa verification types, you will see the
associated faults with that analysis. Here we want to take notice of the “Faults” tab within the
“VCF:GoallList” window.

Double-click a fault Signal and it will populate the properties associated. Here we have 1 passed
status and 1 failed status.

IEE," Time | 5M | MaxCycle | -1 Enter na .'_I@,@A"V Ex@’“@@@@DEE
Targets: ALL Fliter by faultid
| status | depth | name | engine | enabled | expression | faultid (C)| elapsed tme| type |

v 1 _ el true 1L _Address ) 0 00:00:00 control
4 3 _ cbl true .i1L_Address ) 0 00:00:02 detect

3 I——— il B sl I S
|
Faults Constraints: ALL |
FaultStatus FaultType Signal Faultid from DbFaultid Excluded FéultAnalysis
| DUT.sdpram i1... | structural
w stl DUT.sdpram il... 1 2 0 structural
w stO DUT sdpram i1... 2 3 0 structural
w stl DUTsdpram i1... 3 B 0 structural
w st0 DUT.sdpram il... - 5 0 structural
w stl DUTsdpram il... 5 6 0 structural
W st0 DUT sdpram i1... 6 7 0 structural
w stl DUT sdoram il... 1 8 0 structural 4

Total Faults: 81 - passed[12] - falled[ 0] - Others{69] ; Run Time: 0:00:00 D]

*Src1fifo_thv| VCFGoalList| o

Figure 3.1.1. Functional Safety Analysis types from drop arrow menu.

In Figure 3.1.1 above, we see one icon. VC Formal gives this “Passed” status icon for the
part of our design that was “covered” by FuSa.

We also see one E' icon; VC Formal gives this “Fail” status icon for the part of our design that
was either “uncoverable” or “inconclusive”.

Double-click on the failed status icon to generate a waveform.
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3.2 CEX Waveform and Source Tracing

VC Formal uses an CEX waveform as a debugging tool for the FuSa app. It is used to show a
signal value in a “good machine” and a “faulty machine”. The analysis will fail if there is an
instance where these values differ.

To start, go ahead and double-click on an EI icon. You should then see a generated waveform
similarly shown below:

029 _n0x

& sin 0 4o LV 0 x1ns - (@ @/ ['?] © 8y __:vBIE Goto: FUSA,proLJ @ »: B

I e O | (Sl B ] 10

Message |VC FormalConsolel *<nWave:3> trace 46.xmlreplayfsdb(fauitiD=133) X

Figure 3.2.1. Examining the failed FuSa fault in our design.

On the left in Figure 3.2.1 above, we see “Support-Signals”, “FuSa-Observations”, and “FuSa-
Detections” in green text. You can choose to look at where this fault was observed and/or
detected by selecting a signal with a shaded portion. Right-click on the chosen signal in the
waveform and select “Add Fault Waveform”; shown below.

_J Show Fan-in Registers ]
’

Show Fan-in Signals

v izj IEJ @ Show Clock {Domain)

Trace This Value Ctri+T
INE  vace Tiggering Path

Add to Spreadsheet

A

’

Marker

Figure 3.2.2. Pop-up from right-clicking on a signal.

This will add a faulty signal in order to exhibit the value causing the fault:
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/fpidl/trace 46.xml.replay.fedb(faultiD=133) ,,Q-'l,é:’-v..fl:l x

File Signal View Waveform Tools Window

" % D &lo LY 0 xns - (@] (@] %] - 8y [~ (o) (2] G - coto: [Fusapo~| ] > G

s d J J ]
w Message |VC FormaICDnsolel *<nWave:3> trace 46.xmlLreplayfsdb(faultiD=133) X 1

Figure 3.2.3. Faulty signal added to waveform.

By tracing the source and adding this faulty signal, we are essentially showing the faulty
machine signal values and comparing them to the good machine signal values. The red shaded
signals are an indication of a deviation from the good machine; the initial generated signals are
all good machine values (one highlighted in pink). When you add a “fault waveform” signal
(highlighted in yellow), it shows the values associated with the faulty machine.

Another way to trace the source of a fault and exhibit where it was observed/detected is
though a temporal flow view.

Right-click on the chosen signal in the waveform and select “Auto Trace” under “Temporal Flow
View”; shown below.

Analog Waveform

Digital Waveform

Invert Waveformn
L

Tra =
("™, New Temporal Flow View

<~

Show Fan-in Registers 4 Add Reference Signals ..

Fig-jure‘3.2‘.li.. Pdp-up from right-clicking on a signal.
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IMKWA&EMMVW Q fo_-r_gw 8 X

File View Tmace Tools Window

& 5 Q @. '?_) ‘..“' :_ '_L o it GRS} La 0 x lns Clock: ._;‘T L_Clock @JD Trace Method: Transition-based

_|_=I:E atEn Rea I:jEl:'I '_ DoRead

mem_

mem_a

6 R_DataOut(11:0]
mem b

mem_array[6
mem

L_Ciqg w:l'

R_FReadEn

Selected: test. DUT. sdpram_il.sdpram_il.R_DataOut{11:0] Trace is loaded ‘g :' di i ::

Figure 3.2.5. Temporal Flow View of design schematic.

By tracing the source, we are essentially backtracking it to the driving signal of the output in
order to find the discrepancy. Here you can examine the root-cause by double-clicking on a
connection on the RTL and It will take you to the part of your code where the fault was
observed/detected.
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3.3 Resolving Errors

<Verdi-Apex:nTraceMain:1> train_Contj
File View Source Onelrace Tools Window Help

Mo @ ® 23 -0

[ NE @ L) sFQ ° ) Edit Source File [E] E
VCEBskist & - 0O/

Task List | 18
Na P |
me rogress t = BN Q I

Figure 3.3.1. To make changes to the design file in VC Formal, click on “Edit Source File”. Don’t
forget to save your changes.

Next, to finalize our changes, follow the steps below to restart VC Formal.
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3.4 Restarting VC Formal

We can restart VC Formal by clicking on ';' If you invoked VC Formal along with the TCL script
in the one-line command, then VC Formal will automatically load the same TCL file again. If you
invoked VC Formal without the TCL script, then you will have to manually load the script again.

Fle View Source Onelrace Tools Window Help
ML & & 23 Bdes 0
B 7 @Eg!o Appmode: SEQ v |- L% [ By: | {7+
Instance Restart VCST [Ctr+Alt+V]| £ -0

Figure 3.4.1. Location of the restart button in VC Formal window.

After the application and TCL file is loaded, click the green play button and we should see no
errors:

stalus
3 w
6 L
7 L
0

Figure 3.4.2. Results after fixing errors and restarting VC Formal and reloading TCL script.
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Appendix

Description Internal Formal Status | Status Codes
Formal No Result FNR NA
Structural Inconclusive SIN A%
Controllabiliuty Inconclusive CIN A%
Controllability Controllable CccC CcC
Observability Inclonclusive OIN XX
Detectability Inclonclusive DIN XX
Observability Observed ooB OX
Detectability Not Detected DND XF
Detectability Detected DDT XD
Observable and Not-Detected OND OF
Structurally Not Observed Not Detected SSF uu
Structurally Not Observed SNO v
Structurally Not Detected SND \
Controllability Non-Controllable CNC uT
Observability Non-Observable ONO uB
Non-Observable and Detected NOD UB
Observable and Detected oDbT oD
Non-Observable and Not Detected NON UB

Table 1. FuSa Fault Status Mapping.
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Disclaimer:

The contents of this document are confidential, privileged, and only for the information
of the intended recipient and may not be published or redistributed.

The design example in this tutorial is not supplied. You need to use your own files to follow the
tutorial steps and instructions
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1. Introduction

VC Formal uses TCL (Tool Command Language) scripts to tell it what to do. The script can define
the app within VC Formal that we want to use, the files we are working on, how we are
mapping them, the clock cycles, and more. Instead of diving into the details of TCL scripts, we
will use templates. One would then simply need to modify those templates to interact with VC
Formal as needed in their project.

To begin, you need to set up the VNCserver as shown in the previous tutorials and open the
Linux GUI. For better practices and to keep everything organized, we create a main folder for
the design we want to analyze, and in this case, | called mine “FTA_Example”. Don’t use spaces
when naming the files and folders.

Inside that folder, we create two folders: one is Design, where you put the actual Verilog or
SystemVerilog designs we want to analyze, and the other is Run, where we put the TCL that will
run the VC Formal FTA analysis for us.

< < @ Home

© Recent

[0 Documents
Desktop Documents Downloads FormalMo
+» Downloads

S New Folder Shift+Ctl+N

@ Pictures

© Trash Select All

Templates vefmo Properties
© CentOs7 & Open in Terminal

Places v X |@| | 4||E8 pdmytro ||FTA_Example
Computer e o —

Desktop design run
|1 File System
Documents

Downloads
Music

Figure 1.1. Creating folders to organize design and TCL files.



1.1 About and Usage of FTA

The Synopsys VC Formal FTA (Formal Testbench Apps)
is an innovative tool designed to enhance the efficiency
and effectiveness of functional verification using
formal methods. VC Formal FTA offers a
comprehensive set of features and capabilities for
creating advanced testbenches based on formal
techniques. By leveraging its powerful automation
capabilities and intelligent analysis, VC Formal FTA
enables engineers to rapidly generate high-quality
testbenches that thoroughly exercise their designs,
ensuring robustness and identifying hard-to-find bugs.

Formal Testbench
Analyzer
Achieve Formal Signoff with

Faults Analysis

Fault Injected

- Bug
| > FPV Result
YIN?

This application revolutionizes the traditional testbench creation process, significantly reducing

the time and effort required for functional verification.

This FTA figure was taken from the VC Formal User Guide Version T-2022.06-SP2,

December 2022



1.2 Design Files

In the Design folder, you’ll put in the SystemVerilog design file. The TCL file will be put in the
“Run” folder. We suggest you name your folders with lowercase letters, as VC Formal is case-
sensitive.

run

File Edit View Go Bookmarks Help
¢oBack v jart > C B o 100% (o) |Icc

- design

Rlaces v % 2] | <] @ pdmytro || FTA Example | [run] File Edit View Go Bookmarks Help
Cn:;:;rm & = Back v oo G B |- 100% (o) |Icon View
[& Desktop run.tcl Places v ¢ |[#] | <||BE pdmytro || FTA_Example |[Fign]
(] File System Computer . .
Documents g ::: madu rm.jll\
Downloads pdmytro |J |J

Figure 1.2.1. Showing the System Verilo;] and TCL files in the correct folder locations.

design

File Edit View Go Bookmarks Help
¢o Back v Forward -Go & M ) 100% |2 |Icon View
Places v % |[# | «||E pdmytro || FTA_Example ||dasign

Computer :

i Locdec] oty i

& pdmytr

_ open~ | | traffic.v

Deskta | | | | ~(FTA_Example/design

Figure 1.2.2. Example of the design we are using in this tutorial.

In order for VC Formal to map your design, you need to acknowledge and keep note of your
exact module name, as highlighted in Figure 1.2.2 above. This will come in handy when you
create your TCL file. To make things simple, we suggest naming your design file after its
corresponding module name (more on this in the TCL File section below).



1.3 TCL File

Next, we will set up the TCL file. Below is the TCL file (Figure 1.3.1), which you can use as a
template for your functional checks on VC Formal.

run v) (A

File Edit View Go Bookmarks Help

&oBack v rward > @ G |- 100% (o Icon View s IS

Places v X l@ LL[ pdmytro || FTA_Example ||run
Computer open~ i3 run.tcl save |[=
pdmytro | ol 5% ) ~/FTA_Example/run ) \i‘
B Desktop ||lset_fml_appmode FPV 1

I File SySWmMl s i s s s i bt 4B HBHBHBREBRBHBRBRERIRRRRRHRHBRRBRIRRRY
ocumen etup Specific to

& D ts|## Setup Specific to DUT

Downloads | FH#HHHE#HHHEHHEAHHBHHEAAIRBHUAAAR AU IU U IIUUAAANS

set
Music

Pictures HERBRRHBRBHRRHBRRHBRURRHRRHR BB RRHR R R BB B R BB R BB R BB BB R R U R R HH
## Compile & Setup

R PO —
@ Trash # Compilation Step

Network readifilel -top $design 3 format sverilog
SBrowseNed | /sva/ .sva ../sva/ .sva} \ 4

-inject fault all
Figure 1.3.1. Annotated TCL template file.

(1) Instruction that sets the appmode to FPV in VC Formal.

(2) Name of the main module as established in the Design file.

(3) The property type identifier switch name for desired FSV analysis.
(4) Design file location so VC Formal knows where to find the file.

As mentioned before, VC Formal is case sensitive, and in order for it to map your designs, you
will need to use the same module name in the TCL script (2) and the module name in the design
file. For example, we can see that our module name in the TCL script is the same as the module
name in the design file in Figure 1.3.1.

The file name (aes.v) can be named however you want.



2. Application Setup
There are multiple ways to invoke the VC Formal GUI and load the TCL script.

In this tutorial, we will show two methods for doing so. When using either method, it is
important that you open the terminal within the appropriate “Run” folder associated with the
FTA app.

e |nvoke VC Formal GUI, then manually load the TCL script in the application:

Svcf -gui

OR

o |nvoke VC Formal GUI and TCL script in one command:

Svcf -f run.tcl -gui or Svcf -f run.tcl -verdi
“run.tcl” is the name of the TCL file we are using. If your file name differs from this, you

will need to change it accordingly in this command.

The “-gui” switch opens VC Formal in the GUI, and it’s equivalent to the switch “-verdi”.

We will go through both of these methods in the following sections.



2.1 Invoking VC Formal GUI

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) Inthe terminal, type in the command:

vcf -gui
run
File Edit View Go Bookmarks Help
Back v 5 #5) M o) 100% (o) Icon
: » 0 BE gy Mate Ter|
Places yX ([#A |« pdmytro || FTA_Example run‘
Computer File Edit View Search Terminal Help
& pdmytro st A A e -
‘ bash-4.2% vef -guif]
Desktop run.tcl [ | Create Folder -
|J File System [/ Create Document -
& Documents =T
[ Downloads N E t
(e rrange ltems -

Figure 2.1.1. Invoking VC Formal in the terminal.

Note: You may have to wait a few seconds for the program to start up.

You should then see the VC Formal GUI as shown in Figure 2.1.2 below. You can toggle between
showing “Targets”, “Constraints”, or both “Targets” and “Constraints” window by clicking the
blue box icon in the upper right-hand of the application (1).

Bl B B

It may look like any of these three icons:



<Verdi-Apex:nTraceMain:1> ~) (~) (x

File View Onelrace Tools Window Help Rl String/Signal '&
ER-L @@ 7 - Ble»0E00%% A [ . H-REgIOLRX ) ]

VCEBsklist  # & - O | VCFGoallist £&5 -0
s O | =TT T e TR
ame rogress U Targets

Welcome to VC Formal.

You can use Setup Wizard to create a new environment. &
QOr you can load a Tcl File. &

=

Insta... Declarat.. | /CFTaskL.| | *5rc1] VCF-GoalList |

VE Formal Console 25 -0
Rule View Tools Window ‘Ql String/Signal
Lo S x
8 communicate with Synopsys servers for the purpose of providing software =
] updates, detecting software piracy and verifying that customers are using
10 Licensed Products in conformity with the applicable License Key for such
11 Licensed Products. Synopsys will use information gathered in connection with
12 this process to deliver software updates and pursue software pirates and Il
13 infringers.
14 Inclusivity & Diversity - Visit SolvNetPlus to read the "Synopsys Statement on
15 Inclusivity and Diversity" (Refer to article 000036313 at
16 https://solvnetplus.synopsys .com)

wef> = D A
@ Message VCFnrmaICunm\E|

Figure 2.1.2. \V/C Formal GUI introductory screen.

Then load a TCL script by clicking on the H icon as shown in Figure 2.1.2.
Next, select the “run.tcl” file we have in the “run” folder:

Open TCL Project File X

Look in: |E fu/pdmytro/f TA_Example/run ;I 0 O 0@

EECE | |5 cortiuecu
= .. P9 certitudeDB

- .certitudeGUI B9 traffic_leam_dir
[ certitudeDB B vest_rtdb
P traffic_leam_dir B9 vcst rtdb.bak
P vest ridb P verdiLog

5 vest_rab.bak

- [ verdilog

File Name: | run.tel | Fiter: | *.prii*.tcl v|

[ Open H Cancel ]

Figure 2.1.3. Selecting TCL file.



2.2 Invoking VC Formal Along with TCL File:

To proceed with invoking VC Formal:

1) Inside the “run” folder, right-click the whitespace and choose “Open in Terminal”
2) In the terminal, type in the command:

vcf -f run.tcl -gui

run ) (&) (x

File Edit View Go Bookmarks Help
4 Back v & B -] 100% (o) | Icon View LQ
Places v A |« pdmytro || FTA_Example |ﬁ|

Computer =

& pdmytro s |

Desktop run.tcl [ Create Folder

| File System |y Create Document

Documents

Downloads
Arrange Items

Music

Pictures

& videos [E) Paste

@ Trash =) Zoom In

Network |=J Zoom Out

Browse Ne... L9J Normal Size
|4l Properties

Open the currently open folder in a terminal

Figure 2.2.1. Opening terminal in the ‘run’ folder.

Mate Terminal vl () (X

File Edit View Search Terminal Help
bash-4.2% vcf -f run.tcl -verdi

Figure 2.2.2. Invoking VC Formal and TCL script in the terminal.

And that’s it!
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3. Application Usage

After successfully invoking VC Formal GUI and loading the TCL script in the above methods, your
screen should have contents in the “VCF:GoalList” tab and look something like this:

<Verdi-Apex:nTraceMain:1> traffic traffic (../design/traffic.v) - /u/.../.internal/verdi/constant.uddb x) () (%
File View Source Onelrace Tools Window Help P s ana &
mB-L 823 BRes0C00% A B 7 @ [ s @ sppmone: Frv -]
VCF:GoalList 45 _0O
Task List ] (=] Time [126] Max cyce [ I <Ente ‘=."el4.j|EIAH./ AX & 4 I@@
rogress Result Targets: ALL
| stams | depth | name | vacuity | witness | engine | type | elapsed_time
1 o assert
2 ® assert
assert
assert
s ® assert q
Constraints: ALL
[ name | vacuity | wimess | expression | type | class
1 rst==0 constconstraint script
2 . assume source
T Y T ® assume source
o — Total Properties: 24 - passed[0] - failed[0] - disabled[0] ; Constraints Enabled: 3
Insta...|Declaret..|/CFTaskL.| @ *srcliratficw | verGoaiList
VC Formal Console N 45 _0O
Rule View Tools Window
Line: | 83 @ %
93 1
941
95 1
vef> - k]
@ Message |VC FurmalConsme‘

= Briddh i
Figure 3.1. Screen after loading TCL script.

Now, go ahead and run the property verification analysis by clicking on the play [il icon in the
upper left corner of the “VCF:Goallist” tab.

Once the property verification analysis is completed your screen should look like this:
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<Verdi-Apex:nTraceMain:1> traffic traffic (../design/traffic.v) - /u/.../.internal/verdi/constant.uddb () (o) (%)
File View Source OneTace Tools Window Help ﬁ‘ String/Signal &
‘WD -L
VCRBsklst &g _ O
— wexcyce |1 ||| <ererrome | 0| EAN B v @ % @ | ) ol (8] 5
| rogress Result rgets: ALL
‘ status | depth | name | vacuity I witness | engine | type | elapsed_time
V - e —— @3 el assert 00:00:02
V - e —— . @20 el assert 00:00:02
v b — el assert 00:00:02
v b — el assert 00:00:02
v -k — w5 el assert 00:00:02 ]
G cALL
| name | vacuity | witness expression type | class
1 - = rst==0 constconstraint script
e e e el assume source
3 spin — - - o1 assume source
[« " | Total Properties: 24 - passed[ 24] - failed[0] - disabled[0] ; Constraints Enabled: 3 ; Min depth: 1 ; Max depth: 28 ; Run Time: 0:00:17
insta...| Declarat.. | scFTaskL. || @ *Srcltrafficy | veRGoalList
VC Formal Console 4 -0
Rule View Tools Window
e (00 |[5)@ %
106 | [Warning] LEARNED DATA NOT FOUND: No existing learned data found in 'traffic_learn dir' =
107| [Info] BITLEVEL MODEL STATS: Generated model with 662 gates, 12 inputs, 102 registers, 0 initial constraints, 2 K|
constraints. 3
E
g vcf> e D -
@ Message |VC Fun‘na\CunsuIE|
o~ L%
w B~ EEN

Figure 3.2. After running property verification.

This step is necessary because the proven properties from the FPV run will be further used in
the FTA flow to detect faults.
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3.1 Switching App Modes

After running property verification, switch to the FTA app mode. This is done by finding the
appmode icon and clicking on the drop down menu:

String/Signal

HE@UWOAPPI’HME;
[ IE]

zts: ALL
| vacuity | witness | engine | ty

MalWov MX & 2

&3 el assE
@20 el asse

el asse€

el assert 00:0
5 el assert 00: D
-

Figure 3.1.1. Switching between applications.

Once the switch from the FPV app to the FTA app has been invoked your screen should like this:

<Verdi-Apex:nTraceMain:1> S e Soalie (.. /s eic.v) - [u/.../.internal/verdi/constant.uddb x) (o) (%
File View Source Onelrace Tools Window Help ,Q| String/Signal '&
ML 02000 %:A B 3% @ el -|
VCF:GoalList 5.0
Task List E. TlmEMax(.ycle -[ <Enter na l@.[lml‘/!x.&[......@.
_m frae Targets: ALL FPV Task Properties |
| stams | name | elapsed time|  location | mutated code | faulttype | fault class | Prop
1 g . “eei ot frstuck at0 % | L tPOrtStckAtO | ..tsConnectivity 26
E - Ty Sp el 3] stuck at0 % | L tPortStuckAtD | ...tsConnectivity 27
_3 L . 4 2 1bl ConditionTue | ...gicControlFlow 28
_4 " L w02 | MAX WAITY))  ..atedCondition | ...gicControlFlow 29)y
[| P
Fault Summary ‘ Constraints: ALL |
Fault Status |Fn||l’ for all Tnpoutpm|neutcm¢|Um|synmmnu| Intemal |synd|runm-| Cnmbomul:lsynmmnul Combe
Classes |C | True [< vyl |~ Logic Lngl:

Faults Injected 100
__—_____-
__—_____-

[ I D
H P Total Properties: 100 - passed[0] - failed[0] - disabled[0] ; Constraints Enabled: 3

insta...[Declarat.. | /cFTaskL. || @ *Srclitraffic.y |VCFGuaILisl

VC Formal Console DS 25 -0

Rule View Tools Window

w— B x

107 | [Info] BITLEVEL MODEL_STATS: Generated model with 662 gates, 12 inputs, 102 registers, 0 initial constraints, 2
constraints.
108 #set_fml_appmode FTA

~ Non-Activated

[T

B
weiz v D -
@ Message |vC FnrmalCung:lE‘

IOl A N

Figure 3.1.2. Loaded into FTA appmode after running property verification.
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Start property verification in the FTA appmode by clicking on the E‘ play icon in the upper left

corner. The play E] command will create an FPV_FTA task and start the verification process.

Task List
Mame Progres:

E FPV FTA

Figure 3.1.3. New task created once the start icon is clicked in the FTA appmode.

Once the check is complete a fault summary will be displayed.

Fault Summary | Constraints: ALL |
Fault Status Fault foer all ToepOutputs ResetCondition Synchronous Intemal |Synchroneus Coembelegic/Synchrenous Combx
Classes |Connectivity True ControlFlow | Connectivity)] DeadAssign | ContrelFlow Logic Logic
4

[ Faults Injected 100 18 3 7 30 2 21 12

% s 2 6 24 1 1 3
3 0 1 0 0 1 0 0 0

(4] | [»

Total Properties: 100 - passed[ 75] - failed[22] - disabled[3] ; Constraints Enabled: 3 ; Min depth: 2 ; Max depth: 22 ; Run Time: 0:06:18

- Non-Activated

Figure 3.1.4. Fault Summary display once FTA check is complete.
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3.2 Debugging Non-Detected Faults

Debugging non-detected faults is done through the fault summary that is generated when the
FTA appmode is done running.

The non-detected faults will be displayed in the faults summary and they will be highlighted in
red labeled “Non-detected”.

Figure 3.2.1. Non-Detected faults tab in the faults summary.

Double click on the TopOutputsConnectivity cell that corresponds to the Non-Detected (the cell
with the number 2) cell to filter the “Targets: All” table to show the “Targets: Failure” table.

Fauk Summary [

Fault Status Fault for all TopOutputs
Claua Connedlvlty

+- Faults Injected

Figure 3.2.2. TopOutputsConnectivity X Non-Detected Faults (2).

The displayed “Targets: Failure” table will look like the following table:

| Targets: Failure Filter by fault_class, status | FPV Task Properties

status (V) name I elapsed_timel location I mutated_code I fault_type | fault_class (V) I Prop ID I

x . 00:05:23 e i MFstuckat0® | . tPortStuckAtD . tsConnectivity 43

x . 00:05:36 L et saa P M stuckat 0% | L tPortStuckAtD | ...tsConnectivity 72
ol I ~

Fault Summary | Constraints: ALL

Fault Status Fault for all TopOutputs Rel:ttundltlun Syn:hrunou Intemal |Synd1runmn ComboLngI:lSyn:hrunou Comb¢
Clauu Ccirlrleckl\ll'lt’)lI Cuntrul Flow i low| Lngl: Lnglc

[+ Faults Injected
|__[Non-Detected -E-““—“““-

- Non-Activated

(4] | [»

m Total Properties: 100 - passed[75] - failed[22] - disabled[ 2] ; Constraints Enabled: 3 ; Min depth: 2 ; Max depth: 22 ; Run Time: 0:06:18 '6‘

Figure 3.2.3. Targets:Failure table showing the undetected faults.
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The isolated undetected faults will be labeled with an X in the status cell. Once the non-
detected faults are identified and isolated, double click on the fault in the name cell to open up
a highlighted source code window. This window will open the source code and identify the
undetected faults with the color red.

g
~ @B -]

1{module & clk. r=t.

A 1 L

walting main, waiting first);

5
6| input clk;
7| input rst;

Figure 3.2.4. Non-detected faults identified in the source code highlighted in red.

Modify the property by clicking on the “edit source file” icon Ql. Once modified save the new
source code.
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3.3 Debugging Non-Activated Faults

Debugging non-activated faults is also done through the fault summary that is generated when
the FTA appmode is done running.

The non-activated faults will be displayed in the faults summary and they will be highlighted in
yellow labeled “Non-activated”.

Non-Activated 3 0 ) 0 0 | 0 0 0

Figure 3.3.1. Non-activated faults tab in the faults summary (highlighted in yellow)

Double-click on the “ResetCondition True” cell that corresponds to the “Non-activated” cell (the
cell with the number 1) to filter the “Targets: All” table to show the “Targets: Failure” table.

The displayed “Targets: Failure” table will look like the following table:

| Targets: Failure Filter by fault_class, status | FPV Task Properties |
| status (v) | name | elapsed_time | location | mutated code | fault type | fault class (V) | PropID |
traffic.fault_id_50 ...ignftraffic.v45 1'pl ConditionTrue | ..tConditionTrue 83
= i =
Fault Summary | Constraints: ALL |

Fault Status Fault for alll TopOutputs ResetCondition| Synchronous Intemal |Synchronous Combolegic Synchronous Combe
Classes |Connectivity True ControlFlow | Connectivity)| DeadAssign | ControlFlow Logic Logic

[+- Faults Injected 3 7 30 2 21 12 4

[ | [»

Figure 3.3.2. Targets:Failure table showing the non-activated faults.

The isolated non-activated faults will be labeled with an in the status cell. Once the non-
activated faults are identified and isolated, double click on the fault in the name cell to open up
a highlighted source code window. This window will open the source code and identify the non-
activated faults with the color yellow.

If the non-activated faults indicate source code that is outside of the current set properties of
the current used FTA flow, these properties will need to be added. Adding properties that cover
those signals will eliminate non-activated faults. Since these properties are set in the .tcl script,
the current script will need to be edited.
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To edit and add properties to the Tcl script find the “Edit TCL Project File” icon. ( 1) This can

also be done by opening up the Tcl script from the run folder in your project with a text editor
application.

Add the commands to cover the signals outside your script's current cone of influence and save
the edited Tcl script by pressing the save button.

18



3.4 Restart FTA and Verify Faults Resolved

Restart VC Formal by clicking on the Restart VCST icon. ( J )

Once VC Formal is restarted after making changes to the .tcl/source files & adding modified
assertions, we can go back in and verify whether or not the faults have been resolved.

Once VC formal is restarted with the updated parameters, observe that the non-activated and
non-detected faults are now detected.

Fault Summary | Constraints: ALL |
Fault Status Fault for all TopOutputs ResetCondition Synchronous Intemal |Synchronous Combologic Synchronous Comb:
Classes |Connectivity True ControlFlow Connectivity DeadAssign ControlFlow Logic Logic
[+ Faults Injected 100 18 3 7 30 2 21 12 4

- [Non-Detected |

1] [}] 0 0 0 [}] 0 0 0
[4] | [»

Total Properties: 100 - passed[80] - failed[20] - disabled[0] ; Constraints Enabled: 3 ; Min depth: 2 ; Max depth: 22 ; Run Time: 0:03:05

Figure 3.4.1. Observe the non-activated faults and non-detected faults are now detected.
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3.5 Exporting Faults to FPV

The faults can be exported as an FPV task.

Right-click on a fault status category and choose “Export Fault”:

File View Source Onelace Tools Window Help

] strngsio
ME-L 86 28 5 Ole»0C00%% @ B 7 G (50 @ svomote:Fa_~|

VCEBsiist & - 0O

Task List E@ Time [12H | MaxCycle |-1 <Enter na j@@ MPBv [1X (4 {QMJ@@D@@

Name Progres:

l Targets: Success Filter by fault_class, u-h-} Parent Task Properties ‘
= [satusvy [ name | elapsed_time loc ation mutated code fault_type fault class (V) | Propl
2 5 2 : e 27

@

[f Fra [

00:08

& Property Complexity Report

3 v t @ s \ad oo 2:00:08 /" stuck at 1%/ ..tPortStuckAtl  ...tsConnectivity 38
| v 8 G Al raes 3:00:08 _lue negated */ ..utPortNegated ...tsConnectivity 2
s o € E Update Property Table 9:00:08 /*stuckat0*/  ..tPOrtStuckAt0  ..tsConnectivity 43
Cd £ 2:00:08 [~ aisaaasc s B stuckat1l+ | tPortStuckAtl . tsConnectivi as ki
E‘i—“—’ [k Delete Selected Properties i ]

. @ Enable/isable... »
R Show Related COI EE——— ]
|
1 T 1 1 (] (]
Fault Status - ‘ombol Comb
% Waive/Unwaive... » y Y! | |
. le lc | | |___togic | Logk
# Faults injected * now Property Source 3 7 30 2 21 12

+

4
Nm-Acﬂvag SEVET gt&., 0 0 0 0 0 0 0

Copy Name

-|: Copy Cell Content ; I 2
{0} ; C

Y| Total Prop 10} ; 3; Min depth; 2 ; Max depth: 22 ; Run Time: 0:03:05 (O

Figure 3.5.1. Exporting Faults to FPV.

The target fault is now exported to the FPV task where its impact on proven properties can be
checked by running the proof on the design with the fault inserted.

Once faults are exported to FPV, we can start the property verification by pressing the green

play button/Start check icon. (@)

Once completed check that the properties are falsified due to the exported fault.
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3.6 Clustering Faults

Clustering faults can be a tool used for easier and more efficient analysis. Clusters are faults
grouped together based on their classification and their locations in the DUT.

3
Cluster the faults by clicking the “FTA Property and Fault Selection” icon ( z ) and selecting
the “non-detected” fault status cluster option.

Return to the fault summary.

Expand the non-detected faults highlighted in red, by clicking the “+”, to see the faults
clustered in the same fault class.

Fault Summary | Constraints: ALL |
Fault Status Fault for all TopOutputs | ResetCondition Synchronous Intemal Synchronous Combologic Synchronous
Classes |Connectivity True ControlFlow Connectivity DeadAssign ControlFlow Logic

[+ Faults Injected 100 18 3 7 30 2 21 12

- [Mon-Detected [ 20 [ 0o [ o 1 & 0o [ 1w [z ]

Mo bW e
S R=N-=N==-]
SE=-N-N-N-N-
=l O = O 00
=lN O N OO
S R=N-=N==1-]

[=J =N =¥ ]

cooos

-
=]

-——————_

L
coo
coo
oo o
NN
coo
oo o
oMo

Total Properties: 100 - passed] 80] - failed[20] - disabled[0] ; Constraints Enabled: 3 ; Min depth: 2 ; Max depth: 22 ; Run Time: 0:03:05

Figure 3.6.1. Clustered faults by all of the faults in the same fault classification

Analyze the faults by double clicking on the cluster number. The clustered faults will appear in

the “Targets:Failure” table. They will be labeled with a X status.

| Targets: Failure Filter by fault_class, status | FPV Task Properties

status (V) name | elapsed_time | location | mutated code | faulttype | fault class(v) | PrepID |

x v 00:05:23 - ety i Fstuckat0 ¥ | .tPortStuckAtD | .. .tsConnectivity 43

2 x v 00:05:36 R 1 *stuckat 0% | ..tPortStuckAtd | ...tsConnectivity 72
| I ~

Fault Summary | Constraints: ALL
Fault Status Fault for all TopOutputs | ResetCondition Syn:hrunmn Intemal |Syn:hrunnm CombuLngI:lSyn:hrunou Combe
Classes |Connectivity ‘I'me Cuntrul Flow y| dA gn low| Logic Logic
[+ Faults Injected 100 18 21 12 4

--_n——“—“-
____—_—_—-
-+ Non-Activated

£l [ [»

Y | Total Properties: 100 - passed[75] - failed[22] - disabled[ 3] ; Constraints Enabled: 3 ; Min depth: 2 ; Max depth: 22 ; Run Time: 0:06:18 (48]

Figure 3.6.2. Clustered Faults Table
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Double-click on the name of the clustered property to open a highlighted source code file
showing the clustered non-detected faults highlighted in the color red.
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Appendix

Function

Code

Description

Set App mode

set_fml_appmode FSV

VC Formal App mode command for FSV

Format

-format <format>

The format of the file to be loaded. The two
formats are csv or table. The format option is
optional, and default is csv.

Results Summary | -quiet Option to hide the progress message and
summary results.

CSV File Path <filename> Path of the properly formatted csv file to read.

FTA create fta_create Creates a new formal testbench project. It

initializes the project structure and sets up the
necessary files and directories.

FTA Add Property

fta_add_property

This command allows you to add properties to the
formal testbench. You can specify assertions,
cover properties, or assume-guarantee properties
to capture the desired behavior of the design.

Information

FTA Generate fta_generate_testbench Automatically generate a formal testbench based

Testbench on the properties specified. The tool will
synthesize test vectors and stimulus patterns to
exercise the design and verify the properties.

FTA Analyze fta_analyze_coverage Enables you to analyze the coverage achieved by

Coverage the formal testbench. It provides insights into the
completeness of the testbench and identifies
areas that require additional coverage.

FTA Debug fta_debug Initiate the formal debugging process for the
testbench. It provides interactive capabilities to
help analyze the behavior of the design and
investigate any issues encountered during
verification.

Detailed Report -verbose Displays the summary of results and then

provides detailed information about the report
such as the status, connection name, line number
and message of each property file-wise.

Save initial state

sim_save_reset

Saves initial state

Check setup

check_fv_setup

Checks setup for errors

Table 1. FTA App important functions and commands.
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Disclaimer:

The contents of this document are confidential, privileged, and only for the information
of the intended recipient and may not be published or redistributed.

The design example in this tutorial is not supplied. You need to use your own files to follow the
tutorial steps and instructions.
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1. Introduction

While JasperGold (JG) can be used in GUI mode directly without the need for a TCL (Tool
Command Language) file, this approach can be time-consuming and inefficient. Therefore, we
recommend using TCL scripts to guide JG's actions. These scripts can define various aspects of
the analysis, such as the app to be used, the files to be analyzed, and the clock cycles. However,
instead of creating TCL scripts from scratch, we can take advantage of pre-made templates. By
modifying these templates, we can interact with JG in a way that suits our project's specific
requirements.

To get started, we need to set up the VNCserver as described in the previous tutorials and
launch the Linux GUI. To keep things organized, we should create a top-level folder for the
design we want to analyze. In this example, we'll call it "Superlint_Example," but it's important
to avoid using spaces in file and folder names. Within this top-level folder, we can create an
optional subfolder named "design" to store the Verilog or SystemVerilog designs we want to
analyze. Additionally, we'll create a TCL file in the top-level folder (not inside the "design"
subfolder) to store any TCL commands we want to execute.

7 ™)

¥ Home = Jasper_Projects | Superlint_example »

SEC Superlint Superlint_example

New Folder Shift+Ctrl+N

design run.tcl
Paste Ctrl+V 9

Select All Crrl+A ||
Properties Ctrl+

Open in Terminal

Figure 1.1. Creating folders to organize design and TCL files.



1.1 About and Usage of the Superlint App

The Superlint App is a tool that helps engineers verify complex designs and catch potential
issues early in the development process. It does this by running different kinds of checks on the

design, such as:

Lint checks, which find common coding errors.

DFT (Design for testability) checks, which ensure that the design is testable, and

Automatic formal checks, which verify that the design meets certain specifications.

By using Superlint, engineers can fix issues before validation begins, which saves time and
money. Additionally, Superlint can be used as a way to continually check the design as it
evolves, helping to catch any new issues that may arise.

Lint

Superlint

Basic linting typically involves analyzing the
RTL code for syntax errors, naming
conventions, and coding style. This technique
can detect simple errors such as incorrect
usage of keywords, missing semicolons, and
undefined variables. Basic linting can be
performed quickly and is a useful tool for
ensuring code quality and consistency.

Superlinting goes beyond basic linting and
provides more comprehensive analysis of the
RTL code. Superlinting includes DFT (Design-
for-Testability) checks, which ensure that the
design is testable and can be easily validated
during the testing phase. It also includes
automatic formal checks, which use
mathematical methods to verify that the
design meets its specification. Superlinting
can detect complex errors such as race
conditions, deadlocks, and incorrect use of
registers.

In summary, while basic linting is a useful tool for ensuring code quality and consistency,
superlinting provides additional features and checks that can identify and fix more complex
issues in the RTL code. By using superlinting, engineers can improve the overall quality of their
designs and reduce the risk of errors during testing and validation.

We need two inputs for the Superlint app:

«» RTL design files in Verilog/SystemVerilog/VHDL formats

< TCLfile




1.2 Design File

The SystemVerilog design file should be placed in the Design folder, while the TCL file belongs in

the main folder. It's recommended to name the folders with lowercase letters since JG is case-
sensitive. Additionally, ensure that there are no spaces in the names of the folders or files.

i ™\
fr Home | Jasper_Projects Superlint_example  »
—
design run.tcl
. v

”
4t Home | Jasper_Projects = Superlint_example | design

~\

train_Controller.sv

.

Figure 1.2.1. Showing the SystemVerilog and TCL files in the correct folder locations.

The Superlint App runs automated checks, therefore, writing assertions is not required for this

app.

Open ~ | &

train_Controller.sv

{lasper_Projects/Superlint_example/design

module

train Controller

(input logic

output logic
output logic
output logic

logic [2:0] counter;

// Cadence JasperGold Superlint App Example

// Portland State University - Train Controller Example

clk, reset, sl1, s2, s3, s4, s5,

swl, sw2, sw3,
[2:8] indicator,
[1:8] DA, DB);

Figure 1.2.2. Example of the design we are using in this tutorial.

When performing formal analysis in general, it’s important to keep track of your top module
names. In our example here our module name is train_Controler.



1.3 TCL File

Next, we will set up the TCL file. Below is the TCL file (Figure 1.3.2), which you can use as a
template for your functional checks on VC Formal.

*
Open = E {lasper_Proje run-t|d| I pl Save =
% Cadence JasperGold Superlint App Example
# Portland State University - Formal Verification team

# Initialize the Superlint App
check_superlint -init

# Clear any previous analysis, and read the SystemVerilog Design file
analyze -clear
analyze |-sv design/train_Controller.sv| (:)

# Elaborate the design
elaborate -bbox_a 1024

# Setup clocks and reset. In our design, the clock signal is "clk”
# and we have a positive edge-triggered reset signal called "reset"
[clock clK |

Feset reset | C:)

# Extract the superlint checks
check_superlint -extract

# Generate a task specifically for design assumptions and duplicate the assumptions from the embedded task
task -create design assumptions -copy assumes -copy related covers -source task <embedded=

# prove the extracted properties
set max_trace length 58
check_superlint -prove -task {<SL_*}

Figure 1.3.1. Annotated TCL template file.

(1) Location of the design file should be specified for JG to locate it.

(2) Name of the clock signal. If your design uses a clock, you need to type the exact name of
your clock. You can also use the -infer switch to have JG automatically infer the clock from the
design. If you’re not using a clock (if it's a combinational logic design), you can use the switch
none.

(3) Name of the reset signal in your design. If your design uses a reset signal, you need to type
the exact name of your reset. If you’re not using a reset, you can use the switch none.



2. Application Setup

There are multiple ways to invoke the JasperGold GUI and load the TCL script.

In this tutorial, we will show two methods for doing so. When using either method, it is
important that you open the terminal in the “Superlint_example” folder.

e |nvoke JasperGold GUI, then manually choose the app and load the TCL script in the
application:

Sig

OR

e |nvoke JasperGold GUI in the superlint app, then manually load the TCL script in the
application:

Sjg -superlint

OR

® |nvoke JasperGold GUI in the superlint app and TCL script in one command:

Sjg -superlint run.tcl

“run.tcl” is the name of the TCL file we are using. If your file name differs from this, you
will need to change it accordingly in this command.

We will go through both of these methods in the following sections.



2.1 Invoking JasperGold GUI
To proceed with invoking VC Formal:

1) Inside the “Superlint_example” folder, right-click the whitespace and choose “Open in

Terminal”
2) Inthe terminal, type in the command:

is

Places  Terminal

ghonim@localhost:~/Jasper_Projects/Superlint_exa.. - O X

File Edit View Search Terminal Help
[ghonim@localhost Superlint examplel$ jg

design run.tcl

Figure 2.1.1. Invoking JasperGold in the terminal.

Note: You may have to wait a few seconds for the program to start up.

You should then see the JasperGold GUI as shown in Figure 2.1.2 below. JasperGold will always
open in the Formal Property Verification app unless instructed otherwise in the terminal or the
tcl file. To change/add other modes or apps, we can click on the + sign, the one boxed in blue in

the figure below. | = | . The GUl interface will look different depending on the app being

used.



(session_0) - Jasper Apps (...lint_example/jgproject) - Main - o x
File Edit View Design Application Window Help cadence
8 Formal Property V... Y
File Design Setul k Setup Formal Verificati Search
5 g B @v(ﬁw el i IS g m”ﬂr © @ O B M v [o-search the Message Log He
Design Hierarchy X | Property Table X
% <= | No filter =l[v-Filter on name ’: P v M
i 7 |Type 7 |Narne 7 |Engir
=
2
2]
o
tl
3
=
g
>
S
e o
Design Hierarchy I Task Tree | Total: 0 Filtered: 0 Selected: 0 [Validity: 0:0:0 [Run: 0:0:0
B session 0 | ¥ - @ @ 0 p
Jasper Apps Analysis Session - /home/ghonim/Jasper Projects/Superlint_example/jgproject/sessionlLogs/session @ B
INFO: successfully checked out licenses "jasper interactive" and "jasper fao".
INFO: reading configuration file "/home/ghonim/.config/cadence/jasper.conf”.
%
Console | Lint Messages | Warnings / Errors | Proof Messages | ¥ B
|No proofs running | Console input ready

Figure 2.1.2. JasperGold introductory screen in the Formal Property Verification app.

After clicking on the “+” icon, we can then choose the JG app in which we want to work. Here
we will choose the Superlint App as shown below.

File Edit View Design Application Window Help

a Formal Property V... | co

Ijle i [J)fjig" SEWP= oo gl applications el i—]
(g&@@v(ﬁ%@ﬁf B

Architectural Modeling
Behavioral Property Synthesis
C to RTL Equivalence Checking
CDC Verification

CSR Verification

Connectivity Verification
Coverage

Design Hierarchy

Coverage Unreachability

v Formal Property Verification
Functional Safety Verification
Low Power Verification
Security Path Verification
Sequential Eguivalence Checking
Superlint

X-Propagation Verification

Figure 2.1.3. Selecting the Superlint app



| | IS
Superlint Customize View

Superlint View Mode:

" Violation Layout

™ Do not show this dialog again.

ll

Figure 2.1.4. Selecting the superlint view mode the first time you run it

You'll then be asked to choose the Superlint View mode, you can choose either of them
depending on your focus of the analysis. You can easily switch between them later. Here we
recommend choosing the Formal Layout as a start.

(session_0) -

File Edit View Design Application Window Help

a Formal Property V... @| @ Superlint |-:-

File————— Design Setu = — - F
. : . Formal Property Verification
(s@@ o WEE'S]FTWFFWWJ@'H'

Task Tree X | Automatic Formal Properties

Figure 2.1.5. Choose the right mode you want to work with “Superlint” in our case. Close any
other apps you don’t need.
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If not needed anymore, you can hover over the Formal Property Verification tab and click on
“x” to close it.

(session_0) - Jasper Apps (...lint_example/jgproject) - M

File Edit View Design Application Window Help

Formal Property V... | @ Superlint | -
File——————— Design Setup Superlint Formal Verification Search
’7!\' lﬁ@ RO E S bQCETHIIB |7|“'| ¥ | 2. 5earch the Messag
Task Tree X | Automatic Formal Properties & X | Analysis Brow
Name | W ~ <= | B No filter =l 7-Filter on n... ’: = |‘ir (
| ‘PlTag ?lType TlName 1

Figure 2.1.6. Superlint App interface. We can click on “Source” to choose and load the TCL file.

To load the TCL file, click on the source icon, which can be found in the File section in the top
left, the one boxed in red in the figure above.
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2.2 Invoking the JasperGold Superlint GUI:

1) Inside the “Superlint_example” folder, right-click the whitespace and choose “Open in
Terminal”
2) In the terminal, type in the command:

jg -superlint

Terminal

ghonim@localhost:~/Jasper_Projects/Superlint_example - o x

File Edit View Search Terminal Help
[ghonim@localhost Superlint example]$ jg -superlint

design run.tcl

Figure 2.2.1. Invoking JG and choosing the superlint app from the terminal

The last, and most efficient option is to load JasperGold in the app you want “superlint” in our
case and load the TCL file in the same step as shown below:

jg -superlint run.tcl

ghonim@localhost:~/Jasper_Projects/Superlint_example - 0 x

File Edit View Search Terminal Help

[ghonim@localhost Superlint examplel$ jg -superlint run.tcl

design run.tcl

Figure 2.2.2. Invoking JG, Choosing the superlint app, and loading the TCL file from the terminal
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run.tcl (session_0) - Jasper Apps (...lint_example/jgproject) - Main - o x

File Edit View Design Application Window Help cadence
@ Superlint | ‘ ) lﬁ ) a a
Al Design Setup Superlint Formal Verification—— Search
Easelevrreaavacmmoownm| nr o]
Task Tree X ‘ Automatic Formal Properties & X | Analysis Browser &5 x
Name Result ® v-"'I%Noﬁlter [=|[7-Filter on name ’; H e |4 4| @@ O |E|<|vE
= | 7] 7 [Type 7 [name = 1 =
<embedded> « |CAS_NO_U.. Assert unique_case_prop_l 2
i <SL_AUTO_FORMAL C... « |BLK_NO_RC... Cover dead _code_prop_2 i |
i <SL_AUTO_FORMAL D... «  |BLK_NO_RC... Cover dead_code_prop_3 5 module train Controller (input logic cl
. design_assumptions « | BLK_NO_RC... Cover dead_code_prop_4 5 DU'EPU: {Dglf i't‘-‘:
« | BLK_NO_RC... Cover dead_code_prop_5 output 1oglc :
output logic [1:
4 BLK_NO_RC... Cover dead_code_prop_6 9
' |BLK_NO_RC... Cover dead_code _prop 7 10 logic [2:0] counter;
11
& |BLKND RC...|Cover dead_code_prop 8 12 // Enumerate the states. Here I am usin
o BLK_NO_RC... Cover dead_code_prop_9 13 enum logic [4:0] {AB ou , A on
« |BLK_NO_RC... Cover dead_code_prop_10 14 A_stopped=! . B
il | v 15 _'Ll
[Total: 26 [Filtered: 26  [Selected: 0  [3 violations out of 26 cl [Validity: 23 [Run: 0: 1K D
Violation Messages View  Automatic Formal Properties in_Controller.sv
B session 0 % - @ @ 0 p|waerus g x

INFO (IPF127): (traces plan) Final state reached.

SUMMARY

Total Tasks
Total Properties
assumptions
- approved
- temporary
soft assumptions
assertions
- proven
bounded proven (user)
bounded_proven (auto)
marked proven
cex
ar_cex
undetermined

&

(100%)

CoooeoRFODT DN &

s

=No waiver data>

[<embedded>] %

Console [ Warnings / Errors | Proof Messages |

¥ % @

‘No proofs running Console input ready

Figure 2.2.3. GUI of the JasperGold Superlint App

This is the interface we get after running JG in the Superlint app and loading the TCL file. Some
information and analysis will run automatically given our TCL file, and to run the formal
engines, we can click on the green tick icon under formal verification.
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B session 0

INFO (IPF127): (traces plan) Final state reached.
SUMMARY
Total Tasks s 4
Total Properties 1 26
assumptions o
- approved : 8
- temporary ]
soft assumptions o
assertions 01
- proven : 1 (180%)
- bounded proven (user) : B (0%)
- bounded_proven (auto) © B (0%)
- marked proven © 0 (0%)
- cex : 0 (0%)
- ar cex © 0 (0%)
- undetermined © B (0%)
[<embedded>] %

Figure 2.2.4. ]G Superlint Session Summary information

We also have a session window of the screen with a summary of the analysis. This summary
gives the tutorial number of properties checked, 26 in our case, how many assertions were
placed, and so on.

Task Tree X
Name Result
B
<embedded=> [ Jo:w:0:0:0
<SL_AUTO FORMAL C... [ 1:0:0:0:0
<SL_AUTO FORMAL D... N 22:0:3:0:0
‘- design_assumptions [ 10:0:0:0:0

Figure 2.2.5. JG Superlint Task tree progress and results
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When we run the analysis, we see that the

Automatic Formal Properties 5 X
B v i‘l%No filter jl Filter on name ’:
| ?lTag ?lType ?lName =
o CAS_NO_U... |Assert unique_case_prop_1
+ |BLK_NO_RC...|Cover dead_code_prop_2
+ |BLK_NO_RC...|Cover dead_code_prop_3
+ |BLK_NO_RC...|Cover dead_code_prop_4
+ |BLK_NO_RC...|Cover dead_code_prop_5
+ |BLK_NO_RC...|Cover dead_code_prop_&
+ |BLK_NO_RC...|Cover dead_code_prop_7
+ |BLK_NO_RC...|Cover dead_code_prop_8
+ |BLK_NO_RC...|Cover dead_code_prop_9
| + |BLK_NO_RC...|Cover | dead_code_prop_10 _Ij
1 »
[Total: 26 [Filtered: 26  [Selected: 0 |3 violations out of 26 cl [Validity: 23: |[Run: 0:C

Violation Messages View  Automatic Formal Properties |

Figure 2.2.6. JG Superlint Automatic Formal Properties view

We can also see in the screen the automatic formal properties that were generated and are
being analyzed in this code. Those covers, assertions and properties in general can be verified
or falsified.

Automatic Formal Properties & X | Analysis Browser 2 X
%vivl'ﬁNoﬁlter jl Filter on name ,: H 4|4 F|lae Ha»
| F |Tag 7 |Type 7 |Name 7 |Engi|7 | Bound |Time|Task | -l 30 AB out: begin if (54|
« | BLK_NO_RC...|Cover dead_code prop 11 |Ht 2| 0.0|<SL_AUTO_FORMAL DE... 3 2 é’:glﬁ? lllf {(S
«  |BLK_NO_RC...|Cover dead_code_prop_12 Ht 3| 0.0/=5L_AUTO_FORMAL_DE... 33 be?;ln if (3'
« |BLK_NO_RC...|Cover dead_code_prop_13 Ht 3| 0.0/ <SL_AUTO_FORMAL_DE... 24 : begin if (s
« |BLK_NO_RC...|Cover dead_code prop 14 |Ht 3| 0.0|<SL_AUTO_FORMAL DE... » - default: NE":;-“:BSSJSPI&“
«  |BLK_NO_RC...|Cover dead_code_prop_15 3| 0.0/ <SL_AUTO_FORMAL_DE.. 37 end
PN X S LY A m <St_auro_rormaoc - [
o BLK_MNO_RC... Cover dead_code_prop_17 Ht 0.0 =5L AU:]<S|_ AUTO_ FORMAL DEAD CODE>|
+  |BLK_NO_RC... | Cover dead_code_prop_18 Ht 2| 0.0/ <SL_AUTO_FORMAL DE.. T 41  ng the state outputs
«  |BLK_NO_RC...|Cover dead_code_prop_19 Ht 3 00 <SL_AUTO_FORMAL_DE... 42 comb begin
«  |BLK_NO_RC...|Cover dead_code_prop_20  |Ht 3| 0.0]<SL AUTO_FORMAL DE... | | g case é;;l rt;’ - -
= J2=01 _I
[Total: 26 [Filtered: 26 [Selected: 1 [3 violations out of 26 checks |Validity: 23:3:0:0 [Run: 0:0:0:26 4 1 L4
Violation Messages View  Automatic Formal Properties | train_Controllersv g

Figure 2.2.7. JG Superlint Automatic Formal Properties and code line of the falsified cover

In case of a falsified property, we can click on the x sign, or that whole row in general to see the
code in the Analysis Brower on the right, with the line causing this cover to be falsified
highlighted in red. We can also see the tasks under which these covers are generated, which
engines were used for the analysis, and how long it took those engines to complete the
analysis.
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Violation Messages View &5 X

IRuIe Violation 'IJ*D > % ”E@’G”E@ M v| Filter on Message

| Description (Order by domain) 7 | File v | Line |
Ea Domain: AUTO_FORMAL (3)
B Category: AUTO_FORMAL_DEAD_CODE (3)
= Tag: BLK_NO_RCHB (3)
*E, "The blocking statement 'Next = 5'b00001 ;' is not reachable" design/train_Controller.sv 36
: *E, "The blocking statement 'swl = 0 ;' is not reachable” design/train_Controller.sv 50
*E, "The blocking statement ‘indicator = 3'bxxx ;' is not reachable" design/train_Controller.sv 63

Violation Messages View | Automatic Formal Properties |

Figure 2.2.8. Violation messages window

In the bottom part of the screen, we also have the Violation messages view, which gives us
more insight on the issues causing this specific cover to be falsified. In our case here we have 3
violation messages. There’s also a reference to the sv file and line where the issue is found. This
is essential for debugging and fixing the code.

Violation Messages View P X | Analysis Browser 2 X
[Rule violation ~|+D + & H[}l&lu ”6@ M [ Filter on Message Blew|e L] | @@ 4 & || |BLKNORC T
|De5(riptinn (Order by domain) 7 | File 7|Line | 44 AB_out: begin =0; s Di-a]
= Domain: AUTO_FORMAL (3 :g A onZ: begin
& Category: AUTO_FORMAL_DEAD_CODE (3) .
B Tag: BLK_NO_RCHE (3) prd o opobpec: peat o
b *E, "The blocking statement 'Next = 5'b00001 ;' is not reachable" design/train_Controller.sv 36 d TS. Dﬁ”f‘i) eg1g_ 2o
+E, "The blocking statement 'swl = 0 ;' is not reachable” designjtrain_Controller.sv ‘S‘g efault: begin 5__}]59 atir W
*E, "The blocking statement ‘indicator = 3'bxxx ;' is not reachable” design/train_Controller.sv 63 51 = end SbS =
52 endcase
53 en
54
55 //This is an indictor we use (for debuggir
56 always_comb begin
57 priority case (State)
A t: indi r= : i
"The blocking statement 'swl = 0 ;' is not reachable" 4 8 — Ldcator /ilJ

Figure 2.2.9. Violation messages window with reference to the code line

Once the issues are fixed, we can rerun the analysis again to confirm that we are getting any
covers, or assertions falsified. Please note that sometimes the falsified properties may not be
very meaningful to our design. Remember, these properties are all generated automatically. For
example, some falsified covers may not be truly errors or issues in the design
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Appendix 3: Sample ECE 582/682 Projects performed using our tutorials.
ECE 582 /682 Formal Verification of Hardware and Software Systems

Project 2
Mohamed Ghonim

Alexander Maso

02/18/2023

Honor Pledge

On my honor, I have neither given nor received unauthorized aid on this project.

Mohamed Ghonim.

On my honor, | have neither given nor received unauthorized aid on this project.

Alexander Maso

hpmad

(ahon—

Portland State University



Problem 1:

You design a combinational circuit C1 with the following requirements. The combinational
logic C1 should contain at least 15 gates which include at least 3 NOR gates, 3 NAND gates,
and one XOR gate. The inputs of a gate cannot be tied together as a single input. Inverters
are not counted for the 15 gates. Make sure that your design is different from those used by
other students. If your design is identical to the one used by other students, further
investigation will be conducted.

Solution

1) Draw your circuit C1.
2) You make an identical copy of C1 and name it C2. Keep the input and output names
as well as the module names identical.

C1 and identical C2 drawing:

Y

ﬁl_‘E

;
|

\aR\ah\ala

g3 a3

N ]
[:L3 O
N —

g5

[




SystemVerilog code for C1 (and identical C2) in both continuous assignment and

always comb block.

(7] C:fintelFPGA_pro/22.3/C1_circuit.sv # & x||[| 7] C:/intelFPGA_pro/22.3/C1_circuit_always_block.sv - Defauit Ha
g | tnz |
1 [ // Mohamed Ghonim - Alexander Maso 1
2 // ECE 582/€82 Verification of Hardware and Software Systems 2 B // Mohamed Ghonim - Alexander Maso
3 // Project 2 Combinational Circuit 3 // ECE 582/682 Verification of Hardware and Software Systems
4 = // This is the original circuit Cl, in continuous assignment 4 // Project 2 Combinational Circuit
5 5 “// This is the original circuit Cl, in an always_comb block
6 B module comb_mode (input bit a, b, c, d, output bit out); €
J. 7 Bl module comb_mode (input bit a, b, c, d, output bit out);
8 bit gl, 92, g3, g4, o5, g€, g7, g8, g9, glO, 8
9 gll, gl2, gl3, gl4, glS; 9 bit gl, 92, g3, g4, o5, g€, 97, g8, g9, glO,
10 10 gll, gl2, gl3, gl4, glS;
11 assign gl = a & b; 11
12 assign g2 = b & c; 12 B always_comb begin
13 assign g3 = a & c; 13 gl =asb;
14 assign g4 = b & c; 14 g2 =b & c;
15 assign g5 = a & c; 15 g3=asc;
18 assign gé = ~(a & d); 18 géd=Dbsc;
17 assign g7 = ~(b & c); 17 gs=asc;
8 assign g8 = ~(a & d) 18 gé = ~(a & d);
19 19 g7 =~(b & c);
20 assign g9 = ~(gl | @2); 20 g8 = ~(a & d);
21 assign gl0 = ~(g4 | g4); 21
22 assign gll = ~(g5 | gé); 22 g9 = ~(gl | g2);
23 assign gl2 = (g7 | g8): 23 gl = ~(g4 | g4);
24 24 gll = ~(gS | gé);
25 assign gl3 = g9 & gl0; 25 gl2 = (g7 | g8);
26 assign gl4 = gll | gl2; 26
27 27 gl3 = g9 & glo;
8 assign gl5 = gl3 ~ gl4; 8 gl4 = gll | gl2;
29 assign out = gl5; 29
30 30 gls = gl3 ~ gl4;
31 - endmodule: comb_mode 31 out = gl5;
32 32 - end
33 33 “ endmodule: comb_mode
34 34

\G\CI|\EI)
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C1 and identical C2 next to each other:

\@hahal
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C1 and identical C2 next to each other (code)

bit g1, g2,

H always_comb
gl
g2
g3
g4
gs
gé
g7
g8

g9

glo
gll
gl2

gl3
gl4

gls
out
I end

B // Mohamed Ghonim - Alexander Maso
// ECE 582/6€82 Verification of Hardware and Software Systems
// Project 2 Combinational Circuit

= // This is circuit C2, in an always_comb block

B module comb_mode (input bit a, b, ¢, d, output bit out);

a3, o4, g5, g6, g7, g8, g9, glo,

be

gll, gl2, g13, gl4, gls;

in

o

GREL R

RO
o

o

g
a
b
a
b
asc
~(a & d);

~(b & c);
~(a & d);

~(gl | g2);
~(g4 | g4);
~(g5 | g€);
(g7 | g8);

g9 s glo;
gll | gl2;

gl3 ~ gl4;
gls;

- endmodule: comb_mode

R - T IR S

B // Mohamed Ghonim - Alexander Maso
// ECE 582/682 Verification of Hardware and Software Systems
// Project 2 Combinational Circuit

- // This is the original circuit Cl, in an always_comb block

E module comb_mode (input bit a, b, ¢, d, output bit out);

pit g1, g2, g3, g4, g5, g6, g7, g8, g9, glo,
gll, gl2, gl3, gl4, gls:

B always_comb begin

gl = a s b;
g2=Dbsc;
g3=as&c;

gd =bsc;
gs=asc;

gé = ~(a & d);
g7 =~(b s cC);
g8 = ~(a & d);
g9 = ~(gl | g2);
glo = ~(g4 | g4):
gll = ~(g5 | g€);
gl2 = (g7 | g8);
gl3 = g9 & glo;

gld4 = gll | gl2;

gls = gl3 ~ gl4;
out = gl5;

- end

- endmodule: comb_mode




Tasks:
1) Perform the equivalence check on C1 and C2 with the SEQ App in VC Formal.

After following the tutorial steps and getting VC Formal running in the SEQ app, we ran the
analysis and found that the two designs were equivalent as show below.

The SEQ analysis has passed. (Since we have this green tick sign under status)

HEE Mady X E s | @[l [8][E5] e (4]

Targets: ALL

IE‘ Time | 12H Max Cycle |-1 | < Enter name Match Value>

| status | depth | name | engine | P 1 | lapsed_time |
E v _map_output_out el ..ut==implout 00:00:02

<Verdi-Apex:nTraceMain:1> seq_top.impl comb_mode (../design/C2_circuit_always_block.sv)

- o x
Fle View Source OneTrace Tools Window Help ,Q‘Stl\'g;'sig'a\ ﬁ
- 3 =i ] Eed -
B -C QARG - ORes02COL %@ @ 7 @ e @ awwmose: sz -
VCFTaskList 50 e
Task List IE‘ Time |12H | Max cycle |-1 [ <Enter name match value= D Al v MX M & E
Name Progress Result Targets: ALL
E SEQ 0 [ status | depth | name | engine | expression | elapsed_time |
Runtime(HH:MM:S5) H v _map_output_out el ..ut==implout 00:00:02
Total:12H; Run Time:0:00:11
Goals
Found:1
Passed:1 {100.0%)
Proven:l
Failed:0 (0.0%) -
Falsified-0 Constraints: ALL
Checking:0 name vacuity | witness ion type class
Inconclusive:0 1_map_input_a ..ca==impla envconstrant script
Not Run:0 H . .
Disabled:0 2_map_input b ..cb==implb| envconstraint script
Constraints |3 _map_input ¢ ..eC.C == impl.c| envconstraint script
Found:4 1]
Disabled:0 4 _map_input d ..c.d==impld envconstraint script 4
= Total Properties: 1 - passed[1] - failed[0] - disabled(0] ; Constraints Enabled: 4; Run Time: 0:00:11 (@]
Instance| Declaration| VCFT[askL\st‘ ‘ VCFGoalList | Sre5:[SEQIC2_cireuit_always_block sv
VC Formal Console L& .- 0O
Rule Mew Tools Window
Line: |86 I|©\ €
86 [Info] FORMAL I _CREATE: Create Formal Model:seg top. =
87 [Info] FORMAL I RUN: starting formal wverification for check fv
88 Id: 0 @oals: 1 constraints: 4 Block Mode: false
89 [Info] LIC_UNUSED_WORKERS: 8 unused worker(s) based on 1 license(s) checked out, and 4 workers requested.
20 Use 'set_grid _usage' to maximize worker usage and improve performance, if there are sufficient compute resources to Support more workers.

91 Each runtime license supports 12 workers.

92| [Info] LIC_RT CHECKOUT: VC Formal run time license checkout. Base:1 SEQ:l.

93| [Warning] LEARNED DATA NOT FOUND: No existing learned data found in 'seq_top learn dir'

94 [Info] TW_INFO MSG: Starting rewrite (rwl 1) command at 2023-02-18::16:49:28.

95| [Info] BITLEVEL MODEL STATS: Generated model with 0 gates, 0 inputs, 0 registers, 0 initial constraints, 0 constraints.
96| [Info] TW INFO MSG: Proof rwl 1 gates : 0 inputs : 0 reg : 0 initConst : 0 invarConst : 0 .

97| [Info] TW _INFO MSG: Finished rewrite (rwl l) command in 1 seconds. E
98| [Info] TW_INFO_MSG: starting v3 refine (rwl 1) command at 2023-02-18::16:49:29.

vef> A D A4
@ Message | VC Formal Console

Src is created.

Ol A

As the two designs are equivalent, there’s not much more that the SEQ App can tell us,
whereas if the two designs are not equivalent, we can trace the signal back to its driving

signals to try to detect the gate, or the point at which the inequivalence was first
introduced.



<Verdi-Apex:nTraceMain:1> seq-top.spec comb_mode (../design/Cl_circuit_always_block.sv) - o

x

Fle View Source Onelrace

mME-LE:®©: @[

Tools Window Help

Bes0CCOL %@

‘Q|Stn' fSignal &

BZ®Y @ Aopmade: sEQ vI

VCFTaskList -0
Task List [spec]
tame, Brogiess Hesult 2| /4 Mohamed Ghonim - Alexander HMaso 2|44 ohamed Ghonim - Alexander Maso W
3| /4 ECE 582/882 Verification of Hardware and Software Suystems 3|4 ECE B82/682 Merification of Hardware and Software Syster
4| /¢ Project 2 Combinational Circuit 4| #¢ Project 2 Conbinational Circuit
Runtime({HH:MM:55) 5| /¢ This is the original circuit Cl, in an always_comb block G|4¢ Thiz iz the original circuit C1, in an always_comb block
Total:12H; Run Time:0:00:11 B E
G;a|5d . F|module comb_mode (input bit a, b, c. d, output bit out): 7|module comb_mode (input bit a, b, c, d. output bit out):
ound: g g
Passed:1 (100.0%) 9|bit gl. g2, 3. a4, o5, g6, a7, aB, 99. gl0, gll, gl12, gi3, 9|bit g1, g2, g3, g4, g5, 96, a7, g8, gd. glo, gll, gl2, gl3
Proven:l al4, alf: . ald, qlf:
Failed:0 {0.0%) 10 10
Falsified:0
Checking:0 11| always_comb begin 11| always_comb begin
Inconclusive:0 12 gl =ath: 12 gl = a&h:
Not Run:0 13 o = b & ot 13 g2 = b & o2
Disabled:0 14 93 = a kb o 14 93 =adc
Constraints 15 gd = b &t 15 g4 = b &2
Found:4 18 o = a & ol 16 gh=akcs
Disabled:0 17 ob = "la & dlz 17 96 = "(a & dir
18 o7 = "(b & c: 18 a7 = (b & c):
13 g8 = "(a & d): 19 g8 = “(a & d)r
20 20
21 g3 = "(gl | 92): 21 939 = "(gl | g2);
22 glo = “(gd | od4): 22 gl0 = “(gd | gd);
a 23 gll = "(g5 | gf): a 23 gll = “(g5 | gB):
24 gl? = (g7 | g8} 24 gl? = (g7 | 98}
25 25
25 gl3 = g9 & gl0: 26 gl3 = g3 & glo:
27 B = ol & gi2: 27 Bl = gii s gl
28 28
29 glS = gl3 ~ gld: 29 gl5 = gl3 ~ gld:
30 out = glf: 20 out = giG;
31| end 31| end
32| endnodule: comb_mode I 32| endmodule: comb_mode ||
B [ i jd
ET Tl ET |
Instance| Declaration | VCFTaskList| VCF:GaalList | Src5:[SEQIC1 circuit_always blocksv|
VC Formal Console ! E‘ -0

Bule View Tools Window

97|[Info] TW_INFO MSG: Finished rewrite (rwl_l) command in 1 seconds.
98| [Info] TW_INFO MSG: Starting v3 refine (rwl 1) command at 2023-02-18::16:49:29.

wef> h

[~} Message |VC Formal Console|




2) Replace one gate of C1 with a different gate so that C1 is different from C2. Perform
the equivalence check on C1 and C2 with the SEQ App in VC Formal.

Modified C2 drawing:

ﬁJ_.E
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SystemVerilog code for the modified C2 Circuit in both continuous assignment and
always comb block.

7] C:/intelFPGA_pro/22.3/C2_dircviit_always_block.sv - Default # &) x| | 7] CrjinteFPGA_pro/22.3/C2_dircuit.sv He
Ln# Ln# |
1 O // Mohamed Ghonim - Alexander Maso 1 B // Mohamed Ghonim - Alexander Maso
2 // ECE 582/682 Verification of Hardware and Software Systems 2 // ECE 582/682 Verification of Hardware and Software Systems
3 // Project 2 Combinational Circuit 3 /{ Project 2 Combinational Circuit
4 - // This is the modified circuit C2, in an always_comb block 4 L // This is the modified circuit €2, in continuous assignment
= 5
(1 E module comb_mode (input kit a, b, ¢, d, output bit out); [ B module comb mode (input bit a, b, c, d, output bit out);
7 7
g bit gl, g2, g3, g4, g5, g€, g7, g3, g%, glo, 8 bit gl, g2, g3, g4, g5, g€, g7, g8, g% glo,
9 gll, gl2, gl3, gl4, gls; 9 gll, gl2, gl3, gl4, gls;
10 10
11 [ always comb begin 11 assign gl = a & b;
12 gl =a & b; 12 assign g2 = b & c;
13 g2 =Db s c: 13 assign g3 = a & c;
14 g3 =asccs 14 assign g4 = b & c;
15 géd =b s c; 15 assign g5 = a & c;
16 g5 =a & c; 16 assign g€ = ~(a & d);
17 gé = ~(a s d): 17 assign g7 = ~(b & c);
18 g7 = ~(b & c); 18 assign g8 = ~(a & d);
19 ge = ~(a & d); il
20 20 assign g% = ~(gl | g2);
21 g9 = ~(gl | g2): 21 assign gl0 = ~(gd4 | g4);
22 gld = ~{g4 | gd): 22 assign gll = ~ (g5 | gé€):
23 gll = ~(g5 | gé): 23 assign gl2 = (g7 | g8&);
24 gl2 = (g7 | g8); 24
25 25 assign gl3 = g9 & glo;
26 gl3 = g% & glo0; 26 assign gl4 = gll & gl2;
27 gld = gll & gl2; 27 // We changed this gl4 gate from OR to AND
28 // We changed this gl4 gate from OR to AND 8 assign gl5 = gl3 ~ gl4;
29 gls = gl3 ~ gl4; 29 assign out = g15;
30 out = gl5; 30
31 end 31 - endmodule: comb_mode
32 - endmodule: comb_mode 32
3z
C1 and modified C2 next to each other:
0 0 0| @
&) &) 0] B
9 : 3] B
2 ja




C1 and modified C2 next to each other (code)

/intelFPGA_pro/22.3/C2_circuit_always_block.sv - Default # & x|| | 7] c:/fintelFPGA _pro/22.3/C1_circuit_always_block.sv Ha
e | Lnz |
B // Mohamed Ghonim - Alexander Maso 1
// ECE 582/682 Verification of Hardware and Software Systems 2 [ // Mohamed Ghonim - Alexander Maso
// Project 2 Combinational Circuit 3 // ECE 582/€82 Verification of Hardware and Software Systems
~// This is the modified circuit C2, in an always_comb block 4 // Project 2 Combinational Circuit
S - // This is the original circuit Cl, in an always_comb block
B module comb_mode (input bit a, b, c, d, output bit out); 3
q E module comb_mode (input bit a, b, c, d, output bit out):
bit g1, g2, g3, g4, g5, g6, g7, g8, g9, glo, 8
| gll, gl2, gl3, gl4, gl5; 9 bit gl, g2, g3, g4, g5, g6, g7, g8, g9, gloO,
| 10 gll, gl2, gl3, gl4, gls;
[l always_comb begin 11
gl =as&b; 12 H always_comb begin
g2=b s c; 13 gl =asb;
g3=asc; 14 g2 =b s c;
gé =bsc; 15 g3 =asc;
gs=asc; 1& géd=bsc;
gé = ~(a & d); 17 g5 =asc;
g7 = ~(b & c); 18 gé = ~(a &« d);
| g8 = ~(a & d); 19 g7 =~(b & c):
| 20 g8 = ~(a & d);
g% = ~(gl | g2); 21
glo = ~(gd4 | g4): 22 g9 = ~(gl | g2):
gll = ~(g5 | gé); 23 glo = ~(g4 | g4):
glz = (g7 | g8); 24 gll = ~(g5 | gé):
25 gl2 = (g7 | g8):
gl3 = g9 & glo; 26
27 913 = g8 & ql0:
// We changed this gl4 gate from OR to AND 28
| gls = gl3 ~ gl4; 29
| out = gl§; 30 gls = gl3 ~ gl4;
I end 31 out = gl5;
- endmodule: comb_mode 32 - end
33 - endmodule: comb_mode
34

VC Formal SEQ Checking on C1 and C2

IE' Time Max Cycle | -1 < Enter name Match ... VIIE [ Al W] o 2 2 W 5 IE‘

Targets: ALL

status | depth | name

| engine | expression | elapsed_time

|
H » 0 _map_output_out

el LUt ==impl.out 00:00:01

We see here that the SEQ analysis has failed, meaning that the two designs are NOT

equivalent.



<Verdi-Apex:nTraceMain:1> seq_top.impl comb_mode (../design/C2_circuit_always_block.sv) - o

x

Fle Mew Source OneTrace Tools Window Help

MB-L 203

CHUESDEC00OL S E M BTG (U@ Awmoesa -]

VCFRTaskList

2&-10

Task List

Name Progress Result

Runtime{HH:MM.55)
Total:12H; Run Time:0:00:09
Goals
Found:1
Passed:0 (0.0%)
Proven:0
Failed:1 (100.0%)
Falsified:1
Checking:0
Inconclusive:0
Mot Run:0
Disabled:0
Constraints
Found:4
Disabled:0

|1

Max Cycle

3

[<ererrome v -] B [5) |  A0  v 68  , [0) ) ol [6] 5] 08

Pv‘ String/Signal

Targets: ALL
[ status | depth | name | engine | expression | elapsed _time
|_1| x ‘ 0 |_map_oumut_uut | el ‘ ut= impl.uut| 00:00:01
Constraints: ALL

name vacuity witness expression type class
1_map_input a impl.a envconstraint script
2 _map_input b impl.b | envconstraint script
3 _map_input ¢ ..ecc==impl.c envconstraint script
4 _map_input d ..cd==impld envconstraint script

Instance| Declaration | VCFTasklist|

Total Properties: 1 - passed[0] - failed[1] - disabled[0] ; Constraints Enabled: 4 ; Min depth: 0 ; Max depth: 0 ; Run Time: 0:00:0!

VCF:GoalList | Src9:[SEQIC2 circuit_always_block.sw

VC Formal Consale

25 o

Bule Mew Tools Window

e 0[50 %

[Info] TW_INFC MSG: Proof rwl_ 1 gates : 17 inputs : 4 reg
[Info] TW_INFC MSG: Finished rewrite (rwl_ 1) command in 1 seconds.

: 0 initconst :

0 invarconst : 0 .

10



<Verdi-Apex:nTraceMain:1> seq_top.spec comb_mode (../design/C1_circuit_always_block.sv) - o x
Fle Wiew Source Onelrace Tools Window Help R string/Sig ;'
an! [ F:@a:Z2 3 Aes2 D000 LM R:EF® 0 Appmode: [seq +|
VCF:TaskList & & _ O | Seesd ™ ome/ghonim/vcfmo/582C1C2/design/C1_circuit_always_block.sv] Q200
Task List [spec] limpi]
Mame Progress Result 6| module comb_mode (input bit a. b, o, d. output bit outl: 0 B|module conb_mode {input bit a, b, c, d. output bit out): [
7 7|
8|bit gl. 92, 93, o4, a5, 9B, o7, g8, 94, gll, 8lbit gl, o2, g3, od. o5, of. o7, off. g9, ol0,
Runtime(HH:MM:55) El gll, gl2, gl3, gl4, glb El gll, g12, gl3, gl4, gi5:
Total:12H; Run Time:0:00:09 10 10
Goals 11| always_comb begin 11| aluays_comb begin
Found:1 12 gl = a & b 12 gl = a & b
Passed:0 {0.0%) 13| g2 = b & c 13| g2 = b & ct
bR 14 gi=atoct 14 g8 =atot
IR % (2] 15 gd=bso 15 9d=bk o
Falsified:1 16 = o6 o 16 95 = a koot
Checking:0 - —
Inconclusive:0 7 g6 = s & d): 17 a6 = “(a & d):
i 18 o7 = “(b & )2 18 97 = “(b & o)1
Disabled:0 19 g8 = "(a & d): 13 98 = "(a & d):
Constraints 20 20
Found:4 2] g8 =gl | g2hr | a3 = (gl | g2):
Disabled:0 22 gl = "(gd | gd): 22 gl = (g4 | g4):
23 gll = "(g5 | gb): 23 all = "(g5 | o6):
24 gl? = (g7 | gB): 24 al? = (a7 | g8):
25 25
26 gl3 = g3 & gll: 26 gl3 = g3 & glo
27 ME] = gll | glo: 27 WE = g1l b gl
28] 28|47 We changed thiz gl4 gate from OR to AND
29 glb = gl3 ~ gld: 29
30 out = gl5¢ 30 gl5 = g13 ~ gld:
31 end il out = gif:
32| endmodule: comb_mode 32|end |
33 — 33| endmodule: comb_mode
i =l K [
Instance| Declaration | VCFTaskList VCF:GoalList | Src9:[SEQ]C1 circuit_always_block.sv
VC Formal Console 4 _ 0O
Bule View Tools Window
/@ - Line: |78
78| [Info] TW_INFO MSG: Starting rewrite (rwl_l) command at 2023-02-1B::16:57:59.
79| [Info] BITLEVEL MODEL STATS: Generated model with 17 gates, ¢ inputs, 0 registers, 0 initial constraints, 0 constraints.
80 [Info] TW_INFO MSG: Proof rwl 1 gates : 17 inputs : 4 reg : 0 initConst : 0 invarconst : 0 .
81| [Info] TW_INFO MSG: Finished rewrite (rwl_l) command in 1 seconds.
wcf> - ™
« Message |VC Formal Console
(This is additional/not required in the submission)
Furthermore, as shown in the tutorial, the VC Formal SEQ app can trace and detect the
source of the inequivalence. To do this, we can double-click on the X sign under status to
get the waveforms on the button left.
- -
‘ \nstancs| Declaratmn‘ VCF-TasI(Llst| VCF-GOaILliI Src9:[SEQ]CI circuit_always block.sv
*<nWave:3> /hol henim/vcfimo/582C1C2/run/fvcst_rtdb/intemal/form, Id| 0.xml.replayfsdb.vf Q Q‘E -0 x
Fle Signal Mew Waveform Tools Window
Bsin X ’ 0 & o AT 0 x1ns = (@) (@) [ ey [F]~[«] [»] Goto: |SEQ-Pror ~ | (|~ = (i) ()~ - el

@ [or [ out.

ET e =] |

@ Message |vc Formal Cunsolel *<nWave:3> trace_0.xml.replayfsdb.vi X |

The red S and I indicate the inequivalence. We will now right-click on the [ “implementation
design” and choose “Show OneTrace Signals=> Driver” to trace the output back to the

11



signal that caused the inequivalence. We can repeat this process a few times to get to this

screen.

Instance | Declaration| VCF.TaskLis|

*=nWave:3> /ho honimy e

fle Signal \iew Waveform

(SR I (5

= SE0-Property

port—Signals

B x

Unified And
Show Filter
Rename

Move

Set Signal Cursor
Group Operations
Go To

Drag

Dop

Copy Full Path

SEQ Debug
Cut

Copy
Paste
Bus Operations

Highlight. .
Add/Remove

Logical Operation...

Ctri+F
Ctrl+5hift+F

Ctri+C
Ctri+v
Ctri+H

Del
Ctri+P

f{] Malue Change
<
Load

aua Connectivity

Chain Driver

Alt+Shift +V

Alt+Shift +L
Alt+5hift +C
Alt+Shift +H

tal

*<nWave:3 > /ho honim/vcfmo/582C1C2/un/vest_rtdbi.inte mal/form

Ale Signal Miew Waveform Tools Window

Id

0.xml.re playfsdb.vi

x1ns = |@) @ '¥| = By: li\v E] E]

Gata: SEQ-Prog v |- || v

s =

@ Message |vc Formal Consulel * <nWave:3= trace_0.xml.replayfsdb.uf X |

Here we see that the output signal is driven by g15, as we trace g15 we find that it’s driven
by g13 and g14. G13 is green in the S “specification” and the [ “Implementation” designs,
which means those are equivalent, g14 however is not equivalent in the two designs. We

can trace back g14 to find that g11 and g12 are equivalent as shown below:

*<nWave:3> /hol honim/vcfme/582C1C2/unfvest_rtdb/.intemal/form:
Fle Signal View Waveform Tools Window

B 5 y ]

Id

0.xml. replayfsdb.vf

@ Message |vc Formal Cunsmal * <nWave:3> trace_0.xml.replayfsdb.vf X

This means that the inequivalence happened or was introduced at g14.

12



Problem 2:

Consider the sequential circuits S1 and S2 in your Project 1.

Solution

S1 Circuit Drawing/Structure

e

NAND6&

S W
NANDS
NAND1

L REG4
XOR3 D Q|
NAND9 o

FSM representing S1

13



All the codes compiled successfully

C1_circuit.sv f SystemVerilog 0  02/17/202306:51:27 ...

| C1_circuit_always_block.sv f SystemVeriog 2 02/17/2023 06:50:25 ...
| c2_crait.sv SystemVerlog 1  02/17/202306:52:55 ...
| €2_circuit_always_block.sv f SystemVeriog 3 02/17/2023 06:54:56 ...
S1.s SystemVerilog 4 02/17/2023 10:13:39 ...
S2.5v f SystemVerilog 5 02/17/2023 10:15:41 ...

SV Code/RTL model represeting S1 (FSM behaviorial model)

El // Mohamed Ghonim - Alexander Maso

// ECE 582/682 Verification of Hardware and Software Systems
// Project 2 Sequential Circuit
- // This is the original circuit S1

Bl module S_design (input logic a, clk, reset, output logic [1:0] out);

// Enumerate the states. Here we are using binary encoding
enum logic [l1:0] (SO, S1, S2, S3} State, Next;

//State Register

B always_ff @(posedge clk, negedge reset) begin //Negative edge triggered asynchronous reset
if (reset) State <= S0; else // in case of a reset, go to the initial state SO
State <= Next; // Go to the next state with each positive clock edge

= end

//Next State Logic
g always_comb begin
= cass (State) // Check the case
S0: if (a) Next=S5l; e=lse Next=S52;
Sis if (a) Next=52; else Next=53;
S2: Next=51;
S3: if (a) Next=50; else Next=52;
default: begin sdisplay("Invalid state, will reset state S50"); Next=50; end
g endcase
I end

//Setting the state outputs
g always_comb begin
case (State)
S0= out=2'b00;
Sis out=2'b01;
S2: out=2'bl0;
53: out=2'bll;
default: out=2'b00;
= endcase
f end

endmodule: S_design

14



Task 2.1: Perform the equivalence check on S1 and S2 with the SEQ App in VC Formal.

S1 and S2 next to each other

REG4

S2

When we run the VC Formal SEQ analysis on S1 and S2, the verification passes as shown

below:
VCF:Goallist +H_o
Task List E‘ Time |12H | Max Cycle |-1 [ | <Enter name Mat... ~ @ [ Ay X E 4 [ @ E‘
Name Progress Result Targets: ALL
E SEQ | status | depth I name | engine I expression | elapsed_time
H v _map_output_out 7 ut==implout 00:00:01
Runtime(HH:MM:S5)
Total:12H; Run Time:0:00:10
Goals
Found:1
Passed:1 {100.0%)
Proven:1 -
Failed:0 (0.0%) Constraints: ALL
Falsified:0 name vacuity | witness | expression type class
Checking:0 1 _map_input_a .ca==impla envconstraint script
Inconclusive:0 - - -
Not Run:0 _2 _map_input_clk ..k == impl.clk envconstraint script
Disabled:0 —
Constraints 3 ...ap_input reset = impl.reset envconstraint script -
Found:4 |4 ...p_uninit State . == implState resetconstraint script
Disabled:0 - -
m ] Total Properties: 1 - passed[1] - failed[0] - disabled[0] ; Constraints Enabled: 4 ; Run Time: 0:00:10
Instance| Dec\amtmnl \.'CF-TaskL\st‘ |VCFGDaIL|st Src5:[SEQ]S2.sv
Src5:[SEQlseq_top.spec(/home/ghonim/vcfmo/5825152/design/S1.sv) OLH_ O
Task List [spec] [impl]
g biame Progress Result 14 if (reset) State = 50% else 17]
~ M seq e 1:1:0:0 A4 in case of a reset, go to the initial state 50 18 AéMext, State Logic
15 State <= Mext: 13 always_conb beain
Runtime{HH:MM:55) £¢ Go to the next state with each positive clock edas 20 case (State) A¢ Check the casze
Total:12H; Run Time:0:00:10 16 end 21 803 if {a) Mext=Slr else Mext=S52:
Goals 17| 22 G131 if (a) Mext=52; else Mext=53;
Found:1 18 #/Hext State Logic 23 52 Hexct=51
Passed:1 (100.0%) 19 always_comb begin 24 53 if (&) Mext=50: else Mext=52;:
Proven:1 20 case (State) /¢ Check the case 25 default: begin $displayf
Failed:0 (0.0%) 21 S0 if (&) Mext=S51: else Mext=52: "Irwalid state, will reset state 50"): Mext=50: end
C::‘Sﬁg‘j:g 22 S1:  if (a) Mexts52: else Mext=53: 25 endcase
\nconclusive 0 23 G2 Hext=51¢ 27 end
Net Bund 24 55t if (&) Mext=50: else Mext=52: 28
Disabled:0 25 default: begin $displayl 29 //Setting the state outputs
Constraints "Irwalid state, will reset state 50"); Mext=S0: end 20 always_conb beain
Found:4 26 endcaze 3 case (State)
Disabled:0 27 end 32 S0z out=2"'b00;
B 28 33 513 out=2"bi s
L ] W) [ |

Instance| Declamtmnl \FCF:TaskL\st‘

I
VCFGoalList | SrcS:[SEOJS].sv|

Which means that the two designs S1 and S2 are equivalent.
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Task 2.2: Replace one gate of S1 with a different gate so that S1 is different from S2.
Perform the equivalence check on S1 and S2 with the SEQ App in VC Formal.

Modified S2 Circuit Drawing/Structure

— P
NAND3
NANDS

LA REG2
XOR1 b @
NAND4 X

FSM representing the behavior of the modified S2 above

RESET

1/_ _\0

0 1
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SV Code/RTL model represeting S2 (FSM behaviorial model)

Lnz |
1
2 B // Mohamed Ghonim - Alexander Maso
3 // ECE 582/682 Verification of Hardware and Software Systems
4 // Project 2 Sequential Circuit
5 - // This is the modified circuit S2
3
7 El module S_design (input logic a, clk, reset, output logic [1:0] out):
8
9 // Enumerate the states. Here we are using binary encoding
10 enum logic [l1:0] {SO, S1, S2, S3} State, Next;
11
12
13 //State Register
14 B always_ff @(posedge clk, negedge reset) begin //Negative edge triggered asynchronous reset
15 if (reset) State <= S0; else // in case of a reset, go to the initial state S0
16 State <= Next; // Go to the next state with each positive clock edge
17 - end
18
19 //Next State Logic
20 g always_comb begin
21 case (State) // Check the case
22 S0: if (a) Next=53; else Next=52;
23 513 if (a) Next=52; else Next=53;
24 Ss2: Next=53;
25 S3: Next=52;
26 default: begin sfdisplay("Invalid state, will reset state S0"); Next=S0; end
27 - endcase
28 - end
29
30 //Setting the state outputs
31 g always_comb begin
32 = case (State)
33 S0: out=2'b00;
34 Sl: out=2'b0l;
35 52: out=2'bl0;
3¢ 833 out=2'bll;
37 default: out=2'b00;
38 - endcase
39 - end
40 4
41 endmodule: S_design

S1 and S2 next to each other
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We will then run the VC Formal SEQ app analysis on S1 and S2 (modified version), we get a
status (X) which means that the two designs are inequivalent. If we hover the mouse of the
SEQ app under the task list we see that this analysis/test was failed and falsified.

VCFTaskList @ S8 | vCRGoallist =]
Task List P[] Time [120] maxcycie [-1 enternemeva. ~|[BE] | P Ev EX B 4 | [@) 2Ll (2] &[5 (L]
Na.me Progress Result Targets: ALL
F"l ?SEQ I 1 :o: l : L‘ status depth name engine expression elapsed_time
Runtime(HHMM:SS) 1 x o _map_output_out bl .ut==implout 00:00:00
Total:12H; Run Time:0:00:10
Goals
Found:1
Passed:0

Proven .
F‘:!Iesdiﬁ]éc‘l-_l o Constraints: ALL
Checking 'ﬂ name vacuity witness expression type class
Inconclusive:0 1| _map_input_a .Ca==impla| envconstraint script
P[J)Sa:::;ﬂg 2| _map_input_clk Jk == impl.clk | envconstraint script
Constraints 3 ...ap_input reset . == implreset, envconstraint script
Found:4
Disabled:0 4| ...p_uninit_State . == impl5tate resetconstraint script
|Y|Tota\Pmpenies: 1 - passed[0] - failed[1] - 0] ; Constraints Enabled: 4 ; Min depth: 0 ; Max depth: 0 ; Run Time: 0:00:10 |'ET"]|

Instance Declaratmnl WCF TaskL|5t| ‘ VCF:GoalList | Src9:[SEQ]S2.5v

If we double click on the (X) under status, we can see the waveforms, the red (S) and (I)
here indicate the inequivalence on the outputs, and therefore on the whole design. The
code shows the inequivalence as well.

VCF TaskList & - O Src9:[SEQlseq_top.spec(/home/gl n/ 1.5v) Ty A
Task List [spec] [impl]
Hame Hmaiz=s Result- 18| SfMext State Logic & 18| SfMNext State Logic k|
¥ sEQ . 1:0:1:0
13 always_comb begin 13 aluays_comb begin
20 case (S}{tats) #¢ Check the case 20 caze (S}{tate) #¢ Check the case
21 503 if (a) Mext=51; else Mext=52: 21 S0 if (a) Mext=53; else Mext=52;
x® K 4 ® % @
22 Eilg if (a) Mext=52: else Mext=53: 22 il if (a) Mext=52: else Mext=53:
x K X x % H
23] 52t b>l<ext=512 23] 52: Next=53
b3
24 531 if (a) Mext=50; else Mext=52: 24 531 Mext=523
x X X x
25 defaults begin $displayl 25 defaults begin $display(
“Irwalid state, will reset state 50"): &Ext:SO: end “Inwalid state, will reset state 50"): Mext=50: end
x
B = E I
Instance| Declaration | VCF:TaskList VCF.GoalList | Src9:[SEQ]S1.5v
* <niWave:4> (homefghonimvcimo/582 5152 frunfvest rtdby.internalfformal/fpld0ftrace_0.xml.replayfsdb.vf 940 x

Fle Signal View Waveform Tools Window

&8 i b X x1ns - |@) @ 'Y - Bv: ‘i-vE]E] Go to: SEO—Pij & hﬁ@' @

@ clk

We can further trace the output signal like we did before by right-clicking on the I
“implementation design” and choosing “Show OneTrace Signals=> Driver”.

In this specific design, the signals will remain inequivalent regardless of how many times
we trace them back, since the output was set incorrectly by the case block in the
always_comb block within the first cycle. We can look at the code however and trace the
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(X’s) on the states and parameters to realize that the FSM machine is different and
therefore the two designs are not equivalent.

*<nWave:4> [homefghonimjvcimo/5825152/runjvest_rtdb/.internalfformal/ipld0/trace_0.xmlreplayfsdb.yf a2 8 _n0x

Fle Signal Miew Waveform Tools Window

BSonxRn o & [0 AvoO x1ns - (@ (@) %) = By: (£~ (o] [») € - cote: [sE0-pror ~|= | &)~ = [T (5|~ =

« Message |VC Formal Cunsulel *<nWave:4 > trace_0.xml.replayfsdb.vi X ‘

The conclusion here is that we are able to very quickly tell that the two designs are
inequivalent using the VC Formal SEQ app.
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Appendix (SystemVerilog Codes)

C1 (and identical C2) in continuous assignment
// Mohamed Ghonim - Alexander Maso
// ECE 582/682 Verification of Hardware and Software Systems
// Project 2 Combinational Circuit

// This is the original circuit C1, in continuous assignment

module comb_mode (input bit a, b, ¢, d, output bit out);

bit g1, g2, g3, g4, g5, g6, g7, g8, g9, g10,
gll,gl12,g13,g14, gl5;

assigngl =a&b;
assigng2=b &c;
assigng3 =a &c;
assigng4 =b &c;
assigngb =a &c;
assign g6 = ~(a & d);
assign g7 = ~(b & ¢);
assign g8 = ~(a & d);

assign g9 = ~(gl | g2);
assign g10 = ~(g4 | g4);
assign g11 = ~(g5 | g6);
assign g12 = (g7 | g8);

assign g13 =g9 & g10;
assign gl4 =gl11 | gl2;
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assign gl5 =gl13 " gl4;

assign out = g15;

endmodule: comb_mode

C1 (and identical C2) in always_comb block

// Mohamed Ghonim - Alexander Maso

// ECE 582 /682 Verification of Hardware and Software Systems

// Project 2 Combinational Circuit

// This is the original circuit C1, in an always_comb block

module comb_mode (input bit a, b, ¢, d, output bit out);

bit g1, g2, g3, g4, g5, g6, g7, g8, g9, g10,
gll,gl12,g13,g14, gl5;

always_comb begin

gl=a&hb;
g2=b&c;
g3=a&gc;
gd=b&c;
gh=a&gc;
gb =~(a&d);
g7 =~(b&c);
g8 =~(a&d);
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g9 =~(gl|g2);
g10 = ~(g4 | g4);
gll=~(g5| g6);

gl2 = (g7 g8);
g1l3=g9 &gl0;
gld =gl1|glz;

gl5=gl3 " gl4,;
out = g15;
end

endmodule: comb_mode

modified C2 in continuous assignment.

// Mohamed Ghonim - Alexander Maso
// ECE 582/682 Verification of Hardware and Software Systems
// Project 2 Combinational Circuit

// This is the modified circuit C2, in continuous assignment

module comb_mode (input bit a, b, ¢, d, output bit out);

bit g1, g2, g3, g4, g5, g6, g7, g8, g9, g10,
gll,gl12,g13, g14, g15;

assigngl =a&b;

assigng2=b &c;
assigng3 =a &c;
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assigng4 =b &c;
assigngb =a&c;
assign g6 = ~(a & d);
assign g7 = ~(b & ¢);
assign g8 = ~(a & d);

assign g9 = ~(gl | g2);
assign g10 = ~(g4 | g4);
assign g11 = ~(g5 | g6);
assign gl2 = (g7 | g8);

assign g13 =g9 & g10;
assign gl4 =gl1 & g12;
// We changed this g14 gate from OR to AND
assign g15 =g13 " gl4;

assign out = g15;

endmodule: comb_mode

modified C2 in always_comb block.
// Mohamed Ghonim - Alexander Maso
// ECE 582/682 Verification of Hardware and Software Systems
// Project 2 Combinational Circuit

// This is the modified circuit C2, in an always_comb block

module comb_mode (input bit a, b, ¢, d, output bit out);
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bit g1, g2, g3, g4, g5, g6, g7, g8, g9, g10,
gll,gl12,g13,g14, gl5;

always_comb begin
gl=a&hb;
g2=b&c;
g3=a&g;
g4d=b&g;
gh=a&gc;
g6 = ~(a & d);
g7 =~(b&o);
g8=~(a&d);

g9 = ~(gl]g2);
g10 = ~(g4 | g4);
gll=~(g>5]gb);
gl2 = (g7|8g8);

gl3=g9 &gl0;
gl4 =gll1 & gl2;
// We changed this g14 gate from OR to AND
gl5=gl13 " gl4;
out = g15;
end

endmodule: comb_mode
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Problem 1:

Design a Finite State Machine (FSM) with at least 10 states with the following
specifications:

1) The FSM must have at least one input.

2) Two of the ten states should cycle together, without any way to exit the pair,
regardless of the input.

3) Each state must have an output. Please number the states from 0 to 10, or to the last
state, and set the state output to be the state number multiplied by 3. For instance,
state 5 must output 15.

4) Two of the states should have "x" as their outputs.

5) Create an additional state above the 10 states that is not connected to any other
state, and any input applied to it must cycle through itself. If the FSM enters this
state, there is no way out of it.

6) Use a negative edge triggered asynchronous reset that takes the FSM back to the

starting state.

Tasks and Solution

e Task 1.1: Create a diagram of the FSM, indicating the state numbers, inputs, and
outputs clearly.
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START/RESET
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S0
000000
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@ 000110

0
0 1

56
010010

sS4
‘ 001100

Per the requirements, we have the output representing 3 x the state number:

State Output Binary Output State Output Binary Output
SO 0 000000 S6 18 010010
S1 3 000011 S7 21 010101
S2 6 000110 S8 24 011000
S3 9 001001 S9 27 011011
S4 12 001100 S10 30 011110
S5 15 001111 S11 33 100001

Furthermore, we replaced the output of two states (S3 and S8) with don’t cares. Xxxxxx.




S6 is a state that is not connected to other states, and gets stuck in S6 forever if somehow
the system gets into it, as required. (Requirement 5).

S4 and S5 form a state pair which gets stuck together as required ( requirement 2)

e Task 1.2: Write an SV code for the design, using two separates always_comb blocks
- one for the state machines and one for the outputs. Use a case statement in one of

the blocks and use "x" as the default case. For the other block, use either priority
case or unique case.

Below is a picture of our design. the code is in our appendix as well:
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// ECE 582/682 Formal Verification of Hardware and Software Systems

// Project 4 - Alexander Maso and Mohamed Ghonim
// March 13th, 2023

module p4fsm(input logic clk, in, rst, output logic [5:0] out);

//Enumerate the states. We are using binary encoding here

enum logic[3:0] {S0=4'b0EO6, S1=4'bOEOL1, S2=4'bOO1EG, S3=4'bOO11,
S6=4'b0110, S7=4'b0111, S$8=4'bl000, S9=4'blO01, S10=4'bl0ole,

// //State Register - Sequential bBock
always ff @ (posedge clk or negedge rst)

begin
if (!rst) // 1f reset is high, go to the next state
begin
state == next;
end
else J/ 1if reset is low, state = S@
begin
state <= 50;
end
end
// Next State Logic
always_comb
begin
case(state)
S0: next = in ? S1 : SO;
S1: next = in ? $3 : S2;
S2: next = in ? S3 : S11;
S3: next = in ? 5S4 : 511;
S4: next = 55;
S5: next = 54;
S6: next = 56;
57: next = in 7 59 : S8;
S8: next = in ? 518 : 56;
59: next = in 7 sl : 511;
510: next = in ? S11 : 58;
S11: next = in ? S4 : S10;
endcase
end
// Output State Logic]
always_comb
begin
unique case(state)
S0: out = 6'b0EEEEG;
51: out = 6'bAEEELL;
S2: out = 6'boEB110;
S3: out = 6" bxxxxxx;
S4: out = 6'b0OL11E0G;
S55: out = 6'b0O1111;
S6: out = 6'b010010O;
57: out = 6'b010181;
58: out = 6'bxxxxxx;
S9: out = 6'b011011;
510: out = 6'b011110;
S11: out = 6'bleEEe1;
default: out = &' bxxxxxx;
endcase
end
endmodule: p4fsm
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VC Formal AEP app

e Task 1.3: Analyze the design using the VC Formal AEP app. Correct any false
properties that are discovered during the AEP analysis by modifying the code or
design. If a false property cannot be corrected, explain why it cannot be fixed and

what is causing it.

The TCL File we configured to use VC Formal in the AEP app.

# ECE 582/682 Formal Verification of Hardware and Software Systems
# Project 4 - Alexander Maso and Mohamed Ghonim
# March 14th, 2023

set fml_appmode AEP

# Run -aep all analysis on module "p4fsm" in the file /design/p4fsm.sv
set fml var fml aep unique name true
read file -top p4fsm -format sverilog -aep all -vcs {../design/p4fsm.sv}

# Creating clock and reset signals
create clock clk -period 100
create reset rst -sense low

# Runing a reset simulation
sim_run -stable
sim_save reset

AEP Analysis

<Verdi-Apex:nTraceMain:1> pAfsm p4fsm (../design/p4fsm.sv) - /home/.../verdi/constant.uddb - o
Fle View Source Onelrace Tools Window Help .D_‘ String/Signal &
o= = . ) . -
MB-LCEO0DEAE- B¢0EO00%% A B T [ % @ Avemode:per -
e PR
Task List B Time |12H | Max Cycle | -1 ‘\'Enle' name Match Value> - D All v b4 & @
Name Progress Result Targets: ALL
E AEP 0 | status | depmn | name | engine |  expression | elapsed time | location | type | state _reg [ state_name| st
v pdism full_case_0_state it state 00:00:00 nipdfsmsvidB | full case
Runtime({HH:MM:S5)
Total:12H; Run Time:0:00:07 v pafsm.parallel_case_0_state tl state 00:00:00 n/pdfsm.swdB  parallel_case
Goals % 0 pdfsm.x_assign_0 out & bxxxxxx b6 b= Eboooo: | 00:00:01 n/pdfsm.sw52 ¥_assign
Found:5
Passed:2 (40.0%) x [} pafsm.x_assign_1 out & bxxxxxx b6 b= B bxxxxxx; 00:00:01 n/pdfsm.sw57 x_assign
P 12
FaiK:-Ejn(aU %) x [} pafsm.x_assign_2_out & bxxxxxx b6 ot = B'DXXXR R 00:00:01 n/pdfsm.sv:6l x_assign
Falsified:3
Checking:0
Inconclusive:0
Not Runi0 = I =
Disabled:0
Comtms Constraints: ALL
Found:1 I name vacuity | witness expression type | class
Disabled:0 EI constant_5 rst==1 constconstraint script
Ei [ P Total Properties: 5 - passed|2] - failed|[3] - disabled|0] ; Constraints Enabled: 1 ; Min depth: 0 ; Max depth: 0 ; Run Time: 0:00:07
Instance| Declaration| VCFTaskist, @ Srcl:pdfsmsv | VCF:Goallist
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The AEP app automatically extracted 5 properties, two of them have passed the
verification, one for the full_case, and one for the parallel case. The 3 other properties are of
the type x_assign, pertaining the don’t cares in the output of our design.

To gain a better understanding of the falsified properties, we can double click on the “X”
signs to see the waveforms and the annotated source code.

T A
« Message | VC Formal Console| * <nWave:3> trace_2 xml.replayfsdb.vf X ‘

Traceisloaded ‘m [Dv & 4 E1

The issue here is in the output having don’t cares, we have 3 falsified properties for the
outputs, one for S3, one for S8, and one for the default case.

To resolve those issues, we need to remove the don’t cares in our design, and replacing
them with the true output. So for S3, S8 and the default case, instead of X’s, now we will
have:

S3=9 =001001
S8=24=011000
Default =0 =000000

When we run the analysis again, this is the result we get:

<Verdi-Apex:nTraceMain:1> p4fsm p4fsm (../design/p4fsm.sv) - /home/.../verdi/constant.uddb - o x
Fle View Source Onelrace Tools Window Help B stiing/sic &
M-t 6 238 5L 0B JC00 L% @ B T © () & @ Avemose e o]
VCFTaskList & & _ O | JUCEGoaikist A=
Task List [ [«] Time [12H| Maxcyce [ Ent Match \ ~| B = MMy AXE A | [ Ll 8] [5] [ (L
Name Progress Result — Targets: ALL — — = —
status depth name engine | expression | elapsed time loc ation type state_reg | state_name state,
1 W pdfsm.full_case 0 _state t state 00:00:00 | ..n/pdfsmswdB  full case
Runtime(HH:MM:SS)
Total:12H; Run Time:0:00:04 2) W pdfsm.parallel_case_0_state 1 state 00:00:00 | ..n/pdfsmsw4B  parallel_case
Goals
Found:2
Passed:2 (100.0%) =
Proven:2
Failed:0 (0.0%) Constraints: ALL
C:‘E‘S:; 3 name vacuity witness expression type class
Inconclusive:0 1 constant_2 rst==1 constconstraint script
Not Run:0
Disabled:0
Constraints
Found:1
Disabled:0 o
| Y| Total Properties: 2 - passedi2] - failed[0] - d[0] ; Constraints Enabled: 1 ; Run Time: 0:00:04|C)|

Since the AEP extracts the properties automatically, the 3 x-assign properties don’t get
extracted in this analysis now that the design doesn’t include any x’s “don’t cares”. We still
have the full_case and parallel case properties, and they’re passing in this updated analysis.
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The TCL and updated SV code are attached in our appendix.

VC Formal FXP app

e Task 1.4: Analyze the original design (not the corrected one resulting from the
previous task) in the VC Formal FXP app. Modify the code or design to fix any
falsified properties that are identified during the FXP analysis. If a falsified property
cannot be corrected, explain what is causing the issue.

TCL file:

run.tcl
i

fPre jer t4/FXP/run

Open -

# ECE 582/682 Formal Verification of Hardware and Software Systems
# Project 4 - Alexander Maso and Mohamed Ghonim
# March 14th, 2823

set fml appmode FXP

# Read the module "p4fsm" in the file /design/p4fsm.sv
read file -top p4fsm -format sverilog -sva -vecs {../design/p4fsm.sv}

# Automatically Show the rootcause of falsified properties
set fml var Txp compute rootcause auto true

# Create clock and reset signals
create clock clk -period 100
create reset rst -sense low

# Runing a reset simulation
sim_run -stable
sim_save reset

# Run the Formal X-progagation Analysis
Txp_generate
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Analysis ran in the FXP app:

<Verdi-Apex:nTraceMain:1> pAfsm p4fsm (../design/p4fsm.sv) - fhome/.../verdi/constant.uddb

Fle View Source Onelrace Tools Window Help
mME-L- &8 “23 Be»0CCO%L%:@
MeRRssE TS| ek Geallist

Bls

B Z® 520 (@ Appmode: Fxp ~|

- a x
&
L5 - O

U=l (][] Time (120 | Maxcyce 1 e Match Values ~E = My AX M4 | [l 8] & (A
Name Progress Result Targets: ALL
0 status depth name engine location rootcause_type rootcause_signal elapsed_time
Runtime(HH MM:55) 1 x 2 _fxp 1 out out 0 b2 ...ign/pafsm.sv:5 X_assignment out 00:00:01
Total:12H; Run Time:0:00:10
Goals
Found:1
Passed:0 (0.0%)
Proven:0
Covered:0 -
Failed:1 (100.0%) Constraints: ALL
Falsified:1 name vacuity witness expression type class
Uncoverable:0 1 ..._oba_p4fsm_0 ._OBA{ pdfsm}| injectx_oba xprop
Checking:0
Inconclusive:0 2 ..ndef_pdsm_1 NDEF(pdfsm) injectx_undef xprop
Not Run:0 P :
..ssign_p4fsm_2 ...SIGN( p4fsm injectx_xassign Xpro
Disabled:0 3 --ssign_patsm._ ( p )| injectx_xassig prop
Constraints 4 constant 0 rst==1 constconstraint script
Found:4
Disabled:0
|| Totat Properties: 1 - passed[0] - failed[1] - 0] ; Constraints Enabled: 4 ; Min depth: 2 ; Max depth: 2 ; Run Time: 0:00:10 [O)|
Instance| Declaration| VCFTaskList| W *Srcl:pdfsmesv | VCF:GoalList
VC Formal Console & -0

Bule View Tols Window

We see here that the FXP app injected 4 don’t cares in our system “Constraints” and
detected the don’t care we have in our output signal as a failed property. To further
investigate this (though not required since this design is relatively simple) we can click on
the “X” sign under status to look at the waveforms.

x1ns

BE=nxDB 300

Q&

| (2] = ey: \L-I'E]E]@ Go to: XPRDP-P\j &v EE' ey

L0, 1L O L b B L

@ Message |vc Formal chsmel *<nWave:3> trace_0.xml.replayfsdb.yf X ‘

Selected: /p4fsmiout{5:0]

" —

Traceisloaded “p* ([ & i 52

In the waveform we see that there’s an instance were the output signal is = x “don’t care”,
this happens on the transition from output = 3 to output = x.

To resolve those issues, we need to remove the don’t cares in our design, and replacing

them with the true output. So for S3, S8 and the default case, instead of X’s, now we will

have:
S3=9 =001001
S8=24=011000

Default=0=000000

When we run the analysis again, this is the result we get:
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<Verdi-Apex:nTraceMain:1> pAfsm p4fsm (../design/p4fsm.sv) - fhome/.../verdi/constant.uddb - o x

Fle View Source Onelrace Tools Window Help B stingssigral &
ME-C:EB:CZR:E- e 0C00% %@
(SN @ 4] see o Appmade: |FXP vl

Vet Gan 280
Task List B Time | 12H | MaxCycle -1 [ |-'En(er name Match Value> j D I All s x & [ @ @
Name Progress Result Targets: ALL
E Fxp 0 | stas | depth name engine | location | rootcause_type | rootcause signal | elapsed_time
Runtime(HH:MM:S5) B v _fxp_1_out_out 0 53 .ign/pafsm.sv:5 mot_computed 00:00:01
Total:12H; Run Time:0:00:08
Goals
Found:1
Passed:1 (100.0%}
Proven:l
Covered:0
Failed:0 (0.0%) —
Falsified:0 Constraints: ALL
Uncoverable name | vacuity | witness | expression | type | class
Checking:0 _oba pafsm 0 ..._OBA({ pdfsm)  injectx oba xprop
Inconclusive:0 i - - -
Not Run:0 _ndef_pafsm_1 _.MDEF(pafsm )| injectx undef xprop
Disabled:0 -
Constraints ssign_pdfsm_2 ..SIGN({ p4fsm } | injectx_xassign xprop
Found:4 constant_0 rst==1 constconstraint script
Disabled:0
ET = Total Properties: 1 - passed] 1] - failed[0] - disabled[0] ; Constraints Enabled: 4 ; Run Time: 0:00:09
Instance | Declaration | VCF skiist| @ *srclipafsmsv | VCF:Goa\List‘

We see here that using the same constraints “injections” VC Formal was not able to detect
any falsified properties! The output property passed in this analysis, meaning that there’s
no x “don’t care” propagation issues in our design now.
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VC Formal FCA app

e Task 1.5: Use the VC Formal FCA app to analyze the original design and display the
FCA Design hierarchy score, as well as the verified or falsified properties.

{08}

TCL File for the FCA app:

# ECE 582/682 Formal Verification of Hardware and Software Systems
# Project 4 - Alexander Maso and Mohamed Ghonim
# March 14th, 2023

# Select FCA (COV) as the VC Formal App mode
set_fml_appmode COV

# Set the module name as the design parameter
set design p4fsm

# Read the module "p4afsm” in the file /design/p4fsm.sv
# "+define+INLINE_SVA" allows us to write SVA properties and assertions within the .sv design itself
read_file -top Sdesign -format sverilog -sva \

-vcs {../design/p4fsm.sv +define+INLINE_SVA} -cov all

# Create clock and reset signals

# clk and rst should reflect the name of the clock and reset signals in your design
create_clock clk -period 108

create_reset rst -sense low

# Runing a reset simulation

sim_run -stable
sim_save_reset

Analysis ran in the FCA app:

We ran our design through VC Formal using the FCA app and received a coverage score of
approximately 95%. Upon further inspection we are able to see that our model passed 88
of the 117 Goals and that we failed the remaining 29. Looking through the Goal List itself
we are able to determine that many of the false tests are related to the the transition
between states (as shown below)
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File View Plan Exclusion Tools Window Help

i EdHT:RE D xX:000=¥ o - |FEd:|
o =1

Summary « - - 0

Hierarchy | Modules | Groups | Asserts | statistics | Tests|

s |@
®* Name 4 Score Line Teggle FSM Conditior
I‘E | = E pafsm I 95.45% [ 100.00% [nl ©1.52% [ 100.00%

IF i =
|

File View Source Onelrace Tools Window Help L

ML MO 28 o BD¢€«*0C00L% B M 670 0w @ swmueco -]

VCF:TaskList £2&.-0

It ][] Time 124 | Maxcycee [ <Enter name Match Val JEB  Bapy Ex =4 H @)
Name Progress Result Targets: ALL
B cov Z 0 | status | depth | name [ location | type | engine | reason | expression | line type | condition | cor
3 6 4fsm fsm0_trans_25 ...N/pdfsmswv38 . .ansition sl
Runtime(HH:MM:SS) = v P e b
Total:12H; Run Time:0:00:23 50 x pafsm fsmo_trans_26 ..n/pdfsmsv22  ..ansition el
Goal
T 51 x pafsm fsm0_trans_27 nipafsmsw39 .ansition el
Passed:88 (75.2%) 52 x pafsm.fsm0_trans_28 ..njpAfsmsv39 ..ansition el
Proven:0
Covered:88 55 o 2 pafsm fsmo_trans_3 nipafsmsw3l  _.ansition sl
Failed:29 (24.8%)
i 54 x pafsm fsm0_trans_4 ..n/pAfsmsv22 ..ansition el
Uncoverable:29 .
Checking:0 | < |
Inconclusive:0 e
Not Run:0 name | vacuity | witness | expression | type class.
e 1 constant_117 rst==1 constconstraint script
Waived:0 E =
Constraints
Found:1 =
-« Disabled:0 - m Cov mode: UA ; Total Properties: 117 - passed[88] - falled[29] - disabled[0] - waived{ 0] ; Constraints Enabled: 1 ; Min depth: 0 ; Max depth: 6 ; Run Time: 0:00
instance| D | Dk y @ *sclpafsm.sv | VCFGoallist

VC Formal Console

In industry, we’'d need to get a coverage score of 100% before signoff, and we do this by
writing enough assertions to cover the whole design with all the corner cases.

The FCA app works by injecting bugs into the systems and traces their propagation. VC
formal inserted 117 types of bugs into our system and 88 of them passed, and 29 of them
affected our design and there were not enough assertions to cover those cases.
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VC Formal FPV app

e Task 1.6: Use the VC Formal FPV app to analyze the original design. At least two
properties or assertions in SVA must be written for this section. Identify and correct
any falsified properties that are detected during the analysis. If a false property
cannot be corrected, explain why it cannot be fixed and what is causing it.

Inline SVA Assertions

// Inline SVA Assertions
"ifdef INLINE SVA

check_trans_Se: assert property(
@(posedge clk) disable iff (!rst)
(in && state==S@) |-> ##1 (state==51));

check_trans_S50 1: assert property(
@(posedge clk) disable iff (!rst)
(!1(in) && state==50) |-> ##1 (state==50));

check_trans_S1: assert property(
@(posedge clk) disable iff (!rst)
(in && state==S1) |-> ##1 (state==53));

check_trans_S51 1: assert property(
@(posedge clk) disable iff (!rst)
(1(in) && state==51) |-> ##1 (state==52));

check _trans_S2: assert property(
@(posedge clk) disable iff (!rst)
(in && state==52) |-> ##1 (state==53));

check_trans_S2 1: assert property(
@(posedge clk) disable iff (!rst)
(1(in) && state==52) |-> ##1 (state==511));

check trans S53: assert property(
@(posedge clk) disable iff (!rst)
(in && state==S3) |-> ##1 (state==54));

check_trans_S3 1: assert property(
@(posedge clk) disable iff (!rst)
(!'{in) && state==53) |-=> ##1 (state==511));

check_cycle_S54 S5: assert property(
@(posedge clk) disable iff (!rst)
(state==S4) |-= ##1 (state==S3));

|check_cycle S5_S4: assert property(
| @(posedge clk) disable iff (!rst)
(state==55) |-> ##1 (state==54));

check_trans_S7: assert property(
@(posedge clk) disable iff (!rst)
(in && state==S7) |-> ##1 (state==59));

check_trans_S7_1: assert property(
@(posedge clk) disable iff (!rst)
(1(in) && state=:ST}|\—> ##1 (state==58));

check_trans_S8: assert property(
@(posedge clk) disable iff (!rst)
(in && state==S8) |-= ##1 (state==510));

check_trans_S8 1: assert property(
@(posedge clk) disable iff (!rst)
(!(in) && state==58) |-> ##1 (state==50));

check_trans_S9: assert property(
@(posedge clk) disable iff (!rst)
(in && state==5S9) |-= ##1 (state==510));

check_trans_S9 1: assert property(
@(posedge clk) disable iff (!rst)
(1(in) && state==59) |-> ##1 (state==511));

check_trans_S1@: assert property(
@(posedge clk) disable iff (!rst)
(in && state==510) |-> ##1 (state==511));

check_trans_S10_1: assert property(
@(posedge clk) disable iff (!rst)
(1(in) && state==510) |-> ##1 (state==58));

check_trans_S11: assert property(
@(posedge clk) disable iff (!rst)
(in && state==S11) |-> ##1 (state==54));

check_trans_S11_1: assert property(

@(posedge clk) disable iff (!rst)

(1(in) && state==S11) |-> ##1 (state==510));
“endif



= a x

<Verdi-Apex:nTraceMain:1> p4fsm p4fsm (../design/pdfsm.sv) - /home/.../verdi/constant.uddb
Fle View Source Onelrace Tools Window Help P | string/signa &
= 7 T [l =
DL @ 8 @2 L BUes000C0L 7 @ M 670w @ el 1|
VCF:GoalList £ _ D
Task List Time |12H | Maxcycle |1 ter name Match Value> | @ Al v M X 3 @ @
MName Progress Result Targets: ALL
E FPV 0 | status | depth | name | vacuity witness | engine | type | elapsed_time
" p4fsm.check_cycle 54 55 4 rpl assert 00:00:02
Runtime(HH:MM:S5) =
Total:12H; Run Time:0:00:18 v pdfsm.check_cycle S5 54 ®5 rpl assert 00:00:02
Goals
D v pafsm.check_trans_S0 o1 rpl assert 00:00:02
Passed: 16 (30.0%) » pafsm.check_trans_50_1 1 rpl assert 00:00:02
Proven:16 =
Covered:0 v p4fsm.check_trans_S1 ®2 rpl assert 00:00:02
Fi!\féézf Te3) v pdfsm check trans_S10 o5 pl assert 00:00:02
Uncoverable:0 v pafsm.check_trans_S10_1 5 rpl assert 00:00:02
Vacuous:4
Checking:0 v pafsm.check_trans_S11 Y rpl assert 00:00:02
Incenclusive:0
4fsm.check_trans_S11 1 rpl assert 00:00:02
Not Run:0 v " S hid P
Disabled:0 v p4fsm.check trans 51 1 ®2 rpl assert 00:00:02
Vacuities:20
e ——— 16 v pdfsm.check_trans_S2 o3 rpl assert 00:00:02
Vacuous:4 i pafsm.check _trans_52 1 3 rpl assert 00:00:02
Constraints - i =
Found:1 v pdfsm.check_trans_S3 e3 rpl assert 00:00:02
Disabled:0
1sable v p4fsm.check trans_S3 1 @3 rpl assert 00:00:02
® p4fsm.check_trans_S7 ® rpl assert 00:00:02
® pdfsm.check_trans_S7_1 * rpl assert 00:00:02
v pdfsm.check_trans_SB &5 rpl assert 00:00:02
» pafsm.check_trans_58 1 e6 rpl assert 00:00:02
x p4fsm.check_trans_S9 @ rpl assert 00:00:02
® pdfsm.check _trans_59 1 ® rpl assert 00:00:02

We wrote 20 SystemVerilog Assertion (SVA) statements, even though only 2 were required.
Out of the 20 assertions, 16 passed while 4 were vacuous. Our assertions were focused on
testing FSM transitions. We also wrote additional assertions regarding the output of each
state, which were not included in the picture above. The vacuous results occurred on states
with no input, indicating that the assertion was true, but there was no way to reach that
state due to the absence of input going into it or its connected state.

Overall, the Formal Property Verification (FPV) application provided us with a better
understanding of our design and helped us validate the transitions of our FSM. To convert
the vacuous assertions into passed assertions, we would need to connect inputs to those
states. However, this would result in a change to our design. It is important to note that the
vacuous result does not indicate a falsification of the design, but rather that the assertion is

trivial.

Appendix

38



Original RTL Design for the specified FSM:

// ECE 582/682 Formal Verification of Hardware and Software Systems
// Project 4 - Alexander Maso and Mohamed Ghonim

// March 13th, 2023

module p4fsm(input logic clk, in, rst, output logic [5:0] out);
//Enumerate the states. We are using binary encoding here

enum logic[3:0] {S0=4"b0000, S1=4'b0001, S2=4'b0010, S3=4'b0011, S4=4'b0100,
S5=4'b0101, S6=4'b0110,S7=4'b0111, S8=4'b1000, S9=4'b1001, S10=4'b1010,
S11=4'b1011} state, next;

// //State Register - Sequential bBock
always_ff @ (posedge clk or negedge rst)
begin

if (Irst) //ifresetis high, go to the next state

begin

state <= next;

end

else //ifresetislow, state = SO

begin

state <= SO;

end

end

// Next State Logic

always_comb

begin
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case(state)

S0:
S1:
S2:
S3:
S4:
S5:
Sé:
S7:
S8:
S9:

next =in? S1:S0;
next=in?S3:S2;
next=in? S3:S11;
next=in? S4:S11;
next = S5;

next = S4;

next = S6;
next=in?S9:S8;
next=in? S10 : SO;

next=in?S10:S11;

S10: next=in?S11:S8;

S11: next=in?S4:S10;

endcase

end

// Output State Logic

always_comb

begin

unique case(state)

SO:
S1:
S2:
S3:
S4:
S5:
S6:

out = 6'b000000;
out=6'b000011;
out=6'b000110;
out = 6'bxxxxxx;

out =6'b001100;
out=6'b001111;
out=6'010010;
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S7: out=6D010101;
S8: out = 6'bxxxxxX;
S9: out=6'b011011;
S10: out=6'b011110;
S11: out=6'b100001;
default: out = 6'bxxxxxx;
endcase
end

endmodule: p4fsm

AEP App

TCL File
# ECE 582/682 Formal Verification of Hardware and Software Systems
# Project 4 - Alexander Maso and Mohamed Ghonim

# March 14th, 2023

set_fml_appmode AEP

# Run -aep all analysis on module "p4fsm" in the file /design/p4fsm.sv

set_fml_var fml_aep_unique_name true

read_file -top p4fsm -format sverilog -aep all -vcs {../design/p4fsm.sv}

# Creating clock and reset signals
create_clock clk -period 100

create_reset rst -sense low
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# Runing a reset simulation
sim_run -stable

sim_save_reset

Fixed RTL Design for the AEP app:

module p4fsm(input logic clk, in, rst, output logic [5:0] out);
//Enumerate the states. We are using binary encoding here

enum logic[3:0] {S0=4"b0000, S1=4'b0001, S2=4'b0010, S3=4'b0011, S4=4'b0100,
S5=4'b0101, S6=4'b0110,S7=4'b0111, S8=4'b1000, S9=4'b1001, S10=4'b1010,
S11=4'b1011} state, next;

// //State Register - Sequential bBock
always_ff @ (posedge clk or negedge rst)
begin

if ('rst) // ifresetis high, go to the next state

begin

state <= next;

end

else //ifresetislow, state = SO

begin

state <= SO;

end

end

// Next State Logic

always_comb
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begin

case(state)

S0:
S1:
S2:
S3:
S4:
S5:
Sé:
S7:
S8:
S9:

next =in? S1:S0;
next=in?S3:S2;
next=in? S3:S11;
next=in?S4:S11;
next = S5;

next = S4;

next = S6;

next =in? S9 : S8;
next =in ? S10 : SO;

next=in? S10:S11;

S10: next=in?S11:S8;

S11: next=1in?S4:S510;

endcase

end

// Output State Logic

always_comb

begin

unique case(state)

SO:
S1:
S2:
S3:
S4:
S5:

out = 6'b000000;
out =6'b000011;
out = 6'b000110;
out =6'b001001;
out =6'b001100;
out=6'b001111;
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S6: out=6'b010010;
S7: out=6'b010101;
S8: out=6'b011000;
S9: out=6'D011011;
S10: out=6'b011110;
S11: out=6'b100001;

default: out = 6'b000000;

endcase

end

endmodule: p4fsm

FXP App

TCL File

# ECE 582/682 Formal Verification of Hardware and Software Systems

# Project 4 - Alexander Maso and Mohamed Ghonim

# March 14th, 2023

set_fml_appmode FXP

# Read the module "p4fsm" in the file /design/p4fsm.sv

read_file -top p4fsm -format sverilog -sva -vcs {../design/p4fsm.sv}

# Automatically Show the rootcause of falsified properties

set_fml_var fxp_compute_rootcause_auto true

# Create clock and reset signals
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create_clock clk -period 100

create_reset rst -sense low
# Runing a reset simulation
sim_run -stable

sim_save_reset

# Run the Formal X-progagation Analysis

fxp_generate

Fixed RTL Design for the FXP app

// ECE 582 /682 Formal Verification of Hardware and Software Systems
// Project 4 - Alexander Maso and Mohamed Ghonim

// March 13th, 2023

module p4fsm(input logic clk, in, rst, output logic [5:0] out);
//Enumerate the states. We are using binary encoding here

enum logic[3:0] {S0=4'b0000, S1=4'b0001, S2=4'b0010, S3=4'b0011, S4=4'b0100,
S5=4'b0101,

S6=4'b0110,S7=4'b0111, S8=4'b1000, S9=4'b1001, S10=4'b1010, S11=4'b1011} state,
next;

//State Register - Sequential block
always_ff @ (posedge clk or negedge rst)
begin

if (rst) // if resetis high, go to the next state
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begin

state <= next;

end

else // if reset is low, state = SO
begin

state <= S0;

end

end

// Next State Logic
always_comb
begin

next = SO;

case(state)
SO: next=in?S1:S0;
S1: next=in?S3:S2;
S2: next=in?S3:511;

S3: next=in?S4:S511;

S4: next=S5;
S5: next =S4;
S6: next=S6;

S7: next=in?S9:S8;
S8: next=in?S510:S0;
S9: next=in?S510:S511;
S10: next=in?S11:S8;

S11: next=in?S4:S10;
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endcase

end

// Output State Logic
always_comb

begin

out = 6'b000000;

unique case(state)
SO:  out=6'b000000;
S1: out=6D000011;
S2: out=6D000110;
S3: out=6'b001001;
S4: out=6'001100;
S5: out=6D001111;
S6: out=6D010010;
S7: out=6'010101;
S8: out=6'b011000;
S9: out=6'D011011;
S10: out=6'b011110;
S11: out=6'b100001;

default: out=6'b000000;

endcase

end

endmodule: p4fsm
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FCA App.
TCL file

# ECE 582/682 Formal Verification of Hardware and Software Systems
# Project 4 - Alexander Maso and Mohamed Ghonim

# March 14th, 2023

# Select FCA (COV) as the VC Formal App mode

set_fml_appmode COV

# Set the module name as the design parameter

set design p4fsm

# Read the module "p4fsm" in the file /design/p4fsm.sv

# "+define+INLINE_SVA" allows us to write SVA properties and assertions within the .sv
design itself

read_file -top $design -format sverilog -sva \

-vcs {../design/p4fsm.sv +define+INLINE_SVA} -cov all

# Create clock and reset signals
# clk and rst should reflect the name of the clock and reset signals in your design
create_clock clk -period 100

create_reset rst -sense low

48



# Runing a reset simulation
sim_run -stable

sim_save_reset

FPV App

TCL file:

# ECE 582/682 Formal Verification of Hardware and Software Systems
# Project 4 - Alexander Maso and Mohamed Ghonim

# March 14th, 2023

# Select FPV as the VC Formal App mode

set_fml_appmode FPV

# Set the module name as the design parameter

set design p4fsm

# Read the module "S_design" in the file /design/fpv_example.sv

# "+define+INLINE_SVA" allows us to write SVA properties and assertions within the .sv
design itself

read_file -top $design -format sverilog -sva \

-vcs {../design/p4fsm.sv +define+INLINE_SVA}

# Create clock and reset signals

# clk and rst should reflect the name of the clock and reset signals in your design
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create_clock clk -period 100

create_reset rst -sense low

# Runing a reset simulation
sim_run -stable

sim_save_reset

Code with assertion:

// ECE 582 /682 Formal Verification of Hardware and Software Systems
// Project 4 - Alexander Maso and Mohamed Ghonim

// March 13th, 2023

module p4fsm(input logic clk, in, rst, output logic [5:0] out);
//Enumerate the states. We are using binary encoding here

enum logic[3:0] {S0=4"b0000, S1=4'b0001, S2=4'b0010, S3=4'b0011, S4=4'b0100,
S5=4'b0101, S6=4'b0110, S7=4b0111, S8=4'b1000, S9=4'b1001, S10=4'b1010,
S11=4'b1011} state, next;

//State Register - Sequential block
always_ff @ (posedge clk or negedge rst)
begin
if (rst) //ifresetis high, go to the next state
begin
state <= next;
end
else // if reset is low, state = SO

begin
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state <= SO;

end

end

// Next State Logic

always_comb

begin
next = SO;
case(state)
SO0: next=in?S1:S0;
S1: next=in?S3:S2;
S2: next=in?S3:S11;
S3: next=in?S4:S511;
S4: next=S5;
S5: next =S4;
S6: next=S6;
S7: next=in?S9:S8;
S$8: next=in?S10:S0;
S9: next=in?S10:S11;

S10: next=in?S11:S8;

S11: next=in?S4:S10;

endcase

end

// Output State Logic

always_comb
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begin

unique case(state)
S0:  out=6'b000000;
S1: out=6D000011;
S2: out=6D000110;
S3: out=6b000110;
S4: out=6b001100;
S5: out=6'b001111;
S6: out=6D010010;
S7: out=6'D010101;
S8: out=6'010101;
S9: out=6'D011011;
S10: out=6'b011110;
S11: out=6'D100001;

default: out = 6'b100001;

endcase

end

// Inline SVA Assertions

“ifdef INLINE_SVA

check_trans_S0: assert property/(
@(posedge clk) disable iff (Irst)
(in && state==S0) |-> ##1 (state==S1));

check_trans_S0_1: assert property(

@(posedge clk) disable iff (Irst)



(!'(in) && state==S0) |-> ##1 (state==S0));

check_trans_S1: assert property(
@(posedge clk) disable iff (Irst)
(in && state==S1) |-> ##1 (state==S3));

check_trans_S1_1: assert property(
@(posedge clk) disable iff (!rst)
('(in) && state==S1) |-> ##1 (state==S2));

check_trans_S2: assert property/(
@(posedge clk) disable iff (!rst)
(in && state==S2) |-> ##1 (state==S3));

check_trans_S2_1: assert property(
@(posedge clk) disable iff (!rst)
('(in) && state==S2) |-> ##1 (state==S11));

check_trans_S3: assert property(
@(posedge clk) disable iff (!rst)
(in && state==S3) |-> ##1 (state==54));
check_trans_S3_1: assert property(
@(posedge clk) disable iff (!rst)

(!(in) && state==S3) |-> ##1 (state==S11));

check_cycle_S4_S5: assert property(
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@(posedge clk) disable iff (Irst)
(state==S4) |-> ##1 (state==S5));

check_cycle_S5_S4: assert property/(
@(posedge clk) disable iff (Irst)
(state==S5) |-> ##1 (state==54));

check_trans_S7: assert property(
@(posedge clk) disable iff (!rst)
(in && state==S7) |-> ##1 (state==S9));

check_trans_S7_1: assert property(
@(posedge clk) disable iff (!rst)
(!(in) && state==S7) |-> ##1 (state==S8));

check_trans_S8: assert property/(
@(posedge clk) disable iff (!rst)
(in && state==S8) |-> ##1 (state==S10));

check_trans_S8_1: assert property(
@(posedge clk) disable iff (!rst)
(!(in) && state==S8) |-> ##1 (state==S0));

check_trans_S9: assert property(

@(posedge clk) disable iff (!rst)
(in && state==S9) |-> ##1 (state==S10));
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check_trans_S9_1: assert property(
@(posedge clk) disable iff (Irst)
(!(in) && state==S9) |-> ##1 (state==S11));

check_trans_S10: assert property/(
@(posedge clk) disable iff (Irst)
(in && state==S10) |-> ##1 (state==S11));

check_trans_S10_1: assert property(
@(posedge clk) disable iff (Irst)
(!(in) && state==S10) |-> ##1 (state==S8));

check_trans_S11: assert property/(
@(posedge clk) disable iff (Irst)

(in && state==S11) |-> ##1 (state==S4));

check _trans_S11_1: assert property(

@(posedge clk) disable iff (Irst)

(!(in) && state==S11) |-> ##1 (state==S10));
“endif

endmodule: p4fsm
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Appendix 4: Weekly Progress Reports

Synopsys VC Formal Project

Team 7 Weekly Progress Reports 1
Winter 2023

Mohamed Ghonim
Alex Kim
Dmytro Prystupa
Ahliah Nordstrom
Celina Wong

Start Date: 2023-01-09
End Date: 2023-03-19



Week 1 Results (01/09 - 01/15)

R

< Team Review

During the initial week, we will establish our SolvNetPlus accounts, verify the
accessibility of VC Formal, and peruse the application's documentation.
Additionally, the team had a meeting with the advisor to discuss the project's
objectives and expectations.

e Mohamed Ghonim (the 3 weeks before the term began + this week).
o Installed VC Formal on my own computer using a linux virtual machine [~ 20]
m Begin this two weeks before the term began
Added VC formal on the PSU lab machine remotely [2]
Read through the VC Formal usermanual [3]
Read the “finding your way through formal verification book” [5]
Setup the VCFormal.com webpage. [2]
Worked on the documentation of how to install and setup the VPN, Linux Client
and VCFormal. [4]
o Make a video on the documentation of how to install and set up the VPN, Linux
Client and VCFormal. [2]
e Alex Kim
o Reviewed setup tutorials for VC Formal [1.5]
o Installed/accessed VC Formal using PSU Server remotely through MobaXterm
(2]
o Reviewed VC Formal User guide & VC Formal quick reference guide [2]
e Dmytro Prystupa
o Installed/accessed VC Formal using PSU Server remotely through MobaXterm
3]
o Reviewed VC Formal User guide [1]
e Ahliah Nordstrom
o Successfully added/accessed VC Formal remotely [3]
m Had trouble at first with VNC connection
o Made team availability chart to make scheduling for meetings throughout the
term easier [.5]
o Reviewed VC Formal User guide [1]
e Celina Wong
o Installed/accessed VC Formal using PSU Server remotely through MobaXterm
(2]
o Reviewed VC Formal User Guide [1]

o O O O O



Next Week

< Team Plan
The team should begin working on the rough draft of the project proposal and
continue to familiarize themselves with VC Formal. We want to be as comfortable
as possible working in the VC Formal environment before working with any of the
apps; exploring shortcuts, toolbars, etc.

END OF WEEK 1 REPORT



Week 2 Results (01/16 - 01/22)

Team Review
At the start of the week, the team held a meeting to begin working on the rough
draft proposal in Google Docs. This task was relatively easy as Dr. Song served
as both our faculty advisor and industry sponsor, minimizing any potential for
miscommunication or disagreements between us and external parties.
Additionally, our proficiency in using VC Formal rapidly improved, prompting us
to initiate work on our first application, SEQ.

Mohamed Ghonim
o | have thoroughly reviewed the SEQ application in the VC Formal User Guide. [2]
o Revised the necessary TCL files for executing VC Formal on the SEQ app and
loading the appropriate designs.
Executed the SEQ application on multiple designs.
Initiated the process of creating a tutorial draft for the utilization of the SEQ

app.[4]

Alex Kim
o Started on rough draft proposal [2]
o VC Formal setup verification and review [1]
o VC Formal research to get an idea of what to add/do for our project/proposal
(user guides, and VC Formal website resources) [2]

Dmytro Prystupa
o Successfully added/accessed VC Formal on a macOS system [3]
o Make a video of how to install and set up the VPN, Linux Client and run
VCFormal on a macOS system exploration [5]
o VC Formal Application Research [1]

Ahliah Nordstrom
o Set up Trello site and added due dates to upcoming assignments and meetings
[1]
o Started on rough draft proposal [1]
o VC Formal walkthrough/exploring program [2]

Celina Wong
o Overviewed VC Formal Applications on Synopsis website to learn more about
their purpose [1.5]



Next Week

« Team Plan
Our main priority is to finalize the rough draft project proposal. In addition, we
plan to schedule a team meeting to review and discuss the SEQ tutorial to
ensure that everyone is familiar with its mechanics.

END OF WEEK 2 REPORT



Week 3 Results (01/23 - 01/29)

Team Review
We completed the rough draft proposal and submitted it for review on Canvas.
During a team meeting, we reviewed the SEQ application and spent dedicated
time going through the first draft of its tutorial.

Mohamed Ghonim
Finalized the SEQ tutorial
Created a Youtube video on the SEQ app [3]
Started reading about the AEP app on the VC Formal user guide and ran it on a
few designs
o Took an introductory Synopsys course on SVA (SystemVerilog Assertions) for
model checking [4]

Alex Kim
o Reviewed SEQ tutorial first draft document [2]
o Tested/followed SEQ tutorial in VC Formal [1.5]
o Finalize draft proposal [2]

Dmytro Prystupa
o Reviewed the SEQ tutorial and documentation and accessed VC Formal SEQ
Application. [1.5]
o Followed SEQ tutorial and documentation to access SEQ application and verified
that the application worked [2]
o Draft Proposal Review [1]

Ahliah Nordstrom
o Followed SEQ tutorial steps in VC Formal, making sure to be mindful of new
users [2]
o Reviewed SEQ tutorial first draft document, providing constructive criticism for
final draft [1.5]
Made project timeline using GanttProject [1.5]
Reviewed Draft Proposal [.5]

Celina Wong
o Followed SEQ steps in VC Formal to make sure it's easy for first time users to
understand [2]
Reviewed SEQ tutorial documentation [2]
Crafted a tutorial template for documentation from here on out [4]



Next Week

< Team Plan
We are prioritizing the upcoming public VC Formal Workshops hosted by
Synopsis next week. These workshops will give us the opportunity to ask
guestions about VC Formal in general as well as the SEQ app. We believe it is
important to take advantage of this opportunity to gain more knowledge and
insight about VC Formal.

END OF WEEK 3 REPORT



Week 4 Results (01/30 - 02/05)

Team Review
This week, Synopsis started their public VC Formal Workshops, which had a
somewhat challenging schedule from 9am to 3pm. Therefore, we decided to
make team attendance optional for the entire duration of the workshop. Moving
forward, we plan to focus on exploring the next app for creating a tutorial, which
could be either AEP or FXP.

Mohamed Ghonim

Attended VC Formal workshop on DPV [4]

Worked on the rough draft for the AEP tutorial [2]

Started experimenting with the FXP app and continued debugging the AEP app.
“Tailor designs” a project for Dr. Song utilizing the SEQ app for his ECE 682/582
class. [2]

O O O O

Alex Kim
o | participated in a workshop on DPV in VC Formal and completed the lab
exercises. [4]
o Read the VC Formal user guide for the AEP app and learn about its use cases
and benefits to become more familiar with the tool. [1]
o Began drafting appropriate tutorial steps for AEP app [1]
m Invoking GUI, TCL file

Dmytro Prystupa
o Synopsys VC Formal Workshop on DPV [3]
o AEP Tutorial Steps Verification, making sure initial steps were easy to follow [1]

Ahliah Nordstrom
o Followed AEP first draft tutorial steps in VC Formal [1]
o Updated AEP tutorial documentation to reflect new figures and steps with source
tracing, ready for final revisions [3]
o Attended Synopsis VC Formal workshop on DPV [2]

Celina Wong
o Attended Synopsis VC Formal workshop DPV [4]
o Updated Trello [.5]



Next Week

« Team Plan
We plan to finalize the AEP app tutorial and start working on the first draft of the

FXP app tutorial. There is an optional Synopsys VC Formal workshop scheduled
for next Wednesday, which will be a continuation of the DPV app lab from this
week. Additionally, we are anticipating receiving feedback on our draft proposal
early next week.

END OF WEEK 4 REPORT



Week 5 Results (02/06 - 02/12)

< Team Review
Two applications have been implemented by our team: SEQ and AEP. AEP has
been completed and is ready to be submitted to Dr. Song for his 582/682
students. We received feedback from the students regarding the SEQ tutorial,
and we plan to revise it accordingly. In addition to this, we have allocated time to
work on our final proposal.

e Mohamed Ghonim
o | participated in a workshop on DPV in VC Formal and completed the lab

exercises. [4]
Attempting to fix issues in the FXP application through debugging. [3]
Began creating a video tutorial for the AEP and FXP applications. [1]
Consulted with three Synopsys engineers regarding the feasibility of utilizing CTL
in VC Formal, but a definitive answer on whether or not it's achievable has not
been provided yet. [2]

e Alex Kim
o VC Formal workshop on DPV [4]
o Adapt rough draft project proposal to new feedback given from lecture [1]
o Begin work on final draft of project proposal[1]
o Helped finalize/edit AEP tutorial documentation [2]

m Provided comments and formatting help

e Dmytro Prystupa
o VC Formal workshop on DPV [4]
o Project Proposal work, implementing feedback from lecture [2]
o AEP Tutorial edits, comments, and revisions [2]

e Ahliah Nordstrom
o Completed first draft of FXP tutorial steps in VC Formal and necessary
documentation [5]
o Debugging FXP design file errors and warnings [2]
o Created FXP design and TCL file [2]

e Celina Wong
o Finalized AEP tutorial documentation [4]
m Revisions, comments, formatting
o Created an updated version of document template/added more details based on
user feedback[3]

10



Next Week

< Team Plan
We are shifting our focus to the FPV app, as Dr. Song has expressed a keen
interest in using it for his class this term. We anticipate receiving feedback on our
draft proposal early next week, as the submission was postponed this week.
Once we receive feedback, we will make the necessary revisions to the final
proposal and submit it to Dr. Song. We expect progress to slow down next week
due to midterms.

END OF WEEK 5 REPORT
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Week 6 Results (02/13 - 02/19)

Team Review

Progress was slower this week due to midterms, as expected. The team agreed to shift
their focus to other priorities but still met with Dr. Song to finalize the project proposal.
We incorporated feedback from our first draft and made appropriate adjustments.
Mohamed, who is also taking the formal verification class with Dr. Song, was able to
contribute to the project while studying for midterms.

Mohamed Ghonim

o | had a discussion with engineers from Synopsys regarding the implementation of
"CTL-style" verification in VC Formal, as this feature is not directly supported by
the tool. [1]

o Started a project on VC Formal's FPV app, focusing on a very simple design with
only two SVA assertions. [2]

o Started exploring LTL as a potential alternative to CTL for model checking in VC
Formal. This involved researching the differences between LTL and CTL, as well
as studying how to write LTL assertions in SVA. While this topic is time-
consuming and very design-specific, we believe it has the potential to improve
our formal verification processes in the long term. We plan to continue our
exploration of LTL in the coming weeks. [4]

Alex Kim
o Editing the rough draft project proposal based off feedback given by Andrew [1.5]

o Began researching VC Formal CC application [1]

Dmytro Prystupa
o Rough draft proposal feedback editing [1]

Ahliah Nordstrom

o Did not spend any time in VC Formal this week.

o Updated trello [.5]

o Read rough draft project proposal feedback [.5]

o Updated project timeline based on feedback given from first draft [1]
Celina Wong

o Did not spend any time on VC Formal this week
o Added table of contents to project proposal and assisted in final revision [2]

12



Next Week

« Team Plan
Our team has made the decision to assign specific apps to each member for
development. Mohamed will be working on the FPV app, Alex and Dmytro will be
working on the CC app, and Ahliah and Celina will be focusing on the FCA app.
This is a departure from our previous approach of passing one app around the
team at a time. We believe that this new approach will be more efficient, as we
are now more experienced with VC Formal and will require less time to become
familiar with each app. Although we will still review each other's work, we
anticipate that this process will be expedited.

END OF WEEK 6 REPORT
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Week 7 Results (02/20 - 02/26)

< Team Review
The team's plan to divide the tutorial work was effective and productive this
week. We made progress on the FPV, CC, and FCA apps, with the FCA tutorial
now complete. However, the CC app in VC Formal presented many challenges
and required significant debugging, while the FPV app proved to be more difficult
due to its "High Value" classification compared to the "Productivity" apps.

e Mohamed Ghonim
o Extracted the relevant chapters from the VC Formal User Guide for the FCA, CC,

FPV, and FRV apps. [0.5]
Edited and tested the TCL file for the FCA app [0.5]
Edited and tested the TCL file for the CC app [0.5]
Conducted research and studied the process of writing Linear Temporal Logic
(LTL) assertions in SystemVerilog Assertions (SVA) to replicate Computational
Tree Logic (CTL) behavior. Created simple but not particularly meaningful
assertions as part of this effort. This topic is both time-consuming and highly
design-specific, requiring significant effort to master. [5]

e Alex Kim
o CC Application Documentation Research- includes reviewing the VC Formal
quick reference guide & user guide. Also, reviewed a Synopsys provided lab on
CC app [4]
o Began CC Application Tutorial [2]
m TCL file

e Dmytro Prystupa
o CC Application Documentation Research [3]
o Began CC Application Tutorial [1.5]
m TCL file

e Ahliah Nordstrom

Updated Trello [.25]

Researching on Synopsis site and reading FCA app chapters [1]

Familiarizing myself with FCA app in VC Formal [1]

Began/Finished FCA tutorial steps and supplied screenshots for documentation
[4]

m Detecting errors, Generating waveforms, resolving errors

O O O

o

14



e Celina Wong
o Read through FCA app user guide [0.5]
o Implemented information about FCA on its tutorial document; finished [3]
m Invoking GUI, loading TCL
o Formatted FCA tutorial app document to make it user friendly [2]

Next Week

< Team Plan
Next week, our plan is to complete the CC and FPV tutorials, which will be

implemented by Dr. Song in his upcoming class project. With the FCA app now
complete, Ahliah and Celina will begin exploring the final "Productivity" app in the
set, FRV.

END OF WEEK 7 REPORT
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Week 8 Results (02/27 - 03/05)

< Team Review

Our team's focus is on designated tutorials such as FPV, CC, and FRV. Due to
half of our team having limited SystemVerilog experience, we encountered some
unexpected design file errors while debugging with CC and FRV. This led to
team members being pulled away from their designated tasks to provide
assistance. Additionally, the lack of information provided by Synopsys for the CC
app, compared to other apps, made it difficult to understand this form of design
analysis, causing delays.

e Mohamed Ghonim

o

Developed and verified a basic SystemVerilog (SV) example consisting of
multiple modules intended for utilization in the CC application. [1]

Collaborated with Dr. Song to develop Project 4, a unique formal verification
project assigned to over 70 students enrolled in his class. The project involves
the utilization of 4 VC Formal apps for which we provided tutorials. This project is
likely unprecedented in the academic realm. [4]

Developed the FPV tutorial, and wrote over 30 SystemVerilog Assertions while
testing it. Developed the example to be used in that tutorial as well and
deliberately introduced bugs in it for VC Formal FPV app to find. [7]

o Alex Kim

@)
@)

o

Continued research on CC app and its functions [2]

Run CC app in VC Formal and ensure setup leading up to it was correct [2]
m Invoking GUI, loading TCL file

Formatting and working on CC app tutorial steps [2]

e Dmytro Prystupa

o

o

Successfully ran CC application and checked connectivity [2.5]
Continued work on CC Tutorial steps, making sure user friendly [2]
m Screenshots, highlights, introduction

e Ahliah Nordstrom

@)

@)

Researching and familiarizing myself with FRV app in VC Formal [3]]
Began working on design and TCL file for FRV app [2]

e Celina Wong

@)
@)

@)

Finalized and pushed SEQ and Getting Started tutorials onto GitHub [1]
Updated Trello [.25]
Read FRV app chapter in the VC Formal user guide [1.5]

16



Next Week
< Team Plan
Make sure all “Productivity” apps are finalized and polished, and complete the
first set of tutorials before diving into the more difficult “High Value” app set.
Hopefully, wrap up the FPV High Value app so Dr. Song can have it for his class
this term; this is the only “High Value” app exception. Dr. Song knows how
difficult this app is and understands the long hours we've put into it so far.

END OF WEEK 8 REPORT
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Week 9 Results (03/06 - 03/12)

< Team Review
We focused on wrapping up all “Productivity” apps and the FPV app, as it will be
used for Dr. Song’s class for their final class project. Heading into the last couple
weeks of the term, we are right on the mark with our project timeline. Although
there are some existing and new road bumps with the last few “Productivity”
apps, this week gave us some confidence. We heard some new feedback from
users and it was positive.

e Mohamed Ghonim

o | generated two examples to evaluate different scenarios of the FPV app, testing
its capabilities in Case Splitting, Counter Abstraction, Memory Abstraction, and
Symbolic Variable. [4]

o Dedicated 2 hours to complete Synopsys tutorials and comprehend their user
manual regarding the signoff process. Also, sketched out a plan to present the
entire workflow in our tutorials, keeping in mind the broader perspective. [2]

o Explored the topic of Unbounded Linear Temporal Operators (LTL) in SVA and
practiced writing expressions through generating additional examples. [1]

o Searched for open-source Register Abstraction Layer (RAL) models to be utilized
in the Functional Register Verification (FRV) application. [0.5]

e Alex Kim
o Continued on CC Application Tutorial steps and translated them over to
document [3]
m Resolving errors
o Researching debugging function in CC app [1.5]
o Trello/Github check [.25]

e Dmytro Prystupa
o Continued on CC Application Tutorial steps and translated them over to
document [3]
m Source tracing

e Ahliah Nordstrom
o Continued working/debugging FRV design file [3]
m Getting it to compile
o Began working on the initial FRV Tutorial steps, creating folders, running TCL [2]

18



e Celina Wong
o Minor revisions/additions to FXP app based on user feedback [1.5]
o Finalized and pushed AEP, FXP, and FCA docs onto GitHub [1]
o Updated Trello [.25]
Next Week

% Team Plan
Finalize “Productivity” apps! Begin working on “High Value” apps and shoot tutorial
videos for finished tutorials. We also want to make and release a quick final survey to Dr.
Song’s students for feedback on the apps they have been using for their projects.

END OF WEEK 9 REPORT
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Week 10 Results (03/13 - 03/19)

< Team Review

We slowed down again this week for final exams. Big progress was made with
the CC tutorial and it is now complete. As we took time to focus on final exams,
we made sure to round back to the tutorials that we haven't already reviewed.
Since Dr. Song wanted these tutorials ASAP, we didn't have the chance to go
through each tutorial individually; this was the week to do so.

e Mohamed Ghonim

o

o

| watched tutorials on how to create sequences in SVA and spent time exploring
various ways to implement them in our upcoming tutorials. This is a complex
topic that requires significant effort to fully grasp. [2]

Coordinated with Cadence Design Systems to arrange additional tutorials and
facilitate a comparison between Cadence's Formal Verification solution,
Jaspergold, and Synopsys's VC Formal. Contact was made with the PSU CAT
team, as well as our sponsor, Dr. Song, to ensure the smooth execution of this
endeavor. [3]

Searched for open-source System-on-Chip (SoC) designs to be utilized in the
tutorials, particularly in reproducing a sample scenario in the CC application. [0.5]
Acquired additional knowledge on the concept of "coverage" in verification and its
significance in the context of formal verification compared to simulation. [1]

e Alex Kim

o

@)
@)

Finished final draft of CC Application Tutorial [4.5]

m Formatting, resolving errors
Discussed with team members on progress thus far (including CC app) [0.5]
Reviewed FPV app, going through tutorial steps in VC Formal [1]

e Dmytro Prystupa

o

@)

Finished final draft of CC Application Tutorial [5]
m Formatting, source tracing
Reviewed FPV app, going through tutorial steps in VC Formal [1]

e Ahliah Nordstrom

@)

o

Reviewed CC app, going through tutorial steps in VC Formal [1.5]
Reviewed FPV app, going through tutorial steps in VC Formal [1]

20



e Celina Wong
o Reviewed CC app, going through tutorial steps in VC Formal [1.5]

o Reviewed FPV app, going through tutorial steps in VC Formal [1]
o Updated Trello [.5]

END OF WEEK 10 REPORT

R

< Term Review

Our team has completed 5 tutorials (SEQ, AEP, CC, FCA, and FPV) in addition to the
first 3 getting started tutorials on how to use VPN to connect to the PSU remote labs,
installing Mobaxterm and starting a VNC connection, and installing the Synopsys VC
Formal package. Although we initially planned to focus on all "Productivity" apps this
term as they are easier to produce and would take about one week each, with the
guidance of our faculty/industry advisor, we developed a tutorial for a "High Value" app:
FPV. As a result, this took the place of the fifth and final "Productivity" app, FRV.
Everyone contributed their agreed-upon part to the best of their ability, and we are
currently on schedule. We plan to carry this momentum into next term.
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Week 1 Results (04/03 - 04/09)

Team Review

For the first week of the second quarter, we went over the specifications in the PDS to
see which tasks there are left. We compiled and split those tasks into mini-teams to work
on.

Mohamed Ghonim (Spring break + first week).

o Installed Cadence JasperGold and took online classes on its apps during the
break. (Got certified!). This is an added feature that Dr. Song requested. [many
break hours! +20]

o Tested small examples in JasperGold’s Superlint App and Formal Property
Verification app. [3]

Alex Kim

o Reviewed which apps still need tutorials and begin to formulate gameplan with
the team [2]

o Begin to focus on FSV and FTA apps by looking at user guides [3.5]

Dmytro Prystupa
o Review FSV and FTA applications [2]
o Test FSV and FTA applications [3]
Ahliah Nordstrom

o Continue reading FRV user guide [1]

o Update Trello [.5]

o Drafting first FRV tutorial [2]

Celina Wong
o Fix CC app and formatting [blocked]
o Review FPV [blocked]

Next Week

O
°

Team Plan
We should create a formal survey for our test plan subjects from the previous term. Mini-
teams should get started on their assigned apps.

END OF WEEK 1 REPORT



Week 2 Results (04/10 - 04/16)

< Team Review
We made progress in various areas of the project, including developing and debugging
an example in the JasperGold Superlint app with assistance from tutorials and Cadence
support. We studied the VC Formal FuSa app documentation and worked on compiling a
TCL file. Additionally, we reviewed the FSV app user guide and started creating the
corresponding tutorial. We also drafted the FRYV tutorial and researched the DPV and
FuSa user guides, contributing to the DPV tutorial documentation. Our teamwork
demonstrates dedication and advancement in our tasks.

e Mohamed Ghonim
o Worked on developing and debugging an example in the JasperGold Superlint
app, resolving issues by consulting tutorials and reaching out to Cadence support
[4].
o Studied the documentation for the VC Formal FuSa app and attempted to
compile a TCL file, which initially encountered issues [2].

e Alex Kim
o Reviewed FSV app user guide to begin tutorial [2]
o Begin tutorial for FSV app [4]

e Dmytro Prystupa
o FSV application Tutorial [4]
o FSV application user guide and tutorial review [2]

e Ahliah Nordstrom
o Finish drafting FRV tutorial [3]
o Begin researching and reading DPV user guide [2]
o Begin researching and reading FuSa user guide [1]

e Celina Wong

o Go through DPV User Guide [2]
o Add some information in DPV tutorial documentation [2]

Next Week

« Team Plan
Start diving deeper into the applications.

END OF WEEK 2 REPORT



Week 3 Results (04/17 - 04/23)

< Team Review
We worked on various aspects of the project, including exploring the functionalities of
the JasperGold GUI interface in the Superlint app, reviewing the FSV app user guide,
troubleshooting and debugging the FSV application, researching and reading the DPV
and FuSa user guides, and making progress on the corresponding tutorials. Our efforts
were focused on understanding the tools, resolving issues, and creating comprehensive
documentation for future reference.

e Mohamed Ghonim

o Explored the various functionalities of the JasperGold GUI interface in the
Superlint app, researching the three different modes of operation to determine
the most suitable one for our tutorials [2].

o Explored the process of performing Formal Property Verification (FPV) in
JasperGold, initially expecting similarity to VC Formal but found that the VC
Formal methodology did not apply, prompting further exploration of alternative
methodologies [3].

e Alex Kim
o FSV app user guide review [1]
o Continue tutorial for FSV app [3.5]

e Dmytro Prystupa
o Troubleshooting and debugging FSV application [4]
o FSV Tutorial Work [3]

e Ahliah Nordstrom
o Continue researching and reading DPV user guide [1]
o Continue researching and reading FuSa user guide [3]
o Update Trello [.25]

e Celina Wong
o Go through FuSa documentation [1]
o Continue building DPV tutorial [2]



Next Week

< Team Plan

We plan to conduct a progress update meeting with our sponsor to discuss our project's
advancements and seek guidance on sourcing relevant examples for our tutorials. We
will collaborate on revising and creating a commented TCL file for the FuSa app, based
on a tutorial video. Our focus will be on troubleshooting and debugging the FSV app
tutorial, while also exploring the FuSa application in VC Formal and starting the
documentation for it. Additionally, we will work on outlining the code for the FuSa TCL
file and continue building the DPV tutorial.

END OF WEEK 3 REPORT



Week 4 Results (04/24 - 04/30)

< Team Review
We conducted a progress update meeting with our sponsor to provide an overview of
our project's advancements and seek guidance on sourcing relevant examples for our
tutorials. We assisted each other in revising and creating a commented TCL file for the
FuSa app, compiling a sample file based on a tutorial video. We continued working on
the tutorial for the FSV app, troubleshooting and debugging as needed. Additionally, we
explored the FuSa application in VC Formal, wrote the background and introduction for
the tutorial, and began outlining the code for the FuSa TCL file. We also made progress
on building the DPV tutorial.

e Mohamed Ghonim
o Conducted a progress update meeting with our sponsor Professor Song,
providing an overview of our project's advancements and seeking guidance on
sourcing relevant examples for our tutorials [1.5].
o Assisted Ahliah and Celina in revising and creating a commented TCL file for the
FuSa app, compiling a sample file based on a tutorial video from the Synopsys
Portal [2].

e Alex Kim
o Continue tutorial for FSV app [4.5]
o Troubleshooting .TCL file for FSV [1.5]
o Begin to discuss gameplan for FTA app [1]

e Dmytro Prystupa
o FSV app tutorial work [5]
o FSV troubleshooting and debugging [2]
o FTA app review [1]

e Ahliah Nordstrom
o Explore FuSa application in VC Formal [1]
o Write FuSa tutorial background and introduction [2]
o Begin code outline of FuSa TCL file [1.5]

e Celina Wong
o Continue building DPV tutorial [2]



Next Week

< Team Plan
For the upcoming week, our plan is to hold a team meeting to discuss the final report,
presentation, and establish individual deadlines. We will ensure everyone is informed
about the progress by providing an update to Professor Song. Furthermore, we will
dedicate time to review the FTA and FSA tutorials, seeking opportunities for
improvements. As we continue exploring the JasperGold apps, we anticipate uncovering
distinct methodologies in comparison to VC Formal.

END OF WEEK 4 REPORT



Week 5 Results (05/01 - 05/07)

< Team Review
We attended a team meeting to discuss the final report, presentation, and set individual
deadlines. We provided an update on our progress to Professor Song. Additionally, we
reviewed the FTA and FSA tutorials for potential improvements. In our exploration of the
JasperGold apps, we discovered that many of them have different methodologies
compared to VC Formal.

e Mohamed Ghonim
o Continued refining and finalizing the JasperGold Superlint app tutorial, making
further progress towards its completion. Spent additional time interpreting the
analysis results. [5]

e Alex Kim
o Finalize FSV app tutorial by proofreading, checking tables/figures, etc. [5]
o Review FTA user guide & begin FTA tutorial [2]

e Dmytro Prystupa
o FTA application review and user guide review [2]
o Finish and review FSV application [5]
o FTA application tutorial [2]

e Ahliah Nordstrom
o Running and debugging FuSa TCL file [3]
o Create code outline of FuSa example code [2]

Celina Wong
o Continue building DPV tutorial, add more tables and simplified explanations [6]

Next Week

< Team Plan
Next week, our plan is to progress with the final report by outlining and writing sections
such as the Executive Summary, Background, and Product Design Specification.
Additionally, we will explore the Pulpino SoC code and design, review the FTA user
guide, start the FTA app tutorial, document the FTA application tutorial, run and debug
FuSa example code, and create an appendix table for FuSa fault types. We will also
include screenshots from running the DPV tutorial example code.

END OF WEEK 5 REPORT



Week 6 Results (05/08 - 05/14)

< Team Review
We made progress on the final report by outlining and writing sections such as the
Executive Summary, Background, and Product Design Specification. Additionally, we
explored the Pulpino SoC code and design, reviewed the FTA user guide, started the
FTA app tutorial, documented the FTA application tutorial, ran and debugged FuSa
example code, and added an appendix table for FuSa fault types. We also included
screenshots from running the DPV tutorial example code.

e Mohamed Ghonim

o Created the outline for the final report, including the introduction and initial
content for each section. Developed approximately one page of content for the
following sections: Executive Summary, Background, and Product Design
Specification (Requirements and Stakeholders). [4]

o Explored the Pulpino SoC code and design for possible examples for our project.
2 of my tests failed. The Pulpino SoC design files are nested in a way that may
not be suitable for our project [3]

e Alex Kim
o Review FTA user guide for tutorial [1]
o Begin FTA app tutorial [4]

e Dmytro Prystupa
o FTA application tutorial documentation [5]

e Ahliah Nordstrom
o Running and debugging FuSa example code [3]
o Create appendix table for FuSa fault types [1]

e Celina Wong
o Run user guide example code and put screenshots in DPV tutorial [3]



Next Week

« Team Plan
We plan to make progress on the final report, with a focus on sections such as
Objectives and Deliverables and Approach. Our plan is to develop a concise example for
the DPV (Datapath Validation) app, ensuring its inclusion in the tutorial documentation
with relevant screenshots. We will share insights with the team regarding the complexity
of C++ and SV designs in DPV and emphasize the importance of presenting simpler
examples in our tutorials. Additionally, we will continue working on the FTA app tutorial
and troubleshooting, format the tutorial specifically for FTA, and work on formatting
screenshots and steps for the FuSa tutorial. Finally, we will finalize the DPV document.

END OF WEEK 6 REPORT
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Week 7 Results (05/15 - 05/21)

< Team Review
We made progress on the final report, focusing on sections like Objectives and
Deliverables and Approach. We also worked on developing a concise example for the
DPV (Datapath Validation) app, ensuring its inclusion in the tutorial documentation with
relevant screenshots. We shared insights with the team about the complexity of C++ and
SV designs in DPV and the importance of presenting simpler examples in our tutorials.
Additionally, we continued the FTA app tutorial and troubleshooting, formatted the
tutorial specifically for FTA, and worked on formatting screenshots and steps for the
FuSa tutorial. Lastly, we finalized the DPV document.

e Mohamed Ghonim

o Continued working on the the final report, wrote about a page for those sections
Objectives and Deliverables and Approach (2.5)

o Developed a concise and illustrative example for the DPV (Datapath Validation)
app, ensuring its inclusion in the tutorial documentation. Incorporated relevant
screenshots to enhance the clarity of the tutorial. Shared insights with the team
regarding the complexity of C++ and SV designs typically tested in DPV,
emphasizing the significance of presenting simpler examples in our tutorials.(4)

e Alex Kim
o Continue FTA app tutorial and troubleshooting with TCL and app use [5]
o Format tutorial specific for FTA [3]

e Dmytro Prystupa
o FTA App tutorial work [5]
o FTA app troubleshooting and debugging [3]

e Ahliah Nordstrom
o Formatting screenshots/steps for FuSa tutorial [3]

e Celina Wong
o Finalize DPV document [1]
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Next Week

< Team Plan
We have a team meeting scheduled to discuss the final report, presentation, and
establish deadlines. We will provide an update on our progress to Professor Song and
review the FTA and FSA tutorials for potential enhancements. During our exploration of
the JasperGold apps, we will note the differences in methodologies compared to VC
Formal. Our plan includes finalizing the FTA and FSV tutorials, updating the FSV tutorial,
and working on the initial draft of the FuSa tutorial. We will also update our project
management tool, Trello, and initiate the drafting process for the final report.

END OF WEEK 7 REPORT
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Week 8 Results (05/22 - 05/28)

Team Review

We attended a team meeting to discuss the final report, communicated our progress to
Professor Song, reviewed the FTA and FSA tutorials, and explored alternative
implementations of JasperGold apps. We are finalizing the FTA and FSV tutorials,
updating the FSV tutorial, working on the first draft of the FuSa tutorial, updating Trello,
and starting the final report draft.

Mohamed Ghonim
o Attended a team meeting discussing the final report, presentation, and setting

our own deadlines. [0.5]
Communicated our progress with prof. Song. [0.5]
Reviewed the FTA and FSA tutorials for possible improvement [0.5]
Continued to explore further possible implementations of JasperGold apps in our
capstone. Many of the apps ended up having quite different methodologies than
VC Formal. [2.5]

Alex Kim
o Complete FTA app and proofread table of contents, figures, tables, etc. [6]
o Review other team members tutorials [1]

Dmytro Prystupa
o Finalizing FTA and FSV tutorials [4]
o Updating FSV tutorial [2]

Ahliah Nordstrom
o Finalize first draft of FuSa tutorial [2]
o Update Trello [.5]
o Contributed to the final report draft background and design sections and rewrote
the outline [1]

Celina Wong
o Go through FSV document [1]
o Go through FTA document [1]

END OF WEEK 8 REPORT
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Week 9 Results (05/29 - 06/04)

e Mohamed Ghonim
o Continued to work on Finalizing, and indexing the tutorials and sent the current
version to Dr. Song [2]
o Worked on writing and finishing the final draft of our academic paper [5]

e Alex Kim
o Worked on academic article [1]
o Worked on final report [3]
o Begin discussion about poster board with the group [1]

e Dmytro Prystupa
o Academic article review [1]
o Final report review/work [2]

e Ahliah Nordstrom
o Perform final revisions to all tutorials and making sure they all look
alike/coherent. [6]
o Reviewed the academic article for VC Formal capstone. [1]

e Celina Wong
o Work on academic article [2]
o Work on final report [2]

END OF WEEK 9 REPORT
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Week 10 Results (06/05 - 06/11)

e Mohamed Ghonim

o Attended a group team meeting to work on the poster outline and putting things
together. [1]

o Designed draft 1 and 2 of the poster in Photoshop, and discussed them with the
team and the sponsor Dr. Song, to improve our final version. [5]

o Indexed and organized the final tutorials (version 1.2) and sent them to Dr. Song
[1]

o Met and Discussed with Dr. Song our capstone project and ways to improve the
academic paper [1]

e Alex Kim
o Worked on poster board draft design in Google document as well as creating
poster board design using Indesign [5]
o Group meeting [1]

e Dmytro Prystupa
o Reviewed FTA, FSV, CC application tutorials. Edited and added missed sections
onto each tutorial [4]
o Group meeting for poster outline [1]
o Poster work [1]

e Ahliah Nordstrom
o Continued working on the final revision of all tutorials, editing and making note of
missed sections, and updating all table of contents’ [5]
o Worked/reviewed poster board design [1]

e Celina Wong
o Worked on poster board design in shared Google document

END OF WEEK 10 REPORT
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Week 11 Results (Last Week) (06/12 - 06/16)

Team Review
Had our last team meeting to discuss presentation preparation, finalized Canvas
documents that are due on Friday (6/16).

Mohamed Ghonim

o Reviewed and revised the final report, incorporating the challenges encountered
by our team and including an appendix with two project reports developed using
our tutorials. [3]

o Participated in a team meeting to discuss the final report review, finalize details,
and plan for the upcoming poster session. [1]

o Completed the CATME survey to provide valuable feedback on the team
dynamics and collaboration throughout the capstone project. [1]

Alex Kim
o Final review of final report and adding missing or revised material since the rough
draft submission [2]
Poster board review for presentation [1]
CATME survey [1]

Dmytro Prystupa
o Reviewed all tutorials for missing content [2]
o Team meeting, planning final details of capstone [1]
o CATME [1]

Ahliah Nordstrom
o Fill out CATME survey [1]
o Planning final details in team meeting [1]

Celina Wong
o Completed CATme survey
o Fix up the final report with spacing, page numbers, etc.

END OF WEEK 11 REPORT
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Term Review
Our team successfully completed 11 VC Formal applications in total.

The team would meet up every week for the first couple of weeks, and then we would
split up tasks and go our separate ways for the next couple of weeks. We would also
check on each other every other week or so to see where the progress lies for each
member. This method enabled us to work at our own pace (very important since we had
other classes to worry about), and every member did their assigned tasks. We never
really had issues with communication; if anyone ever had any concerns or questions, we
were all readily available on Discord.
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